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CHVY K BA 3AIIUCKA
micTo Kuis «05» rpyans 2025 poky

Konxpernanassa npeamera 3akynisii — [porpamua npoaykuist uis opkecrpaii, aBToMaTH3amii
TA pearyBaHH# Ha moaii mouiropuury ta kibepOesneku (3a xomom JIK 021:2015 (CPV) «€nunmnii
3aKyniBeJbHUHA CaIOBHUK» - 48730000-4 IIakeTu nporpamMHoro 3ade3nedyeHHst JJist 3a0e3neYeHHst
Oesmexn)

Obrpyvumyeanns OOULIbHOCME 3aKVIIGIL;

Ha pukoHaHHS IYHKTY 6.5 «BrpoBakeHHs, PO3BUTOK Ta JOOCHAIICHHs I[EHTPY MOHITOPHHTY Ta
KibepOesnekn MICBKHX CEepBICIB, 3aKymiBJ/Ll 00nagHaHHS Ta MPOrpaMHoro sabesmedenns kibepbesnexu,
CTBOPCHHA, IPOBCACHHA JEPKABHHUX EKCIICPTU3 Ta MOACPHI3ALis KOMIUICKCHHX CHCTEM 3axHCTy
iHpopManii» nepeiKy 3aBJaHb Ta 3axoiB B KoMiiekcHol MiChKoI 1iIL0Bo1 mporpaMu «Lludposuii Kuisy
na 2024-2027 poku, 3arBepiukeHol pimennsM Kuiscekol mickkol paau Bim 07.12.2023 Ne 7516/7557 (y
penaxuil pimenmsa Kuiscokoi micbkoi pagu Bijg 12.12.2024 Ne 449/10257).

3 MetTow0 3abesmedeHHsa aHamiTukiB LlenTpy Momitopunry ta kibepOesmekyd MICBKHX cepBiciz
CYy4YacCHUMHM 3ac0DaMM BUSBIIEHHS Ta aHam3y Kibep3arpos HeoOXiIHO MpHIOATH MPOTPaMBY MPOAYKIIIO
IUTS OpKeCTpaLlil, aBTOMATH3ALIl T4 pearyBaHH: Ha MO/l MOHITOpHHTY Ta KibepOesnekn (mami-ITIT).

Ob6rpyvumysanis obcazie saxynieni:
O6’em ninensii 00yMOBIEHO IOTOYHOIO KUIBKICTIO (paxiBuiB LlenTpy MoHITOPUHT'Y Ta KibepOesnexy,
AK1 Oe3rmocepeIHbE0 MPUIHMAKTE Y4acTh B 00poOIll KibepiHIIHICHTIB.

Ob6IpYHmMYBaHHA AKICHUX XAPAKM ePUCHIUK 3AKVIIGAL.

TexHiuyHI BHMOTH JO IpeaMeTa 3aKymiBii pekoMmeHoBaHl nportokosnom Nell4 sim 01.12.2025
3aCIZaHHS pobOUOl rpynH 3 po3poOKH Ta IMOTOMKEHHS TEXHIUHUX BUMOT 0 3aKyIiBens pobir, ToBapis i
[OCIyT IIPM BUKOHAaHHI 3aXx018 KomiuiekcHol MickKol kool nporpamu «Lludposuit Kuis» Ha 2024 -
2027 poku.

Quikysana sapmicms ma dxcepena ginancysanisn npedmema 3aKyRieui:

OuyikyBaHa BapTICTh 3aKYIIBII BH3HAYCHA BIAMOBIAHO 10 METONMKH BH3HAYCHHS OYIKYBaHOI
BapTOCT]1 3aKyMIBIl Ta 3TAHO TPOBeAeHOro lHimiaTopoMm 3akymieli (BIAIOBIZATBEHHM 32 PO3POOKY
TEXHIYHMX BHMOI') MOHITOPHHTY IiH IULIXOM 3aMUTy KOMEPUIHHUX TMPOMO3UIlIH Bifl YYaCHUKIB PUHKY 1
ckinamae 22 801 821,60 rpu. (nBamiars mBa MITBHOHM BICIMCOT OJIHA THCS4Ya BICIMCOT JIBAISTH O/IHA
TPUBHA IWICTAECAT Komiiok) 3 II/IB, mo € cepennboapupmMeTHIHUM 3HAYCHHAM OTPUMAHUX KOMEPIIIAHIX
HPONO3ULIHN.

AJle, BUXOJAYH 3 TOrO, WO 00CAr (QIHAHCYBAHHS € MEHLIMM 3a PO3MIp CepelHbOapH(PMETHYHOIO
3HAYEeHHA [ONAHMX IIIHOBHX IIPOMO3UIIH, OYIKYBaHy BapTICTh, 3aKyIliBiai cpopMOBaHO Ha PpiBHI
MIHIMaJbHOI ILIHM 3 OTPUMAHUX KOMEPIIMHHX WPOMO3Uii, mo cTaHoBHUTE 19 179 602,40 rpH.
(neB'ATHAMUATE MUIBHOHIB CTO CIMOECAT OEB'STh THCSY MIICTCOT aBi TpH. 40 Kxom.)

Posmip ©Or0[pKeTHOr0 NpHU3HAYEHHsA BU3HAUEHO macmoproM OromxkerHoi mporpamu Ha 2025 pik
BIIIOBIIHO 10 3axoaiB KommurekcHol Micskol uinbosoi nporpamu «udposuit Kuis» na 2024 — 2027
POKH.




Hoxepeno quuancysanmusa sakymisii — micuesuit 6womker, KEKB 2610 (Cy6cupii Ta mortousi
TpaHchepTH MAIPHEMCTBAM (YCTAHOBAM, Opranizarisam).

Bun npenmery saxynieni — Tosap.

KinpkicTe — 1 mporpamMua mpoaykiisi, 1 cynyrHs mociayra.

Micue nocrapku ToBapie — micro Kuis (Binmosimao mo a63.2 m.10 Ocobmmusocreld, y pasi xom
ORPUNIOOHENNA 6 ENEKINPOHHIN cucmemi 3aKynisesiv iHopmayii npo MicCUE3HaXOIKEHHS 3aMOBHUKA
Ta/abo MICLE3HAXOMKEHHA (Mns IOpHAWYHOT ocobu)/Miclle NpokMBaHHA (A12 (i3HuHOl 0CcO0H)
NocTavanbHUKa (BUKOHABLA pOOIT, Hajlapaya ITOCIYT), Ta/abo micye nocmaexku moeapie, BAKOHAHH podiT
UM HAJAHHSA MOCHYr (ONMPUIIOAHEHHS IKOi mepeadadeno 3akoHOM Ta/abo MMM OCODIUBOCTAMHE) Hece
3a2po3y dezneyi 3amoeniKa Ta/abo MOCTaAYaTbHUKA, IHAKA ingopmayis ¢ 002060pi npo 3aKynisio, aKui
ORPUNIOOHIOEMBCA 6 EICKIMPOHHIN CUCHIEMI 3AKYRIGENb, MONCE 3AZHAMAMUCA AK HA36A HACENEHO20
nyHKAtY MICUC3HAXO/DKEHH 3aMOBHHKA Ta/abo MicuesnaxomxeHus (s OpUAHYHOT ocobu)/Micue
nposkuBanns (A (p13uuHo1 0co0H) mocTauanbHuKa (BUKOHABIA pobiT, Hajasa4a nmocnyr), Ta/abo Hassa
HACENICHOTO IYHKTY, 6 AKHU 30IICHIOEMbBCA 00CHAGKA mogapy (B SKOMY BHKOHYIOTHCS POOOTH uM
HAIAThCS MOCIYTH)).

3azHaueHHs TOYHOI a[JpeCcH MICIIA ITOCTaBKH TOBApPY HECE 3arpo3y Oesmeni 3aMOBHHKA.

Ctpok mocrasky ToBapis — 10 25.12.2025,

HomaTkmu:

1. JHonatok 1. Indopmanis npo HeoOXiHI TeXHIUHi, SKICHI Ta KiNLKICHI XapaKTCPHUCTUKH TPEAMETA
sakymisii (Texuiani Bumorn) na 7 apk.

2. Jlomatok 2. Kpamdixaiiitni kpurepii 10 yuaciuukis na 1 apk.

3. Jonatok 3. IlinTBep/KCHHS 04IKYBAHOT BAPTOCTI MPCAMCTA 32Ky BNl (MOHITOPUHT LiH) HA 3 apK.

4. Honarox 4. [Iporoxon Nel 14 3acinanus pobouol rpynu 3 po3poOKu Ta MOT0IKSHHA TEXHITHHX BUMOT
710 3aKyMiBeTb poOIT, TOBAPIB 1 MOCIYT IPH BUKOHAHHI 32X0/1iB KOMIIIEKCHOT MICHKOT 1IUILOBOT IIPOrpamMu
«[Indposuit Knie» va 2024-2027 poxu Ha 2 apk
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Honatox 1

TEXHIYHI BUMOI'
Iporpamua npoaykuis Jas opkecTpamnii, aBToMaTH3aNii T2 pearyBanus Ha MOl MOHITOPUHIY
Ta Kidepoesnekn (3a xogom K 021:2015 (CPV) «€manmii 3akymisenap i croBuax» - 48730000-4
Ilakern nporpamuoro 3aGesneyenns 1Js 3ade3neyenns Ge3nexn)

1. 3arainesyi NOoKeHHS

Lle#f moxyMeHT BH3HAYa€ TCXHIYHI TAa (PYHKIIOHANBHI BUMOIM IIOAO MPOrPaMHOT MPOAYKIIl ams
OpKecTpallli, aBTOMaTH3AIIIl Ta pearyBaHHs Ha MO/l MOHITOPHHTY Ta K1I0epOe3eKky 3 MOCIyTo, OB A3aH 0K
3 BCTaHOBJIEHHAM Ta HAJAWITYBaHHAM IPOTPaMHOI IPOAYKIL, II0 3aKYIIOBYETHCH.

1.1 Mixcrasa st po3podjeHHs TeXHIYHUX BHMOT

Ha BuKOHaHHS NYHKTY 0.5 «BrpoBa/keHHS, PO3BUTOK Ta AOOCHAICHHS LCHTPY MOHITOPUHTY Ta
K10epOesnekn MICLKHX CepBiCiB, 3aKYIIBISL OONAJHAHHS Ta NPOrpaMHoro 3abdbesmedcHus Kidepdesnekw,
CTBOPEHHS, IPOBEACHHA ACP/KABHUX EKCIIEPTH3 Ta MOAEPHI3AlllA KOMIUIEKCHHX CHCTEM 3axHcTy 1H(opManii»
IIepeTiKy 3aBJaHb Ta 3axofie KommexcHol mickkoi nimboroi nporpamu «L{udporuin Kuip» Ha 2024-2027
POKH, 3aTBEpAKeHOL piieHHAM Kuisebkoi mickkoi pagu Bin 07.12.2023 Ne 7516/7557 (y pepakuii pilueHHS
Kuiscpkoi micekoi pamm Bin 12.12.2024 Ne 449/10257), a takox pimieHHA KHIiBCbKOI MICBKOI paaM Bil
12.12.2024 Ne 477/10285 «llpo mesaxi nuranus 3abesnedenns Kidepbesnexu B micti Kuesi.

1.2 HajiimenyBanus 3acody indopmarusauii

IIporpamMHa mpoayKiid Juld OpKecTpalii, asToMaTu3auii Ta pearysaHHs Ha Mo/l MOHITOPHHIY Ta
Ki0epOesnexy.

1.3 Mera npuadanns 3acody indopmaruzamnii

3afe3nedeHHs (PYHKHIIOHYBAaHHA 1H(GOPMAIIMHO-KOMYHIKANIHHOI CHCTEMH  MOHITOPHHTY Ta
K10epOesnekH, 3AICHEHHS 3aX0IB OpKeCcTpalili, aBTOMaTH3allli Ta pearyBaHHsg Ha IIOJli MOHITOPHHTY Ta
ki10epOe3neku, ki BidyMces abo BinOYBaKTRCA HA 00'€KTax KiDep3axucTy.

1.4 Tepminn, CKOPOYCHHS, 10 BUKOPUCTOBYIOTHCA

HII — mporpaMHa IpoxXyKLIis

OK — 06 exr xibepzaxucty. Y posyminai [lomokenHs npo 3abe3nedenss kidepoeznexu B MicTi Kueny
3arBep/pKeHe pieHHAM KuiBebkoi Mickkol pamm Big 12.12.2024 Ne477/10285 «IIpo naeski nUTaHHA
zabesneueHHs Kibepbesneku B micti Kueriy». 00’ekTamu KiGep3axucTy €:

- iHpopManiiiHl  (aBTOMATH30BaHI), CIEKTPOHHI KOMYHIKaIiiiHI, I(H(hOpPMALIHHO-KOMYHIKalIHiH],
KOMYHIKALIIHI Ta TEXHOJIOTITYH1 CHCTEMH, eJIEKTPOHH] KOMYHIKAIIIHI MepeKi, 110 HAIEKATH JJ0 KOMYHAIBHOT
BJACHOCTI TepHTOpianbHol rpomazy micta Kuesa ta/abo BUKOPHCTOBYIOTECS ISl 3a7{0BOJICHHSI CYCITIILHHX
norped Ta/abo peamizauii IpaBOBIMHOCHH Y cepaX eICKTPOHHOTO YPSAYBaHHs, €JISKTPOHHHX ITOCHYT,
€JIEKTPOHHOI KOMEpILil, eIEeKTPOHHOI0 JOKYMEHTOOOIIY

- iHmi 00'exTH Kibep3axucTy BIIMOBIAHO 0 aKTIB OPraHis MICLIEBOTO caMOoBpsIayBanHs B MicTi Kueni;

nneiibyk — nadip cuenapieB oOpoOku Ta pearyBaHHs HA BU3HAYCHHUH THUI TOMIl MOHITOPHHTY 4M

Kibepbesmexu.



2. Ilpusnavenus 3acody imdopmaruzauii
2.1. Ocnorni 3aBaanHs T2 GyHKHii 3acody indopmaruzamii

- Knacudixaris Ta npiopeTwsaitis monii MOHITOPUHTY Ta KibepOesrnexn;

- LlenTpanizoBana peecTpanisl IHIHIEHTIB KiDepOesneku Ta BIIMOBOCTIHKOCTI;

- AproMarusaiid  3axOJiB  CIOBILICHHA Ta pearyBaHHd Ha IHIHJCHTH KiOepOesmekn Ta
B1IIMOBOCTIHKOCTI;

- 30araveHHs IHIUICHTIB ITOJISMHA MOHITOPHHTY Ta KibepOe3reku, IHIMMHY TEXHIYHUMHE apTe(haKTaMu
3aBJIAKH KOpEJsilil JaHUX 3 PISHUX HKEPE;

- ®opMyBaHHA CTATUCTUYHMX JaHUX, Y3aradbHIOIOYMX T2 AHATITHIHHX IIOKA3HHKIB;

- 3acTocyBaHHA YHIQIKOBAHUX IUIEHOYKIB I OpKECTpallii, aBTOMATH3aIlil Ta pearyBaHHs Ha IOl
MOHITOPHHTY Ta Kibepbeaneku.

2.2. OuikyBaHi pe3syJbTaTH Bil BHPOBA/GKEHHs 3aco0y indopmaTuzauii

- CropoueHHs 4acy pearyBaHHs Ha IHIHAEHTH KibepOe3nexn Ta BIIMOBOCTIHKOCTI;
- IlinBuIeHHS AKOCTI 0OPOOKH IHIHICHTIR.

3. Xapakrepuctuku 00’ exkra indopmarTuzanii

[udopmamiiino-KOMyHIKaIIHHA CHCTeMa MOHITOPHHTY Ta KiGepOesmekn Mae Taki (yHKIIOHATIBHI

MOXKIIMBOCTI:

- aBTOMaTH3aIld Ta nuQporizaiis npomecie 300py 1 30epexenns HpopManil mpo KibepiHIUACHTH,
KaTeropusaiil KibepiHUMAEeHTIB Ta Kibeparak, iXx mpilopuTesauii (BU3HAYEHHS MEPUIOYEProBOCTI 3aX0IB
pearyBadus Ui e(peKTUBHOIO PO3NOAUTY PeCcypciB, 3MEHIICHHS HETATHBHHMX HACHIIKIB KiOEpIHIIMACHTY Ta
kibepaTaku), iHpopMyBaHHS (3BITHOCTI) Ta LmeHTH pikallii (aTpuodyIii);

- MOHITOPUHT, BHABJIGHHS T4 CIOBIEHHS MPO MITO3PITy TOBEAIHKY, IO MOKe OYTH TOB'A3aHA 3
K10epiHIM/IEeHTOM Ta KibepaTakoro moo ob'ckriB Kibep3axucry;

- aBTOMATH3AIIA 3aX0/IIB 13 3am00Irany s, BUABICHHA Ta pearyBaHHs Ha KiOepIHIIMICHTH Ta KibepaTakH,
YCYHEHHS X HaCTIIOKIB. .

4. BuMoru /1o npeaMery 3akymisJii

4.1 Bumoru o cTpyKTYypu Ta (PYHKIIOHYBAHHSA 3aco0y indopmarnzamii

4.1.1 Cxnaj 3akyuniBai:
- lIporpamna npoaykuis Jis opkecTpanii, aBToMaTH3alil Ta pearyBaHHA Ha Moil MOHITOPHHIY
Ta Kidepoesnekn. Cxnanx I nasexeno y Tadamui 1.

Tabnuus 1
Ne 3/n1 HaitmenyBanusn O06car ainensii Kinskicrs
1 IIporpamMHa MpOAYKITist KubkicTs - 4 0/IHOYACHI KOpUCTYBayi | f
(mieHsit) '

-ITocnyra, nos’sA3ana 3i BCTAHOBJIEGHHIM Ta HANAWTYBAaHHIAM IPorpaMyol upoaykuii — 1 nociyra.
2

4.1.2 Bumorn a0 ¢QyHKUIOBHATBHHX MOKJIUBOCTeH 3acofy iHdopmarmzamii (mporpamuoi
NPOAYKIii)

Bumornu 10 pyHKIIOHATIBHUX MOKIIMBOCTEH 3aco0y iHdopMaTu3aiil HaBeACHO y Tabnuii 2.



HaiimenyBanus

BumMorn

Ocnopnuii pynkuionas
cHCTeMH

[HTEerpanii 3 30BHINHIMHA CHCTEMAMH;

[IpuitoM CHOBIMEHS NPO MIAO3PULY ALUIHHICTE 3 CTOPOHHIX
CUCTEM;

Poscmiaysanus IHUHIEHTIB;

PearyBanHg Ha IHIHJICHTH;

Hananus 38iTHOCTI poOOTH CHCTEMH;

Onrumizanii pobouoro npouecy 3 00poOKH 11011l
MOHITOPHUHI'Y Ta KibepDe3leKu;

OcHoeni
dyuxmionanbHi MoxyJIi
CHCTEMH

[ndopmaniiini nanent cHCTEMH;

Moayns B3aeMozil aHaTITHKIB 3 CIIOBIIICHHSIMMU Ta
IHIUICHTAME T4 PearyBaHHs Ha HUX,

Mopyss 1HTEerpanii 3 30BHINIHIMA CHCTEMAaMH;

Mogyns GopMyBaHHA aBTOMAaTH3AIlll, II0 BKIIOYAC
PI3HOILIAHOBI CUEHAPIi pearyBaHHs;

Mozynb 3BITHOCTI, IO BKJIIOYAE HASBHI 3BITH Ta I03BOJIIE
KOH(DIrypyBaTH HOBIL 3BITH;

Moayae CHCTEMHHX HAJIAIITYBAHb.

DO ynknioHan
inopmaninnux
naneJsen

HasBHicTh nomnepeHb0 HanalmroBaHux iH(GopMaliiHuX
nanenei (dashboards, nembopnais):

CreopenHs BlacHHX IH(OPMAIIHHUX TaHENEH;
Monudikaris, KIOHYBaHHS Ta IMIOPT/EKCIOPT
1pOpMATHHEX TTaHENeH;

I'padiyamit KOHCTPYKTOP IHPOPMALLITHUX TTaHENEH, AKUH
JIO3BOJISE X 3MIHIOBATH 0€3 3aCTOCYBAHHS MOB
pOrpaMyBaHHA.

D yuKwii MoayJIst
B3aeMoil aHaliTHKIB 3
CHOBIIEHHAMH TA
iHguaeHTaMu Ta
pearyBaHHsi HA HHX

[TpuitoM CHOBIMIEHB PO MIA03PLLY AISUTBHICTS;

Habip inmuuenTie / GakTHYHUX TOPYILEHB OE31eKH;

Habip 3aBaane, 110 3AIMCHIOIOTECH AK aHATITHKOM, TakK 1
ABTOMATH30BAHOK) PEAKI[IEI0 MPH PearyBaHHi Ha HIIH/ICHTH;
Habip 3amucie/nanux, mwo igeHTHQIKYIOTH 3arpo3y MoB’ 13aHy 3
IHINIEHTOM;

Hab6ip moTeniiino mMKIIIHBHEX eIeKTPOHHMX JHCTIB 3
3ar0JIOBKAMU;

baza MITRE ATT&CK (takTuk, npuiioMiB Ta METOAIR, 1110
BUKOPHCTOBYIOThCA KIOEP3TOUHHIAMH ).

DyukuioHaJa Moayas
iHTerpamii 3
30BHIIHIMH
cHCTEeMaMu

IHTerpauis 3 CFOPOHHIMH CUCTEMAaMH 3 BUKOPHCTAHHAM
CHCTeMHHX BOYIOBAHHX KOHEKTOPIB (BUKOpUCTOBYIOIH API
LUX cucTeM abo cranmaptHi npotoxomu - IMAP, Exchange,
Syslog, Towmo);

OTpuMaHHs CIOBIIEHE PO MO3PLUTY AISUTBHICTE BLL CHCTEM,
10 IHTCIPYIOTECSL,

30araucHHs BIKE OTPHMAHUK JAHKUX YepPe3 KOHCKTOPH LUITXOM
3alUTy AOAATKOROI iH(OpMAaLii ;

36aravyeHHs JAaHHX B aBTOMATUYHOMY PEXUMI B1JI CHCTEM, 11O
IHTCTpOBAHI;

30araueHs JaHUX BII CHCTEM, L0 IHTErpOBaHi 3a PpO3KIaJIoM;
36aradeHHs JaHUX BT CHCTEM, IO iHTETPORAHI 3
BHKOPHUCTAHHAM BCTaHOBIEHUX Ha HUX add-on/plug-in;
Bukonanus apToMaTH30BaHMX Jii HA CHCTEMAX, 110
IHTErpoBali 4epes KOHEKTOPH,;

Tabmuus 2



Heperﬂsm, NOHIYK, BCTAHOBJICHHS, OHOBJICHHSA Ta BHIAJIEHHS
KOHEKTOPIB ¥ CHCTEMI;

Pospobka BiacHMX KOHEKTOpPIB (BUKOpUCTOBYOUH SDK,
Python abo ananoru);

HaspHicTe pazom 3 KoHekTOpaMu Ha0OPIB ABTOMATH3IOBAHUX
it (mnedOyKiB) Asist OTPUMAHHS IAHHUX 3 CUCTEM, LIO
IHTETPYIOTBCS;

@yuxuii Moxyns
dhopmyBanus
aBToMaTu3anii
(cuenapiiz pearyeanns)

CucTeMHHUI peno3nuTopii nueHOyKiB Ha IHIHJICHTH OE3MEKH;

Mozudikamis CMCTEMHHX CLEHapIiB pearyBaHHs;

CTBOpEHHS BIIACHUX CL{EHAPIIB pearyBaHHs Ha IHLH/ISHTH

Oe3neKxn MpH BUHUKHEHHI ICBHUX YMOB;

I'paiunnii KOHCTPYKTOP CUEHAPIIB pearyBaHHs Ha IHIIN/ICHTH

Oesnexn, IKUA MO3BOIE AHATITHKAM CTBOPIOBATH X YV CTHIII

OIOK-CXeMH;

Cuenapii pearyBaHHs MalTh MICTUTH JIOTIKY NPUHAHATTSA

pimens Ta 6arato THIB KPOKIB:

- CTBOPHTH/OHOBUTH/BHUIAIHTH 3AIIUC

- BHUKOHaTH JoriuHi Kpoku (decision, approval, manual input,
TOILIO)

- BukonaiiTe 110 IMEBHOrO KoHekTopa abo (parMeHt
[IPOI'PaMHOr0 KOy

- Bukonaru HWMHA naedOyK

- Hapicnatu nosigoMnenus (depes email abo xomexTop)

- IHE

D yHruii Moyt
3BITHOCTI

CTBOpEHHS PI3HONIAHOBHUX 3BITIB;

IlnanyBansHUK 3BITIB, AKHH PEryJIApHO 3allyCKae 3BITH;
Binnpaska 3an1aHoBAaHUX 3BITIB 0JIEPIKYBAYAM SJICKTPOHHOI)
[IOLITOR);

30epexeHHs ICTOPI HEIOIABHO 3aIlYIIEHHX 3BITIB;
I'padiunmit KOHCTPYKTOP 3BITIB, SKHH 103BOJISE THYYKO Ta
JIErKO CTBOPIOBATH 3BITH TA MUITPUMYE JIArpaMu, MOKA3HHKH,
3allMCH, KOMEHTapl, TOHIO.

DyHKIioHan
KEePYBAHHA YepraMmu
3aB/JaHb y cucTeMi
(Queue Management)

CrBoOpeHHs yepr 00poOKH CIIOBIMIECHD, IHIMACHTIB Ta 3aBaHb;
JlonaBaHHs WIeHIB KOMaH/I Ta OKPeMUX aHATNTHKIB J10
0bpoOKH 1UX uepr;

Jomapanns cioBieHb, IHUKM/ICHTIB Ta 3aBJIaHb 10 [IUX Yepr
BPYYHY 200 aBTOMATHYHO,

ITepernaa npu3HaueHs Mo yepram abo no aHaTTUKaM /
KOMAaH[aM.

Threat Intelligence
Management

Orpumanns iH@opmanii moa0 3arpo3 3 CNOBIIIEHb,
3aBaHTaKEHHX (aiiiiB, MOMTOBUX IOBIIOMIIEHB Ta 30BHIIIHIX
JUKEpeN aHaji3y 3arpos;

30epiranHs iHGopMaIil momao 3arpo3 y b/l ams BukopucTanus
IHLIMMHA MOJLYJISIMU CHCTEMH.,

Poneswmii nocryn o
Gyuxkuii cucremu
cucrtemu (Role Based
Access Control)

Hapmanns aHalTiTHKAM CHCTEME JOCTYIY 10 MEeBHHX

MOy TiB/(PYHKIIH CHCTEMH HA OCHOBI IX pONTBOBUX JO3BOIIIB;
HasBHiCTE monepeHL0 HANAIITOBAHUX PONCH Y CHCTEMI:

- Security Administrator

- Application Administrator

- Application User

- Playbook Administrator

HananrrypanHsa nornepeHb0 HANAMTOBAHUX POICH Y CHCTEMI;




e CrBOpEHHS BIIACHUX POJIEH:

e PonboBi 103B0MH MaIOTh BKIIIOYATH MOJKIMBICTE CTBOPEHHS
YUTAHHS, OHOBIEHHS TA BUJATICHHS TaHUX ¥
MOAYJSIX/(DYHKLUIAX CHCTEMH.

2

4.1.3 BuMoOrH X0 MOC/IyrH 3 BCTaHOBJIEHHA Ta nadamtysanns T

- Posropranns ta nepeunne nanamrysanus 111 B indpactpykrypi 3aMoBHMKa, Ha 06YMCIIOBATIBHMX
IOTYKHOCTAX 3aMOBHHKA.

- IlepeBipka MepekeBoi B3aEMOIII.

- Hanamrysanns ne meHie Hixk 4 inbopManiiHux navenei (1o y3ro/pkeHHo 3 3aMOBHIKOM).

- [HTerpanis pimenns 3 iCHYIOUHM KJIAaCTepoM MepeskeBuX ekpanis Fortinet (FortiGate).

- IaTerpanis 3 cucTeMoio 300py mojii MpUCTpoiE MepexeBoi 6esnexu FortiAnalyzer.

- InTerpanis 3 KOPIOPaTHBHUM Katanorom kopucrysadie (Active Directory / Entra ID) Ta/a6o SSO
(SAML) 114 HeHTpanizoBaHoi aBTeHTH QIKAIIIi Ta YIPABTIHHEL JOCTYIIOM.

- Hanamrrysanns ne menme 2-x nieiOykie Ta mepesipka ix po6oTH.

- [IpoBenenns TecTyBaHHA NPALE3IATHOCTI, BKIIOYHO 3 Bepudikaliero 38 1300¢Ti, 06podku moaili ta
BIAMPAIIOBAHHA aBTOMATH3aIIIl.

4.2 Bumorn no 0esnexkn

- IIII moBMHHA MAaTH MOXJIHMBICTH VICHTH(IKYBATH KOPUCTYBA4dlB y CECLIX, SKIIO BOHH MPOHILUIA
11eHTUDIKALI B 3aCTOCYHKY,

- III1 moBMHHEA MaTH MOXKJIMBICTE IHTErPALlii 13 30BHIIUHIME cHCcTeMaMH ab0 XMapHUMHU CepBiCaMH IS
zabesnegenus daratopaxropuol agrerTrdikanil (MFA);

- IIT nopuHHA MIATPMMYBATH ABTCHTU(IKALIIO Yepe3 KOPHOPATUBHHH KaTayior Kopucrysadis (Active
Directory / Entra ID);

- Qikcaris Ta 30epiranns noii Oesnexu oOMKOBUX 3aIIUCIB KOPHCTYBAYIB.

4.3 BuMoOIrd /10 eproHOMIiKH Ta TEXHIYHOI eCTETHKH

- I1II moBuHHa MaTH €qMHKUI 1HTepdelic A1 B3acMOii 3 yciMa Il KOMIIOHEHTAMH 1 QYHKIIIIMHU.

4.4 Bumorm o 3axucrty ingopmaumii

- Bignosigmicte 3akony VYkpainu «Ilpo saxucr iHdopmauii B iH(pOpMAIiHHO-KOMYHIKAUIHHNIX
CHCTEMAX).

- [1I1 mopHHNa MaTH MOKIMBICTE OpraHizailii poJILOBOTO JOCTYITY;

- I1Il moBMHHA HaaBaTH ACTATI30BAHUN JOCTYN 0 IHTEPOEHCY, 3 MOKIMBICTI) HAJALITYBaHHS IIPaB
KOPUCTYBaHHA /11 KOJKHOI 3 POJICH Ta JU1sl KOSKHOTO MOJLYJIS;

- Bl nani oift KopuCcTyBaviB MaroTh 30epiraTucs B iH(QpacTpykTypi 3aMOBHHKA.

4.5 Bamoru xo nagiiinocri 3aco0y ingopmarusauii Ta 30epesxennocTi indopmanii

- IIporpaMua mpomykuid, ska BXOJUTH A0 CKIajy PIICHHS, NOBUHHA OyTH BIICYTHS B IEPETIKY
sapepuieHns xkuTreBoro nmukny (End of Sale, End of Support, End of Lifc) Bupobuuka nporsrom
IIOHAHMCHILIC TPLOX POKIB 3 MOMCHTY rnocrayanus . [locTavanbHUK rapaHTye, M0 MPOTATOM I[BOTO [ICPIOIY
porpaMHa IpOAyKITis 3aTHIIAEThCA aKTYaIBHO, IIITPUMYBAHOK Ta JIOCTYIHOW Ui OHOBJIeHE. KpiM Toro,
OPOTArOM IIBOTO MEeploay 3aAeKNapoBaHHil BUPOOHHKOM HA MOMEHT IOCTAYaHH (PYHKIIIOHAT € JOCTYIIHMHA
0c3 OyAp-AKMX TEeXHIYHMX OOMeXeHb mpauesgatHocti. Skmo s 30epesxkenHs abo akrTuBauii HBOrO
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(yHKiioHany moTpibHi KoxaTKOBI mimeHsii, Momyii, cepBicEm 260 KOHTpakTH Ha MIITPUMKY, BOHH
BKJTHOUAIOTRCS 0 CKITATY PILIEHHS Ta 3a0e3MeuyloTECS HOCTAYATEHIUKOM Y TIORHOMY 00Cs?i.
- I1I1 mae 3abc3ncuyBaryd BiAMOBOCTIHKICTD:

e [liaTpumka 00’ € IHAHHS ICKUILKOX CHCTEM B OJIMH JOCIUHMIT KJIacTep VIl BIAMOBOCTIHKOCTI;
® MoxknuBicTe cTBOpeHHs Active/Active Ta Active/Passive knacrepy.

- Pobora B pesumi BHCOKOT JocTynHOCTI Mae GyayBaTvcs BHKITIONHA 3a TIPHHIIAIIOM active-active Ta
Oy/lyBaTHCs BUKIIOYHO Ha BOYIOBAHUX MEXaHi3Max B CEPEIMHI CHCTeMHU, 663 HeoOXITHOCTI BUKOPH CTAHHS
YM KOH(IrypyBaHHS OyIb-IKOr0 CTOPOHHROTO [13;

- IIIT morwHHa BHKOPHCTOBYBATH BIACHY CXOBHING Ul 30epiramis BCIX NanuX, 0€3 BHKOPHCTAHHA
Oyab-saKoro croponHsoro I13.

4.6 Bumoru 1o cnocodiB i 3aco6iB 3B’s13ky 1a indopmaniiinoro odminy

- ITI] noBMHHA NIATPUMYBATH IHTCIPALIIIO 3:
O ICHYIOYHM Yy 3aMOBHMKA oOnaqnanusM: FortiGate, FortiAnalyzer, FortiMail;
o SIEM cucremamu: Splunk;
o cucremamu knacy “threat intelligence” ta penyramiinmmu cepsicamu: Recorded Future,
MISP,VirusTotal, Whois;
o cucTeMaMH knacy “ticketing system™: JIRA.

4.7 Bumoru 1o pexkumis QyHknionysanus 3acody indopmaruzamii

- I1I1 Mae mMaTH MOXKIIMBICTH OYTH Peani30BaHO Y BUIJISII BIPTYaNi30BAHOTO PIIECHHS;
- Sxuo I sinse cobo10 BIpTyanbHy MaLIKIY, TO BOHA Oy/le BCTAHOBJIIOBATHCS HA BIAIOBIHII cepBep
3 CHCTEMOXO BIPTyaIizallii, K1 HaJAr0ThCS 3aMOBHHKOM (3a3/1aJIET1Ih Ma€E MOTOIKYBATHCS 00CST HEOOXITHIX

pecypcis).

4.8 Bumoru xo rapanTiiiHol maTPUMKH

- AKimo BIANOBIAHO 10 (PYHKUIIOHAILHOCTI IPUCTPOIB/CHCTEM ad0 3TINHO apXITEKTYPHOrO MIAXOIY
peanizanis TEXHIYHUX BUMOT IOTpeOye NOJATKOBHX IpUCTpOiB/cucTeM abo nileHsid, To Bce 1e Mae OyTH
3aKJIaJIEH0 B KOMIUIEKT IIOCTABKM 3 ypaxyBaHHIM BHMOT JI0 CTPOKY Ta (DyHKIIIOHAJBHOCTI TEXHIYHOI
MIATPHMKH;

- IIIT noBuuna OyTH 3abe3reueHE CEPBICHOIO MIATPHMKOK CTPOKOM He MeHIIe HDK 12 micsuie mo
BKJIOYAE;

o IlocTifiamii TOCTYI X0 HEHTPY TEXHIYHOI NIITPUMKH BUPOOHMKA YePE3 CaiT, eIEKTPOHHOIO TTOMITOIO
abo 3a renedonom 24*7;
ITocTiliHMid aBTOPH30BAHUH JOCTYI A0 calTy BupobHuka 24*7;
OTpruMaHHA BCIX HEOOXINHUX OHOBJICHD A pyHKIioHyBanHs 1111,
OTpumaHHs OCHOBHHX Ta NPOMBKHUX pemisis T111;
MoxnuBICTE peecTpalil CepBICHHUX BUNAAKIB B pexkumi 24*7;

G A O ©)

S Bumoru o nepeaayi pesyabTATiB BHKOHAHHX podiT Ta/a00 HATaHHX MOCaYT

- Koz aktuBamil y enekTpoHHOMY (opmari, IKHi HAJICHITAETHCSA HA ITOIITORY CKPHHBKY KOPHUCTYBAYa,

- BeranoBnenns (iHcramsuis) [I1 3mificHoeTsea [TocTauanbHUKOM;

- AKTHBAIlIS TPOrPAMHOI IPOAYKIII 3MIHCHIOECTECA aBTOMATHYHO B IeHb nyucanus CTopoHaMu akTy
npuiMannsg-nepenadql ITI1.
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*V pasi suxopucmanma 6 0aHOMY OOKYMEHMI NOCUAAHD HA KOHKPEMHL MOP206eAbHY MAPKY, (ipmy, Ha38y abo
Mun npeomeina 3axKynieii, oxcepeno Uozo noxoodycennus abo UPOBHUKA, RICAS MAKO20 NOCUAAHHS CTi0
gsasicamu 6 nasgrnocmi éupas "abo exgisanenm”. Ipu ysomy 8ionoeiono do Cmpamezii nayionansnol beznexu
Vipainu, sameepoorcenoi Yrasom Ipesudenma Yrpainu 6i0 26.05.2015 Ne287/2015, exsisanenmite

niyensitine npozpamue 3abe3neyenns ne nogunto Gymu pospobnenum y Pociticoxiti @edepayii,
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Jonarox 2

Keanigikauiiini kpurepii npoueaypu 3akyuiai Ta nepenik JOKYMEHTIB, 110 NITBEPIKYHOThH
inpopmanio yyacHnkis npo BiZmoBinHicTs iX TAKUM KpUTEpisiM

Ne | Kpamidixanifinuii kpurepii

Ilepenik JoKkyMeHTIB HA MiATBEPIKENHs BiANOBiAHOCTI
YYACHHKA BCTAHOBJEHUM KBaJiikauiiHUM KpUTepiaM

1. | HasiBHicTe MOKYMeEHTANbHO

IATBEPIKEHOTO NOCBINY
BUKOHAHHA  AHAJOIIYHOIO
(anayoriyumx) JOTOBOPY
(noropopis)

Hopinka B JIOBUIBHIA (opMl 32 NIANKCOM YIIOBHOBAYKEHOL
0codM yyacHMKa, 3aBipeHa MevaTkor (y pasi i BUKOPUCTAHHS),
Ha (ipMoBoMYy OmaHKy (y pasi HAfBHOCTI) MPO HASBHICTE
JOCBIly BHKOHAHHS AHAJOTIYHOTO (AHAIOTIYHHX) JIOTOBOPY
(1oroBopiB)* i3 3a3HAYCHHsAM: HAMMEHYBAHHA KOHTpAareHTa,
IpeaMeTy JOTOBOPY, JATH YKIIAJMAHHS,

Ha minTeepiikeHHS BUKOHAHHA aHAIOTTYHOTO (AHAIOTTYHHX)
AOTOBOPY (OroBOpIB), AKHMH (K1) 3a3HaYCHUH (3a3HadYcHl) B
NOBIAI, HAJAKTHLCS KOMii BHKOHAHOTO JIOTOBOPY  Ta
JIOKYMEHTIB, IO TIATBEPUKYIOTE HOT0 BHKOHAHHS.

* 110 ananocivium 002060pom po3ymMiemvca 00206Ip HoJIbHUL
3a npedmemom 3axynisii 3a nepioo 3 2014 poxy no menepiwini
yac. Axkuwjo 6 0080yl YYACHUK BKA3YE OEKUIbKI AHANOZIYHUX
dozogopis, mo 6Ci OQOKYyMeHmu w000 RIOMeEepIINCceHHs
GUKONAIS MAKUX 00206016 HAOAWIOMBCA W00 KOJICHO20 13
srasanux 6 008I0Yl 02080pI6.

Jns Hane:kHOTO 3aXMCTy 1HTEepeciB 3aMOBHHKA MIONO ABTOPU30BAHOIO JUKEPENA MNOCTAYAHHA 34

DaHMMH TOpraMd Y4YacHHMK TIOBHHEH HaIaTH ABTOPHU3ALIHHUH jnHcT (aBropH3zaniiina (opma TOmoO) Bin

BUpOOHHUKA ToBapy abo iHoro odiniiiHoro npeacrasuuka, mucTpub’ioTopa B YKpaini, skuil migrsepmxye
HAgBHICTE Yy YdYacHHMKa NIpaBa Ha 3/IHCHEHHA MPONAXKy 3alpPOIOHOBAHOTO YYaCHHKOM IiNEH3IHHOTO

IPOrpaMHOro 3abe3ne4YeHHA.

Y4acHMK y TEXHIYHIH YaCTHHI CBOE] MIPOMO3HINIT HOBUHEH HALaTH iHGOpMAaIiiHuii 1ucT abo HOBIIKY

B IOB1IBHIN (POPMI PO MOKIHMBICTE TOCTABKY TOBAPY BIAMOBIAHO IO TEXHIYHOT CrIEM(IKAIII 13 3a3HAYEHH M

KOHKPETHOI Ha3BH MPOrpamMHol IPOAYKIil, II0 IPOMOHYETECA YIACHHKOM, Ta TepMIHy i ii.

YV pasi yyacmi 06’ conanna yuacnukie niomeepdoicennsn 8I0N0GIOHOCMI Keanipikayiiinum Kpumepiam
30UUCHIOCMbCA 3 YPAXYEAHHAM Y3A2ANbIHEHUX 060 CONANUX NOKANUKIE KONCHO20 YHACHUKA MAK020 06 €OHaHHA
Ha niocmaei Hadanoi 06 'eonanHam inpopmaii.

IniniaTop 3akymiB.i

€. B. Bypsxuucs kuid
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Honarox 4
3aciaHHA B OHJIAHH P CHKUMI

13 BUKOpucTanHaM Microsoft Teams

IMPOTOKOJI Ne 114
3aciganea pobo4ol rpynu 3 po3poOKH Ta MOTOIKEHH TEXHIYHIX BIMOT
IO 3aKyIiBesb pobiT, TOBApIB 1 MOCAYT IPHU BUKOHAHHI 3ax01iB KoMIInekcHOT MiCEKOT
minpoBoi nporpamu «Ludposuii Kuis» na 2024-2027 pokn

M. Kuis «01» rpynus 2025 poxy

INPUCYTHI:

Ynenu pobouoi epynu.
A. XKexepa

B. XKyukos

M. Kmoera

O. Mommyxk

C. Ocimos

T. Camoitnenxo

. IBiryn
HMOPANOK JEHHWIA:

1. PospoOka Ta HOTOMKEHHA INMPOEKTIB TEXHIYHUX BUMOI 0 3aKyIiBEIb y MekKax
BUKOHAHHA 3aX0/11B KoMiiekcHoi MickKoi nitboBol porpamu «Lludposuit Kuie» na 2024-
2027 poxu, 3aTBepaxeHo1 pimennam Kuiscbkoi micskoi paam i 07.12.2023 Ne 7516/7557
(y penakmii pimerns KuiBcskoi micekol paam Bin 12.12.2024 Ne 449/10257) (mani —
IIporpama), y 2025 por, a came:

IPOEKT TEXHIYHUX BUMOT 10 3aKymiBni «IIporpamua mpomyKIfist T OpKecTpalli,
apToMaTH3allll Ta pearysaHHsd Ha NHOAIl MOHITOpWHrY Ta KibepGesmeku» (MyHKT 6.5
«BnpopapKkeHHs, pO3BUTOK Ta JIOOCHAIICHHS [ICHTP Y MOHITOPUHTY Ta Kibep 6e3meKH MiChKHuX
CepBICIB, 3aKyIIiBIIA 00T IHAHHSA Ta 1P OTPAMHOTO 3a6e31eueHHs Kibep Ge31eKu, CTBOP CHH,
MPOBEJCHHA JICPIKABHUX EKCHEPTH3 Ta MOACPHI3AIIA KOMIUIGKCHMX CHCTEM 3aXHCIy
iH(opManii» mepeniky 3aBmaHs 1 3ax0/is IIporpamn).

2. Pi3ne.

Ilo numanuio 1

CIOYXAJIH:

O. Ilommmyka, sxuit noigdopmysas, mo mus 3abe3nedends (QyHKLIIOHYBaHHA
ir(pop MaLIIHO-KOMYHIKAIIHHOT CHCTEME MOHITOP HHTY Ta Kibep Oe31TeKH, 3 iHCHens 3aX0 1B
OpKecTpanli, aBTOMaTH3allil Ta pearyBaHHs Ha TOAIl MOHITOpUHTY Ta KiGepGesneku, sKi
B110y11Cs abo BinOyBaroThest Ha 00'exrax Kibep3axucty, HeoOX1IHO MpHAGATH BIANOBIIHY
[P OrpaMHy P OMYKIIO Ta MPECTABUB IIP OCKT TEXHIYHUX BUMOT 10 3akytisii «[Iporpamua
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OPOYKIIA A OpKecTpalii, aBTOMaTH3alli Ta pearyBaHHA HA MOJil MOHITOPUHIY Ta
Kibep Oesmexkm» (IyHKT 6.5 mepeniky 3aaansb i 3axonis I[Iporpammu).
B 00roBop eHHi Ip 0€KTy TeXHIYHUX BUMOT Opanu yuacts: J. LIBirys.

YXBAJINJIN:

PekoMeHayBaTH CrIeniaiizoBaHOMy KOMYHAILHOMY Mianpuemctsy «KuiBTemecep Bicy
Il 4ac npoueaypu 3akymnisii «[Iporpamua rnp ogyKiis 118 OpKecTpaiii, aBToMaTH3allii Ta
pearyBaHHs Ha [TO/1i] MOHITOP MHTY Ta Kibep Oe3nexkn» (IyHKT 6.5 mep emiky 3aBIanb i 3aX 0B
IIp orpamu) BUKOpP HCTOBYBATH IIP OEKT TEXHIYHUX BUMOT, p O3TJIAHYTHH Ha 3acigaHHi p 0bodoi
I'PyIH.

I'OJIOCYBAJIU: «3A» - 7, «ITPOTU» - 0, « YTPUMAJIOCDH» - 0.

ITpoToxon Bena Tamapa CAMOWJIEHKO



Ingopmanist npo enextponni minmucu (EIT)

Ne noxymenTa 075-2668
HJOKYMEeHT 3apeecTpoBano y KaproTeni:

Bunnx pokymenra:
Crucanii 3micT:

Hara peecrpanii 01.12.2025

Buxijna
Juer

Marepianu 3aciganns poGouoi rpymu 01.12.2025 (Ilporokon Ne 114 gin 01.12.2025)

Kinekicts aiinis: 2

Kinskicte EIT: 18

HOKYMEHT CEJ] ACKO/I ITC €ITIK

Ilepeaik exexTpoHHuX HiANKCIB

Henaprament indopmariiino-
KOMYHIKaI[iHHUX TeXHONOTH
01.12.2025 Ne 075-2668

IT1b

Jlatu i yac Hanecenns EIT

IMoromxkenns

Yac 0CTaHHBOTO
vaneceuns EIT

Kyukos Bacunn
AHaTomiiosny
Kiabpkicts EIT; 2

01.12.2025 11:54:28 ; 01.12.2025
11:54:30 ;

01.12.2025 11:54:30
[Toroams;

01.12.2025 11:54:30
I'loroous

OCITIOB
CEPT'IH
KOCTAHTHUHO
BHY

Kinsxicrs EIN: 2

01.12.2025 10:26:00 ; 01.12.2025
10:26:02 ;

01.12.2025 10:26:02
[loroaus;

01.12.2025 10:26:02
[Torogus

LIBII'YH
IMHTPO
BIKTOPOBHMY
Kinexiers EI: 6

01.12.2025 10:16:19 ; 01.12.2025
10:16:21 ;01.12.2025 10:16:23 ;
01.12.2025 10:16:24 ; 01.12.2025
10:16:41 ;01.12.2025 10:16:43

01.12.2025 10:16:43
IToronus;

[Moronus

KIIKOEBA
MAPIS
T[MTABJIIBHA
Kiaskicrs EIT: 2

01.12.2025 10:11:23 ; 01.12.2025
L0125

01.12.2025 10:11:26
[Moroaus;

[Moninyk Oner
DenopoBHy
Kinskicrs EIT; 2

01.12.2025 09:57:41 :01.12.2025
09:57:43 ;

01.12.2025 09:57:43
[Noronus;

01.12.2025 09:57:43
IToroons




JKEXKEPA
APTEM
CEPI'TMOBMY
Kinskicte EIT: 2

01.12.2025 09:29:48 ;01.12.2025
09:29:48

01.12.2025 09:29:48
[Moronws;

01.12.2025 09:29:48
[Noroaus

o

]
a’..;

JKEXKEPA
APTEM
CEPI'THOBUY
Kinbkiers ETI; 2

01.12.2025 09:29:48 ;01.12.2025
09:29:48 :

01.12.2025 09:29:48
[Moromus;

01.12.2025 09:29:48
[Torogne

Camoiinenko
Tamapa
AHaroniiBHa
Kinskictn EIT; 2

01.12.2025 09:05:35 ;01.12.2025
09:05:36 ;

01.12.2025 09:05:36
IToroaus;

01.12.2025 09:05:36
Iloroous
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TOB “ECKA-CO®T”

04050, micTo Kuib, Byn.M nuGounubka, 6yn. 17-5, od. 402
office@eska.global, eska.global, +380673723955

Cnenianizosane koMyHaIbHe mifnpueMcTEO «KHiBTEIECEpBiCcH

H@ 3anum yinogoi nponosuyii

Komepujiiina nponosunis

(CKII «KuiBTesrecepsic»)

lanosHi Konerw, NPOCUMO po3r/isAHYTH Hawy KoMepuilHy NPOMO3HI[K MOA0 MOCTAYAHHA

nporpamMHoi MpoAyKuii Ay opkecTpauji, aBToMaTu3anii Ta pearyBaHHa Ha Tnogii MOHITOPHHTY Ta

KiGep6esnekH Big koMmaHii Fortinet.

Ne HalimenyBaHHA TOBapy KinbKicTh OauHuni ina 6e3 [1/IB, | BapricTs Ges
o/n BUMipy TPHEHA NAB, rpusHa
1 MpumipHuk M3 FortiSOAR Perpetual License
Ff?rtiSCF)]AR Enterprise Edition fo2 User Logins 1 wr 10940 230,00 R R
Included {Perpetual License)
2 MpumipHuk N3 FortiSOAR Perpetual License 1
Year FortiCare Premium Support for FortiSOAR 3027 480,00 3027 480,00
Enterprise Edition 1 wT
MpumipHuk N3 FortiSOAR Perpetual License
FortiSOAR User Seat License - Additional User 1287 110,00 2574 220,00
Logins (Perpetual License) - add-on by 1 2 wr
Mocnyru 1 wr 191 750,00 191 750,00
Bcnoro, rpu 16 733 680,00
MAB, rpa 3346 736,00
Pasowm 3 II/IB, rpu 20080 416,00

eska.global

Hupexkmop TOB « ECKA-CO®T»

Bci npaBa 3axuLLeHi.

ESKA 2025 ©

laan CKPUIMKA

s e e S |
Kiiscoka miceka mepiasna AAMIRIC | DaLYH
Cneujanizosane KOMYyHanebHe NinnpreMcTso |
"KUIBTENECEPBIC™ |
Bxighuit No 25 £ /20 .5/7‘;
e e 7
en_0F 72 2025 p!




TOB «BI €M O)KI>

COPNOY 40844268

+380 96 001 01 61

info@wmgroup.com.ua

S S IEWISAY wmgroup.com.ua

CrenianizoBane KoMyHanbHe mignpueMcrso «Kuisrenecepsic»

Bux 142/2/12
KomepuiitHa Mponozuuis

Komnania “Bl EM AXKI” saauHa Bam 3a A0Bipy Ta NposeneHuil inTepec A0 Hawoi npoayKujii. OTpumasiuKM Baw 3anuT, mu
rotosi Hagatu Bam noeumit cnektp IT-nocayr Ha camux surigHux gna Bac ymosax. Hwwue nponoHyemo Bawiii ysasi
npono3uuito srigHo Balumx TexHiYHUX BUMOr:

HalimeHyBaHHA OauHULA LiHa 3a oauHMUIO daransua 3aranbHa cyma
No i i : '
5n Tosapy/Nocayru BUMIipY Klsilems rpH (6e3 NAB) ;‘ﬁ;’ £ {dez rpH (3 NAB)
MpumipHuk M3
FortiSOAR  Perpetual
g, [l o SEERRAS wr 1 | 10584073,50 10584073,50 | 12 700 888,20
Enterprise Edition - 2
User Logins Included
(Perpetual License)
MpumipHuk M3
FortiSOAR  Perpetual
g |HeemR 1 e wr 1 2746013,50 | 274601350 | 3295 216,20
FortiCare Premium

Support for FortiSOAR
Enterprise Edition

MpumipHuk N3
FortiSOAR  Perpetual
License FortiSOAR User
3 | Seat License & Wt 2 1245 207,50 | 2490415,00 2988 498,00
Additional User Logins
(Perpetual License) -

add-onby 1
4 Mocayru 1 162 500,00 | 162 500,00 155 000,00
Beworo 6e3 MNAB | 15 983 002,00
nAaB** | 3 196 600,40
Beworo 3 MAB** | 19 179 602,40
3 nosaroto. Komepuilinuii gupektop TOB «BI EM OXI» Komap O.N1




0 t' TOB «ONTIQATAR
p l 04071, m. Kuis, Byn. Memmuripcbka, 22,

UA103226690000026004300941299

D a ta y $inii TV no m. Kuesy ra Kuiseb ol obnacri,
AT «0Owapbauk» TBEB 10026/020, MdO:
Enforce your 322669, EAPTIOY: 39693067
security
BuxNe 120425/1 8ig 04.12.2025 CrrenianizoBaHOMY KOMYHAIIBHOMY [iIPUEMCTBY
Ha No 455-2025 in 01.12.2025 «KuipTenecepsicy
KOMEPIL[IMHA TTPOIIO3MLILA

Torapuctro 3 obMexkenolo signopigansnicrio «OIITITATA Hajae KoMepuiiiny nponos3umnio, y
BI/IIOBLE Ha Bamr 3amuT, cTocoBHo 3akymiemi IIporpamvuoi mpoaykiii s opkectpanii, asToMarsanii ta
pearysanns Ha HOA MOHITOPHHTY Ta KibepOe3mexu.

s iHa, IpH., 32 | BapricTs, TPH.
Il/momep Halimenysamms K-t5 Lina, rpm., p » TPH.,

on. 3 I[IJIB 3 [1JIB
PAN- [porpamua npoxyxuis Full XSOAR
XSOAR- | offering (XSOAR + TIM, 4 users) for 1 31875000,00 | 31875 000,00
ENT-MT | Enterprise Multi-tenant

Iociyru B cdepi indopmarnsartii:
INocnyru 3 BCTAaHORJICHHS Ta 1 499 920,00 499 920,00
HATAMTYBAHHA IIPOrPAaMHOI IPOXYKIi

Baprticts, rpu., 6e3 IIIB: | 26 979 100,00

IZIB: | 5395 820,00

Bapricts, rps., 3 [1/1B: | 32 374 920,00

3 nosaroro,
T'enepanbhuii qupexrop
TOB «OIITIJTATA»

info@optidata.com.ua
www.optidata.com.ua

KiffBCLKa MiCbKa @epsasHa agMinicTpauin
Crieyjanizogaqe KomMyHanbHe MianpUEMCTEO
"KUIBTEJNIECEPBIC™

Bxigemit Ne_3 3G L2,

Bin "0y Ll 20440




CYBERPRO TOB «CAWBEPIMPO>

65045 M. Opeca, Byn. Benuka ApHayTcbka
c AUDIT AND PROTECTION bya. 76, odic 2, email: office@cyber-pro.org

Bux.N22025-12-3/1
Big 3 rpyaHa 2025 poky

CKIN «KWIBTEJNIECEPBIC»

UIHOBA NPOMO3ULIA
MporpaMHa npoaykuis AnA opkecrpauii, aBToMaTuzauii Ta pearysaHHa Ha nogii
MOHITOpUHry Ta ki6ep6eznexu (3a kogom [K 021:2015 (CPV) «Eaunmnii 3akynisenbHuii
cnoBHUkK>» - 48730000-4 NakeTu nporpaMHoro 2abezneueHHa Ana 2abeaneyenHs 6eznekn)

TOB «CAWBEPMPO» Hapae nocnyru B coepi kibepbeznekn Ta fobupae Kpalli
pilleHHs Ana eeKTUBHOrD 3aXUCTY iHDOpMaLiiiHMX pecypciB KNieHTIB.

3a Bawwum 3anutom N2453-2025 eig 01.12.2025 poky HagaeMo WiHOBY NPOMO3uLii0:

No 0 Bie UiHa 3a 3aranbHa
3/;1 HaiimeHnyBaHHa Tosapy/Mocnyru Bmﬁ;lay -y OAWHWULK, TPH cyMa, rpH

(6e3 NAB) (6ez MAB)

MpuMipHuk M3 FortiSOAR Perpetual License

1, FortiSOAR Enterprise Edition - 2 User Logins T 1 10 592 920,00 | 10 592 920,00
Included (Perpetual License)

MpumMipnuk N3 FortiSOAR Perpetual License 1

2 Year FortiCare Premium Support for wT 1 2 931 370,00 2 931 370,00
FortiSOAR Enterprise Edition

MpumipHuk M3 FortiSOAR Perpetual License
3 FortiSOAR User Seat License - Additional User wT 2 1 246 250,00 2 492 500,00
Logins (Perpetual License) - add-on by 1

4 Mocnyru 1 293 500,00 293 500,00
Beboro 6e3 NAB | 16 310 290,00

NnAaB | 3 262 058,00
Bcroro 3 MAB | 19 572 348,00

3 noearow
OupekTop
TOB «CAUBEPNPO» /nianucano KEM/ Cepriit AIAYP

R ity A uat i USRI
e % a pnepxapda ainit
Furiscbka Mickka DEP ——

CrewujanicoBare KoMyHanohs niAnpUEN

1 ENECERBICT
KWIBTEIL 5.,




