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|
/| CAYKBOBA 3ATMHUCKA

Mmicto Kuie v | «25» uepBHs 2025 poky

Konkperna nasBa npeaMera 3akymiBii — HporpaMHa npoxykuis s 3axucty DNS (3a xogom JIK
021:2015 (CPV) «€auuuii 3aKymiseabHUii CJIOBHI/IK» - 48730000-4 Ilakerd mporpamMHoro
3a0e3neueHHs 1151 3a0e3nevdeHHs Ge3nexu).

QO0rpyHmysanHs doyinbHOCME 3aKYNI6NL. |

Ha BukoHaHHS ImyHKTY 6.5 «BrpoBamkeHHs, p¢3BMT0K Ta JOOCHAIICHHS LICHTPY MOHITOPUHIY Ta
KiOepOe3neKu MICbKHUX CepBiciB, 3aKymiBis 06J1alea1th51 Ta MPOTPaMHOro 3a0e3nedcHHs KibepOesnexu,
CTBOPCHHSI, NPOBCICHHA JCPKABHUX CEKCIEPTH3 T4 MOJIEPHI3alis KOMIICKCHUX CHCTEM 3aXHCTY
indopmanii» nepenixy 3aBaass Ta 3axoais KoMILIEKCHOT MichKOT 1iIbOBOI nporpamu «Hudposuit Kuisy
Ha 2024-2027 poxwu, 3aTBeppKeHol pimteHusy Kuiscbkoi Michkol pagu Bix 07.12.2023 Ne 7516/7557 (y
penakuii pitenHs KuiBcpkoi michkol paau Bin 12.12. 2\024 Ne 449/10257).

3 meroro 3abe3nedeHHs 3axucty DNS 3anucis ‘MICLKI/IX CEepBICIB HEOOXIMHO MPUA0ATH KOMILIEKT
JINEH31HHOT0 IPOrpaMHOrO  3a0e3MeUeHHs Cloudﬂare (nami-II3) abo eKBIBAICHT 3 TakumMu XK
IOKA3HUKAMH.

OOrpyHTYBaHHS HEOOXiTHOCTI OCUIAHHS Ha KOHerTHi MapKy Ta BUpoOHMKa: [Tocumanns B 1ux
Bumorax Ha II3 Cloudflare oOymoBieHo Horo moTodHnM BHKOpHCTaHHsM s 3axucty DNS sarmmcis
MICBKHX CEpBICIB Ilentpom MOHITOpI/IHFy Ta KiOepOeslmeK: MiIChbKHX CepBiCiB Ta HAKa30M
CrenianisoBaHOro KOMYHaJIBHOI'O I AIPHEMCTBA “KmBTenecepBlc Big 15.01.2024 Nell “TIpo BBemeHHS
Y JIOCTIHY €KCIUTyaTaIlifo MiJCHCTEM MOHITOPUHTY Ta KibepOesneku”.

Qbrpynmysaniis 00csa2ie 3aKynieni.
06’ em nineHsii 06yMOBIICHO MOTOYHOO KIHBKICTIO BXIJJHOTO Ta BUXiZHOTO TpadiKy, KimskicTio DNS
3aIUCIB. ‘

Q0rpynmy6anHs AKICHUX XapaAKmMepucmuK 3aKynieni.

Texmiyni BUMOTM 10 mpeaMera 3aKymiBii peKOMGHAOBaHl nporokonom Ne56 Bim 28.05.2025
3acijaHHs po6OYOol rpymnu 3 po3poOKM Ta noromlceHHm TEXHIYHUX BHMOT JI0 3aKyIiBeb poOiT, TOBapiB i
HOCJIYT NPU BUKOHAHHI 3ax0/1iB KomMrekcHot Mlcm(oi uinposoi nporpamu «{udposuit Kuis» na 2024-
2027 poxu

OuikyBaHa BapTiCTh MpeaMeTa 3aKyIiBi, 3TiTHO npOBez[\eHoro [niniaTopoM 3aKymisii (BI,D;HOBIILEUIBHI/IM 3a
p03p06Ky TEXHIYHUX BHMOT) MOHITOpI/IHTy min, crasosuts 11 999 200 ,00 (omMHAALATE MUIBHOHIB I€B’ATCOT
JIeB’IHOCTO JI€B’SITh TUCAY JBICTI IPUBEHB HyJib KOMiHoK) 3 IIJIB, WO € cepelHiM 3HAYCHHAM OTPHMAHHX
KOMEPLIMHKUX MPONo3uIid. OdvikyBaHa BapTiCTh npenMeiry 3aKyIIBJIl HE MEPeBHIIYE PO3MIp OIOHKETHOTO
NpU3HAYCHHSA. PO3MIp OI0KETHOrO IPU3HAYEHHS BH3HAYEHO TIACTIOPTOM OF0OKETHOT mporpamu Ha 2025 pik
BIAIOBIZHO 210 3ax0.1iB Kommurexcroi Micbkoi 1inbogoi nporpamu «Lludposuit Kuis» ma 2024 — 2027 POKH.

Jlxepeno ¢iHaHCYBaHHS 3aKymiBiIi — MICLIGBI/IF[/I oromxer, KEKB 2610 (CyGceunii Ta morousi
TpaHC(PEPTHU MiANPUEMCTBAM (YCTAHOBAM, oprangamHM)

Bun npeamerty 3akymisii — ToBap. |

KinpkicTh — 1 KOMIUIEKT. ‘



Miclle moCTaBKH ToBapiB — Micto Kuis. (BigmosizHo mo a63.2 m.10 OcobauBocTei, y pasi Ko
ONPUNIOOHEHHA 6 eNleKmPONNi cucmemi 3aKynigeny ingpopmayii npo MiCIE3HAXODKEHHS 3aMOBHHAKA
Ta/ab0 MiCIE3HAXO/UKEHHS (Mg IopHamdHoi ocobu)/micue mnpoxuBaHHA (s QisuaHOl 0c00H)
nocTayanbHUKa (BHKOHABIIS POOIT, HajlaBaua mociyT), Ta/abo micye nocmasKku mogapis, BAKOHAHHS pobiT
Y HANAHHS NOCTYT (OMPUITIONHEHHS SKOi MepeadadyeHo 3akoHOM Ta/abo MMM OCOONHBOCTIMY) Hece
3azpo3y besneui 3amoenuka 1a/abo NOCTAYANBHUKA, MAKA iNpopmayin & 002060pi NPO 3aKYNIE10, AKUIL
ONPUIIOOHIOEMBCA 6 eeKMPORHINL cucmemi 3aKynigeis, Modice 3a3HAHAMUCA AK HA364 HACENEH020
HYHKMY MICIIE3HAXO/DKEHHS 3aMOBHMKA Ta/abo MiCIle3HAXO/DKEHHA (U1 IOpUINYHOI 0coOM)/Micle
npoxuBanna (11a GisuuHOl 0c06H) HOCTavaNbHEKA (BUKOHABLS POOIT, HaaBaya nociayr), Ta/abo Ha3Ba
HACEJICHOTO IYHKTY, 6 AKuil 30ilicnioemsca 0ocmagka mosapy (B AKOMY BUKOHYIOTHCA POOOTH UH
HAJAK0THCS TIOCITYTH)).

3a3HaYEHHs TOYHOI a[Jpeck MiCL OCTABKHM TOBapy Hece 3arpo3y Oe3Ielli 3aMOBHUKA.

CTpok moctaBku ToBapiB — 10 21.12.2025.

Hoparku:

1. Jonatok 1. Indopmanis mpo HeoOXijiHi TexHidHi, AKICHI Ta KilbKiCHI XapaKTEPUCTHKU NpEAMETa
saxymisii (Texniyni Bumorn) Ha 9 apk.

2. Jlogarox 2. Ksanidikariitsi Kputepii 1o yuacHUKIB Ha | apk.

3. Jlomarok 3. ITigTBep/uKeHHs 04iKyBaHOi BAPTOCTI MPeIMETA 3aKyiB/li (MOHITOPHMHI 1iH) Ha 4 apK.

4. Joparox 4. TIpotoxon Ne56 3acisands poGo40i IPynu 3 PO3POOKH Ta MOTOKEHHS TEXHIYHIX BUMOT
110 3aKymiBeas pooiT, ToBapiB 1 mocIyr npy BUKOHAHHI 3aX0/1iB KoMIIeKCHOT MiChKOT LiIbOBOT IIPOrpamu
«udposuit Kuip» na 2024-2027 poxu Ha 4 apk

A
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Hoxparok 1

|
|
TEXHIYHI BUMOT'H
IIporpamua npoxyxuis ais saxucry DNS (3a kogom JIK 021:2015 (CPV) «€xunmi
3aKyMiBeJbHUI CTOBHHK - 48730000-4 ITakeTn NPOrpaMHoro 3aGesneyeHns J/s 3a0e3medeHHs
6e3nex1g)

Ha Buxonanmms nyskTy 6.5 «BrnpoBamkeHHS, PO3BUTOK Ta JOOCHAIIEHHS LIEHTPY MOHITOPUHTY Ta
KibepOesnekn MiCHKHX CepBiCiB, 3aKymiBis oGnagHAHHA Ta nporpamMHoro 3abesmedeHHs KibepOesmexu,
CTBOPEHHS, IPOBEJCHHS ICPIKABHUX EKCIIEPTH3 Ta MOJCPHI3aIlisl KOMIIEKCHUX CHCTEM 3aXUCTY 1HpopManii»
IIEPeNiKy 3aBJaHb Ta 3aX0/iB KoMIIIeKCHOT MichKoOT IiTbOBOT Tporpamu «Hudpomit Kuis» ma 2024-2027
poku, 3aTBepKEHOI pimeHHAM KuiBcbkoi Michkoi pagn pam 07.12.2023 Ne 7516/7557 (y pemaxuii pirmeHns
Kwuiscbkoi micekoi panu Bix 12.12.2024 Ne 449/10257).

1. 3araneHi BitomMocTi npo 3micT pogir: Y

1.1.  IloBHe HaliMeHyBaHHs 00’ €KTa 1H(1)0pMaTu3auli
Indopmarniitno-koMyHiKaliliHa cucrema MOHlTOpHHFy\Ta ki0epOesmeky.
1.2. HaiimenyBanHs cTopin:

- 3aMOBHHK — CIeLiali30oBaHe KOMYyHalIbHE niz(npneMCTﬁo «Kuisrenecepsic» (CKII «Kuisrenecepricy);

- BuxonaBeup — BH3HAYa€THCA 33 PE3YILTATOM HpOBequHﬂ 3aKyMiBIl BIQITOBIZHO 10 BUMOT 3aKOHOJABCTBA
VYkpainn y chepi myOuriaHEX 3aKyITiBeNb. 1

1.3. Ilepeisik noxymeHTiB, siki MalTHL BanOByBaTli‘Cb i yac po3podKu.

- 3axon Ykpainn «IIpo Hamionansuy nporpamy iH(i)opMaTn3auiT>>;

- 3axkoH Ykpainu «IIpo 3axuct inpopmarnii B in)OpMaHij[(\/JIHO—KOMYHiKaHiI\/’IHI/IX CHCTEMAX;

- Hocranosa Kabinery Minictpi Yipainnu Bix 29.03.2006 Ne 373 «IIpo sarBepmxenns [Ipasmin 3a0e3neuenns
3axucTy iHpopMamii B iHpOpMALiiiHuX, eneKTpOHHng KOMYyHIKaifHUX Ta iHpOpMaIiiHO-KOMYHIKaLiiiHIX
CHUCTEMax»; ;

- Ilocranosa KaGinery MiunictpiB Ykpainu Big 21 .02.2025 Ne205 «Jlesiki NUTaHHS CTBOPEHHS, aJIMiHICTpyBaHHS
Ta 3a0e3Ieyenns QyHKI[OHyBaHHS 3ac00y iHpOpMaTH3anii»;

- piwenns Kuiscbkoi mickkoi pamu Bixm 12.12.2024 Ne 477/10285 «IIpo neski muraHHs 3a6e3neueHHS
kibepOesneku B micti Kuepiy. |
Llei mepemik JOKYMEHTIB HE € BHYEPIHUM Ta MOXKE 6YTI/I JOTMOBHEHUH Ta YTOUHEHHUH IMiA 4Yac ITiamicanus
Horogopy. ‘

2. IlpuszHaveHHsi Ta uini inpopmaTusamii:

2.1. HpusHauenns i

3abesmeyeHns  QyHKUiOHYBaHHS  iHQOPMAUiHO-KOMYHIKaUiiHa ~CHCTEMM MOHITOpHHTY —Ta
KibepOesrekn, 3mIHCHEHHS 3aXO[iB, NepemdaueHuX 3aKOHOJABCTBOM Ykpainu y cdepi kibepbesneku,
TIPOBEICHHSI LLI0A000BOr0 MOHITOPHHTY, aHAIIi3y, pearyBaHHs Ta epeiayi ibopmanii mpo kiGepiHImIeHTn
Ta KibepaTaku, fAKi BigOymmcs a6o BinOyBaroThest Ha 00'€KTax KibGep3aXHUCTy, a TAKOXK Ul BHABJICHHS Ta
6JI0KyBaHHS 1HILOT [A03P1I0T ITOBENIHKY, 3aXHCT BiJl HECAHKI[IOHOBAHOTO BTpYy4aHHs, nonepeaxkenas DDoS-
aTaK Ta NPUILIBUAIIEHHS JOCTYIy A0 iH(pOopMaIiiHux pec#ypcha Mepexi [Hreprer.
|

Ilpun6anHs MiIEH3IHHOrO MPOrpaMHOro 3a663nequH;1 Iepenik sAKOro HaBeAeHO y Tabmmmi 1, 3
METOI OpraHizamii epeKTHBHOIO 3aXHCTy BiJl 30BHIIIHBOIO HECAHKLIOHOBAHOTO BTPYYaHH: B POGOTY
1HQOPMAIIHHIX, €ICKTPOHHUX KOMYHIKAIIMHUX Ta 1H¢)@pMamHHo -KOMYHIKallilfHIX CHCTEM CTPYKTYPHHX
IiIPO3iIiB BUKOHABYOTO Oprany KuiBCbKOi MiCHKOT paml (KuiBcpkoi MiCBKOI JepiKaBHOI aqMiHicTpalii),
pafoHHHX B MICTI KneBi nepiaBinx aaMiHicTpamii, mMAIpHEMCTS, yCTaHOB Ta OpraHi3aliii, 1o HaleKarhb 10
KOMYHaJILHOI BIJACHOCT] TePUTOPIAIBLHOT TPOMay MicTa Iﬁnmaa Ta/ab0 BUKOPHCTOBYIOTHCS ISl 3a0BOJICHHS

2.2. Iiai indpopmaruzanii



CyCIIBpHUX 1oTpe6 Ta/abo pealisamii IpaBOBiAHOCHH y cepax eTeKTPOHHOrO YpPAMyBaHHS, CICKTPOHHUX
IIOCIIYT, ENIEKTPOHHOT KOMEPIIil, eIEKTPOHHOTO TOKYMEHTOOOIrY.

3. XapakrepucTuku 06’ekTa indopmaTuzauii

TrdopMaIiitHO-KOMYHiKaIliifHa CHCTeMa MOHITOPHHTY Ta Kibepbesneku Mae Taki GyHKITIOHANBH1
MOSKITUBOCTI:
- MOHITOpHHT, BUSABIEHHS Ta CIOBINIEHHSA PO IIJ03piTy TOBEMIHKY, MO Moxe OyTH IOB'A3aHA 3
KiGepiHIMAEHTOM Ta KibepaTakolo o0 00'eKTiB Kibep3axucTy;
- 3a0e31eUeHHAS KibepOesIeKy BeOopTaiB Ta BeOI0JaTKIB.

4. Bumoru 10 3aco0y indopmaTH3aumii:

4.1.Bumoru 1o CTPYKTYpH Ta QyHKIioHyBaHHs 3ac00y iHdopmaTu3anii

BasHauene y Tabmuimi 1 minewnsiiine mporpamHe 3abesIieyeHHS Hagac MOXIHMBICTH 3axucty DNS
ingopMarifHuX, eNeKTPOHHMX KOMyHIKaIifHMX Ta iHOpPMAliMHO-KOMYHIKAI[IHHUX CHCTEM, SIK1
BHKOPHMCTOBYIOTHCS B CTPYKTYPHHUX IIZPO3MiNax BUKOHABYOro oprany KuiBchKol MicbKkoi panu (KuiBcbkol
MichKoi AepxaBHOI amMiHicTparil), paifonHux B MicTi Kuesl nepkaBHUX aZMiHICTpaNisX, MIIPUEMCTBAX,
YCTaHOBAX TA OPTaHi3allisX, 0 HAJEKATh A0 KOMyHAIbHOI BIACHOCTI TepuTopiansHoi rpomaju Micta Kuesa
Ta/a60 BUKOPHCTOBYIOTHCSA /TS 33/10BOJICHHA CYCIUIbHUX MOTPed Ta/abo peanisauii NpapoBiHOCHH Y cepax
€JIEKTPOHHOTO yPS/{yBAHHS, €JEKTPOHHHX IOCIYT, CIEKTPOHHOI KOMEPILii, ENEeKTPOHHOIO I0KyMEHTOOOITY.

Iporpamua npoaykuist st 3axucry DNS: nepenik Ta ckiiaj Hagegeno y radumui 1:

Taoauns 1
Ne U ¥ Kinb- | Tepmin
w/n HaiimenyBaHHs1 Oa. Bumipy e -
[Iporpamna OPOAYKIiS
(ITponopkennst) «Cloudflare 3 He w™enme
1 . KOMILITEKT 1 i
JOKaIbHUM yrnpaBiiHHAM». Ha 1 12 micsams
piK.)*
CkJag KOMIIIEKTY:
1.1 | CDN - Total Data Transfer e 50 Th
Tpadiky
Advanced Certificates Manager -| ... . 10
1.2 ; KinpkicTs 30H
Domains Zones
Application Security Core -
1.3 Included - 5
1.4 Application Security Core KIHBKIC.TB 250
3aMHTIB MITH
Foundation DNS per MM DNS KinmpkicTh 100
I3 . ;
Queries Global 3aIuTIB MJTH
1.6 Application Security Advanced KIHBKK.JTB Ll
3aIUTIB MITH
Foundation DNS per 10K DNS
1.7 Records Global ITaket 10 THC. 100
1.8 Application Security Advanced -
: MM Requests - Included B i
O0'em
1.9 CDN - Data Transfer (Europe) . 48,5 Th
Tpadiky
1.10 CDN - Data Transfer (North O6'em 15 TE

America) tpadiky




KiﬂbKi&TL 550

1.11 | CDN - Requests !
3aIUTIB MJTH
1.12 | Advanced DDoS - Included = | -
113 Argo -Included ) )
114 Bot Management - Bot Management KiHBKK‘JTB 300
' Requests BaHI/ITSﬁB MITH
1.15 | Enterprise - Primary - Domains Kianicﬂ, 30H 7
1.16 | Enterprise - Secondary - Domains KinpkicTh 30H 3
1.17 | Zero Trust Enterprise - User Kim’KiJPTB. 50 on.
KOPHUCTYBAYIB
Standard Success Offering - :
1.18 | Included = | .
1.19 | Premium Success - Included - -
1 Data Localization Suite (DLS) -

Included

Bumoru 10 BupoOHuKa Ta (yHKI[IOHATBHUX MOXIIHBOCTEH 3ac00y iHdopMaTusanii:

Tabmuus 2

|
Ne | Xapakrepucruka ~ Bumora
1 Bl/lMOﬁFI/l a0 He wmemnme 9 pokie Oyru npucytHiM Ha punky Content Delivery
BUPOOHHUKA
p Network (CDN).
BupoOunk moruHeH ‘HalekKaTH no kBaapanty ‘'Jlimepu" 3a
Meroaukoro ouinku Gartner Magic Quadrant Ta Forrester Ha puHKy
CDN, DDoS, WAF |
. B“N.mrn }1(;) PinleHHs OBMHHO GYTH XMapHHUM.
apxiTeKTypH . i _
pimenns PiurenHs MOBMHHO MaTH PO3MOALIEHY CTPYKTYpY HEHTPY 0OpOOKH

JAHNX TI0 TUTAHET 33 IPUHIAIIOM anycast.

MosxruBicTs 00uparu p%eI‘iOH, B sIKOMY Oyrie 00pobmstucs Tpadik.
Hasericts LHO/I He Me}ﬁme HIK B 280 MicTax 110 BCbOMY CBITY.
Matn Touky ancyTHoc(ri B YKpaiHi.

Matu yHibikoBaHUH q)}ﬂjHKLIiOHaH B koxxHOMY [TO/I.

3a0e3nevyyBaTH  JOCTYN KOPHCTYBadiB O pecypciB  uepes
Hanommxanit 1{O/].

Poborta pimenns B ;ncoc*iri Reverse Proxy.

MOXITHBICTB rpaHymuﬁ JOCTYIy O OOJIIKOBOTO 3aIIMCy HA OCHOBI
ponen. ‘

MOKITHBICTB peeCTpartil TOMEHHHX iMEH BUPOOHUKOM DPILICHHS.
Cucrema 1IOBHHHa MIATPUMYBATH MEXaHi3M  BEpPCIOHYBaHHS
KOHQIrypari. i

PiuteHHs He MOBMHHO MATH OOMEKEHb 11010 TIPOITYCKHOI 3/1aTHOCTI.

VIpaBiiHHA PilleHHsM TOBUHHO 3MIHCHIOBATHCS K 3a JOIOMOTOIO

BeO-inTepdeiicy, Tak i \EST APL




Bumoru xo
NPOXYKTUBHOCTI
pimeHHs

Kimekicts 06pobmrosannx DNS 3anuris - He MeHite 100 minpiioHiB
Ha MICSIb.

O6csr tpadiky - He Mermre 50 Th Ha Micsi.

3araneHa KibkicTe 00poOmoanux HTTP 3amutiB - He MeHIe 650
MUIBHOHIB HA MICSIL.

KinpkicTh 3amuTiB A9 3aXHCTy Big OoT-atak - He wenme 300
MUIBHOHIB Ha MiCAIb.

Kinekicts kopucryBauiB Zero Trust - He MeHme 50 KOpHCTyBadiB.

3axucr Big DDoS

HasiBuicts 3axucty Bix DDoS Ha MepexeBomy piai L3/L4.
HasHicTs 3axucty Bix DDoS Ha piBHI fogatkis L7.

3axucT Big 00CATOBHX aTak HE3AIEHKHO BijI pO3MIpy Ta TPUBAIIOCTI.
MOXNUBICTh 3aXMCTy BiJ arak Ha mepeOupasHs maponis (Brute
Force).

MoXIMBICT, BHM3HAYE€HHA KUIBKOCTI 3amuTiB 3 oxmoro IP mis
OKpeMHUX CTOpiHOK BeO-pecypcy (Rate Limiting).

MOXIUBICTh CTBOPEHHS BIACHUX MPaBMiI 0OPOOKH 3arHTiB.
HasBHicTs MeXaHi3My BHBUYEHHS MOBEIIHKM Tpagiky MpH IM0OYOOBI
nomituk DDoS.

3axucr Big 00TIiB

OyHKIiOHAT OJOKYBaHHA NIKIIHBHX OOTIB 1 JO3BUI JOCTYIY IS
0OTIiB MOITYKOBHX CHCTEM.

BukopucTaHHs MeXaHiI3MiB MAIIMHHOTO HAaBYaHHS, MTOBEIIHKOBOTO
aHanizy Ta white-lists 1yt BU3HaueHHs JOCTYITy OOTIB JI0 pecypCiB.
MOXJIMBICTE BHKOPHCTaHHS [eTANbHUX NapaMeTpiB 3amuTy s
BU3HAYECHHS JOCTYILY.

3acrocyBaHH4 rate limiting nmpasw JuTs IPUTHIYEHH 00T-aTaky.

MoOJTHBICTE BiAMPABKH JOTIB PO HOAiT Ha cTopoHHI cuctemu SIEM.

3axucr Bed-
OJAATKIB

3axucT BiJ aTak Ha BPa3JHMBOCTI.

3axuct Bigx OWASP Top 10 Bpaznurocreil.

HasiBHicTs momepeanbo BCTAHOBASHHX IMAOJIOHIB  3aXHCTY B
3aJIeKHOCTI BiJl IIAT(QOpPMHU.

MOoXJTUBICTh HATAIITYBaHHS TPABMII PeaKIlii Ha 3arpo3y I KOKHOT
CUTHATYPH.

ABTOMaTHYHE OHOBIICHHS CHTHATYP 3aXHUCTY.

MOXJIMBICTE HOAaBaHHS TapaMeTpiB 0 BeO-3aIUTYy.

MOKITUBICTH CTBOPEHHS KOPHUCTYBAaBKUX IpaBmil WAF.

3axucT Bij atak Brute Force.

HasBHICTE OIIHKOBOT MOJIEII 3aIIUTIB JUIs Kiacu(ikaIlii piBHS aTaky.

Bumoru g0
wHdppyBaHHA

[Tixrpumka mpotokony mudpysanas TLS 1.3.

Mo>xHMBiCTh ~ BH3HA4YEHHS  MiHIMambHOI  Bepcii  MPOTOKOMY
mudpyBaHHs JaHUX AJ JOCTYIY 10 pecypcy.

Mo:XMBICTh BUKOPUCTAHHA MIMGPYBAaHHS JIMIIE IS KIIEHTCHKOI
cecii.

MosknuicTs mmupyBaHHI 000X cecid (31 CTOPOHM KITIEHTa Ta
ceperepa).




i

—  MoXIuBiCTh BUKOPHCTAHHS BIACHUX cepTudiKaTiB U1t udpyBaHHs
|
JaHUX. ‘

—  Pimenns noBHHHO MaTy MOKJIMBICTH BUaYi ceprudikatis Bij Public
CA 4epe3 Beb-inTepderic koHconi ynparninus a6o AP

8 | Bumoru g0 DNS . n ol .
—  MoxmMBICTD pO3MIMIEHHS JOMCHHOI 30HM Ha CEpBEpax BHPOOHHKA

pilIeHHS. 1

—  MoxnuBicTs Bukopucranis CNAME.
— Buxopucranss nporokory DNSSEC.

9 | Bumoru o
oprasizamii
A0CTYIy

—  MoxIHBICTb 3a/1aBaTH TIPaBUIIA HOCTYILY [Is KOPHCTYBA4iB.
—  MoxumBicTs 3a/1aBaTh paBmIIa JOCTYILY IS TPYIL.

—  MoxmBicTs IoryBaHHS ayauTy Ta 3MiH.

— Moxiusicts KCHIYBaH}*}E[ CTaTHIHOI'O KOHTEHTY.

10 | Bumoru o
KellyBaHHS

{
—  MOoXIMBICTS 33aaBATH DIBEHD KEIIYBAHHA.
KOHTEHTY A P y

— MosxnmBicTs 3aaBat yac 36epiranns kenry B 6paysepi.
— Ilpumycoge an[aneHH;IixeLHOBaHoro KOHTEHTY 33 aTpHOYTaMH: XOCT,
uri, MiTKa. ;

—  MOXIIHBICTE BUKOPHCTAHHS 6araTopiBHEBOrO KEIIyBaHHS.
|

11 | Bumoru g0

—  MOoXIHBICTE BUKOPHUCTAHHS QyHKUil OamaHCyBaHHA IUIT KiJTBKOX
O0asmaHcyBaHHs ‘

CepBepiB. i

— Moxmeicts  wanmammyeasrs  Health  Check s 00'exTiB
OaraHCyBaHHSI. }

— Moxmsicts crBopenna Failover 3 BHKOPHCTaHHSIM KiTBKOX rpym
00'eKTIB OaNaHCYBaHHS.

— Moxmnusicts BUKOPUCTaHHS MIpaBHII reorpadigyHOro

MapIIpyTU3YBaHHS 1A pi3HHX KOPHCTYBadiB.
12 | Bumoru g0

. — Busenenns indopmanii mpo tpadik B peansHOMy 4aci.
AHAJIITHKH ‘

—  Busejenns indopMartii craTHcTHRH 32 KpaiHamu.

—  MOoXIHBICTb JIOTYBaHHS B PeanbHOMY Yaci.

— MoxumBicTh BHKOpH¢TaHHH AeramizoBaHoi  dinprpanii  mpu
BiZOOpaKeHHI 3BITIB.

— MOXIHMBICTh OTPUMAHHS CHPHUX JIOTiB 3 BUKOpucTaHHsM REST API.

— Bukopucranns xommpecii mms  Bignpaekum Jorie  Ha CTOPOHHI
CHICTEMH. }

—  MoxmBicts KaCTOMisanJi'l' 0JIiB iHpOpMaNii B BiAlIpaBIeHUX JIOTax.

— MoxuuBicTs nepenadi ‘ peansHoro IP kopucryBaua Ha 3axuIieHi
CEPBEPH NONATKIB. :

— /Jlani Ha iH(I)OpMaIIifIHPI)(‘ HaHEe/IAX MOBUHHI BiTOOpa)kaTUCa He MEHIIIe
HIX 3a octanni 30 mHiB. |

—  MosxuBicts Heperﬂ;u[yi AHAJIITUKY 3aIUTIB 3 TAKAMH METPUKAMHU:

— IlIBMAKICTH 3aBaHTAKEHHS CTOPIHKH.

— Yac peaknii pecypcy.

AKTHBAIlISA TPOrpaMHOT MPOTYKIIii 3/1iICHIOETHCS ABTOMATHYHO B MOMEHT NPUITHHEHHS 11T TomepeIHbO01
mnensii 21.12.2025




4.2. Bumorn 10 4MceJLHOCTI Ta kBaTidikanii mepconany 3acody indopmarusanii Ta pesKuMy #oro podoTH

- He 3acrocoByroTscsl.

4.3. Bumoru /10 0e3nexkm

- Haspricts apyroro (akropy npu aBTeHTH}iKaIil KOPHCTYBadiB, IHTCIPAIISL 3 KaTaJIOTOM Active Directory/
Entra ID.

dikcaris Ta 36epiranas Mol Ge3nexn 00MiKOBHX 3aIMCiB KOPUCTYBAUIB.

4.4. BUMOrH /10 eproHOMiKM Ta TeXHIYHOI eCTETHKU;

- He 3acTocoBytoThcA.

4.5. Bumoru 10 3axucty indopmanii

- Binmopimmicts BuMoram 3akony Yxpainm «[Ipo 3axmcT impopmamii B iH(pOpMAI[iHHO-KOMYHIKalll HHIX

CHCTEMAaxX».

4.6. Bumoru 1o cramaaprusamii Ta yHipixauii

- BHKOPHCTAaHHs MiKHapomHuX cTaHmaptis Gesmexu: ISO/IEC 27001, ISO/IEC 27018.

- TliaTprMKa LEHTPaNi30BaHOTo yIpasIinns 3axucToM BEB-no1aTkiB.

- Iigrpumka npodingiB 3aXUCTY.

- ABTOMATH30BaHE OHOBJEHHS 6a3 3arpo3 Ta 3aXHCT y PEKMMI PEATBHOTO Yacy.

4.7. Bumoru 10 HaxiiiHocTi 3aco0y indopmarusanuii Ta 30epexkenocti indopmauii

- LenTpanizoBaHe yIpPABIiHHs MOMITHKAMH a00 TIPaBUIaAMH GE3MEKH.

4.8. Bumoru 10 cnoco0iB i 3aco6iB 38’°s13Ky AJs iHdopMmaniiHoro oOMiHy Misk KOMIIOHEHTAMHU CHCTEMH
- He 3zactocoByroThkcs.

4.9. Bumorn 10 pexxumis GyHKIioHyBaHHS 3aco0y indopmaTusanii

- THyuke KepyBaHHS TOJITMKaMH OC3ICKH, BKIIOYAIOYH PEKUMH MOHITOPHHIY, afamnTarnii Ta aKkTUBHOIO
OJI0KYBaHHS 3arpo3.

- 3miliCHEHHS KOHTPOJIO 32 MEPEXEBUM TPa(ikoM y peasbHOMY Yaci 3 MOKJIMBICTIO MUTTEBOTO PearyBaHHs.

4.10. Bumoru 10 gyHKuiii (3aB1aHb), 0 BHKOHYIOThCS 3ac000M inpopmaTu3anil

- Hagsuicts MexaHi3MmiB 3axucty: Bnokysauns, Captcha Challenge, JS Challenge.

- MoXJIMBICTh BU3HAYEHHS PEaKIlii Ha KOKHY IOJIII0 OE3MEKH.

- MoxIHBICTb BU3HAYEHHSs TIPABII TOCTYIY Ha ocHOBI User-agent.

- MoXIHBICTh BU3HAYEHH IPABWII JOCTYITY JUIs IEBHUX 30H CaTYy.

- MOXIHBICTh BH3HAYEHHS NAPAMETPIB JUTS OKPEMHX CTOPIHOK.

- MOoXIHBICTh BKITIOYEHHS PEXKUMY 3aXUCTY I BChOTO PECypCy.

- Bimnoriguicts crangapram PSI DSS 2.0 1 3.0.

5. Bumoru 10 po3po0KH Ta nepeaadi mocayr

5.1. Bumoru 10 po3pooxu
- BigcyrHi
5:2: Bumoru 1o mepenadi

- 3abesneucHHs Binobpaxenna nmpuMipuukis [13 y kabiHeTi 3aMOBHHKA Ha OPTATi BUPOOHHUKA.
5.3.  Bumoru o rapaTiiiHol HiATpUMKH
- Higrpumka 24/7/365 3a €1eKTPOHHOO IIOIITOXO 1 TeNeGOHOM.
- Tapanroanuii uptime 100%.
- HapasHA BUAIIEHOTO 1HXKEHEPA MIATPUMKH.
- HasiBHICTb HiATPMMKH YKPAIHCHKOIO MOBOKO B KOMIIAHIAX-TIAPTHEPAX.
- Hapmanus best practice ceciil moao:
- Hanamrysauus Ta aAMiHICTPYBaHHA PIIIEHHS.
- HapmamryBaHHA MONITHK O€3IEKH.
- Onrumizanii DBHIAKOCTI poOOTH JOAATKIB.
- Illopiuna nepesipka Beiel KoHMIrypari CuCTEMH.
- Illomicsyna MepeBipKa MPOyKTUBHOCTI Ta ONTHMI3allii pPOOOTH CHCTEMH.



6. BucHoBKH.

- Ilpusnavenns Ta 1iii indopMatu3amii BiAosigHo 10
BHU3HAYCHUX IIAaHOBMX IOTped 3aMoBHUKA Ta 3a6c
rapaHTye BIANOBIIHICTE HaGOPY KPUTEPIiB, AKi OMKCY]

7. Jomarku.
- BigcyrHi.

8. 3asBka ma MoxepHisauiro (Mogudikaniio, po3BHTOK
- He nepenbauena.

*V pasi suxopucmanms é danomy doxymenmi n
HA38Y @O0 Mun npeomema 3aKynieni, 03cepeno Hozo noxc
crio esadcamu 6 nassnocmi eupas "abo exsieanenm". Il
besnexu Yxpainu, sameepoocenoi Yxazom Ipesudenma
niyensitine npozpamie 3abe3nevents ne nosuHHo Oymi p

X TeXHIYHUX BUMOT 3a0€3IIe9yIOTh SKICHY peallisarito
SHCYCHHs (yHKIIOHYBaHHS 00’ €kTy iH(opMaTH3alii i
10Th 3aci0 iHpopMaTuzanii.

<).

CUNAHL HA KOHKPEMHI MOP206enbHy MApKy, Gipmy,
Ooicenns abo upobHUKa, NICIA MAKO20 NOCULAHHSL
pu yvomy 6ionosiono do Cmpamezii nayionanvhoi
Vikpainu 6i0 26.05.2015 Ne287/2015, exsisanenmue
v3pobnenum y Pociiicokiti @edepayii.
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HoaaTok 2

Keauigikaniiini kpurepii npoueayps 3aKymiBii Ta nepeik 10KyMeHTIB, 110 NiATBEPAXKYIOTH
inopMalio yuacHHKIB PO BiXmOBiAHICTD IX TAKHM KpUTePisM

Ne | Kpanidixauiiinmii kpurepii

Ilepenik IOKYMeHTIB Ha MiATBEPAKeHHs BiINOBiTHOCTI
yYACHHKA BCTAHOBJIEHHM KBaTidikauiiinum Kputepism

)

1. | HasBHicTL MOKYMEHTAJLHO

MiTBEPAAKEHOI 0 JoCBiny
BHKOHAHHSA  AHAJOIIYHOIO
(aHaJIOTIYHUX) J0TOBOPY
(noroBopiB)

JloBinka B JOBUTBHIM (GopMi 3a HiITHCOM YIMOBHOBAaXXCHOI
0COOM yJaCHHKA, 3aBipeHa IedaTkoro (y pasi il BUKOpUCTaHHs),
Ha ¢ipMoBoMy Omamky (y pasi HasSBHOCTI) TIPO HAsBHICTH
JOCBily BMKOHAHHsS aHAJIOTIYHOTO (AHAJOTIYHUX) JOTOBOpPY
(moroBopiB)* i3 3a3HaYEHHAM: HaWMEHYBaHHS KOHTpAreHTa,
IpEIMETY JOTOBOPY, JAaTH YKIaJaHHS.

Ha niaTBep/KEHHS BMKOHAHHS AHAJIOMiYHOTO (aHAJOTIYHMX)
70roBOpy (moroBopis), skuil (ki) 3a3HaueHuil (3a3HaueHi) B
JOBi/I, HAAOThCA KOMii: BUKOHAHOTO JOTOBOPY, BUIATKOBOI
(BMIATKOBUX) HAKIAAHOI (HakIagHUX) abo akry (iB), nucra-
BiAryKa, IO MATBEPLKYIOTH HOr0 BUKOHAHHS.

* ITi0 anano2iunum 002060pOM POIYMIEMbCA 00206Ip NOOIOHUIL
3a npedmemom 3axkynieni 3a nepioo 3 2014 poky no menepiunii
yac. Axkuo 6 0080yl yUACHUK BKA3YE O0EKibKa aHANOSTYHUX
doz060pie, Mo 6Ci  OOKYMeHmU U000 NiOMEepodicenHs
BUKOHAHHS MAKUX 002060Pi8 HAOAIOMbCA U000 KOICHO20 I3
6KA3AHUX 8 008I0YI 002060DI6.

JIns HAJEXHOTO 3aXMCTy iHTEpeciB 3aMOBHMKA MIOJ0 aBTOPU30BAHOTO JUKEPEIa IMOCTAYAHHS 32

JAHAMH TOpraMM Y4YacHHK TOBMHEH HajaTH ABTOpHM3aUidHM yucT (aBTOpH3aLliiiHa dopma TOImIO) BiX

BUpOOHHIKa TOBapy abo Horo oQilifHOTO Mpe/ICTABHUKA, AMCTPUO’I0TOpa B VkpaiHi, sKuii MiATBEPIKYE

HAsBHICTP y Y9YaCHMKA NpaBa Ha 3/iHCHEHHs MNPOLAXY 3aIPOTNOHOBAHOTO YYAaCHMKOM JILEH3IHHOTO

IpOTrpaMHOTO 3a0e3MeYCHHS.

VyacHUK y TEXHIUHIi 9acTHHI cBo€i pono3wlii TOBUHEH HaaTH iHopManiiHuii et abo JOBIAKY

B IOBLIBHI GOPMi PO MOXKITMBICTH TOCTABKU TOBAPY Bi/IOBIAHO 10 TEXHIYHOT crienudikanii i3 3a3Ha4YCHHAM

KOHKDETHOI Ha3BM JilEH31fiHOro mporpamMHoro 3afesnedeHHs Ta TEPMiHy HOro Jii, IO MPOMOHYETHCA

YYaCHUKOM.

Y pasi yuacmi 06’ €Onanns yuacHukie niomeepodcenns 6i0nosionocmi KeaniQikayiunum Kpumepiam
3OIICHIOEMbCA 3 YPAXYBAHHAM Y3A2ATbHEHUX 00 €OHAHUX NOKAZHUKIE KOJCHO20 YHACHUKA MAK020 00 €OHaNHA
Ha nidcmasi nadanol 06 ' €OHanHAM iHGopmayii.

IniniaTop 3axymiBJi

€.B. byp:kuncbkui
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Honarox 4
3aciaHHs B OHJIAHH PexXuMi
13 BUKOpucTauusM Microsoft Teams

MMPOTOKOJI Ne 56
3acilaHHsA poO0YO0I IPyIH 3 PO3POOKHU Ta OTOMIKEHHS TEXHIYHUX BIMOT
10 3aKyMIiBEIb POOIT, TOBAPIB i MOCIYT IpK BUKOHAHHI 3ax0/1iB KOMITIIEKCHOT MiChKOI
nieoBoi porpamu «Indporunit Kuie» na 2024-2027 poku

M. KuiB «28» TpaBHs 2025 poky
ITPUCYTHI:

Ynenu pobouoi epynu.
A. Kexepa

B. XKyukoB

M. Kunroera

C. Ocimnon

O. Iominmyx

T. CamoiinieHko

. IIBiryn
MOPAJTOK JEHHU:

1. Po3poOka Ta TOro/KeHHs MPOEKTIB TEXHIYHMX BUMOT JI0 3aKyIiBEIb Y
MeXaX BHUKOHaHHs 3axofiB KomruiekcHoi mickkoi minboBoi mporpamu «I{udposuit
Kuiey wa 2024-2027 poxwm, 3aTBepmkeHoi pimenHsm KuiBcbkoi Michkoi pagu Bin
07.12.2023 Ne 7516/7557 (y penakuii pimenns Kuiscbkoi Michkoi pagu Bix 12.12.2024
Ne 449/10257) (nani — IIporpama), y 2025 por, a came:

I IPOEKT TEXHIYHUX BHMOT 0 3aKymiBii «OONajHaHHs Ta MaTepiamd s
PO3BUTKY KOMILJICKCHOI CHCTEMHM BIJIEOCTIOCTEPEIKEHHS Ta CHCTEM 3a0e3MeUcHHS
Oesnexm» (myHKT 2.1 «PO3BHTOK KOMIIEKCHOI CHCTEMH BiICOCTIOCTEPEKEHHS MicTa
Kunesa, cucrem 3albesnevenHs O€3IeKH, BiICOAHATITUKM i3 PO3MIMPEHHAM 30HHU
(yHkiionyBanHs Ha Tepuropii KuiBchkoi oGnacTi» mepemiky 3aBIaHp i 3axojiB
IIporpamn);

3 IPOEKT TEXHIYHUX BHUMOI [0 3aKymiBmi «3aco0HM s  pPO3BHTKY
KOMILIEKCHOI CUCTEMH BIJCOCHOCTEPEKEHHS Ta CUCTEM 3a0C3IMCUCHHS OC3MmeKu»
(mynkr 2.1 «PO3BHTOK KOMIUICKCHOI CHCTEMH BiJ€OCIIOCTEpPEKEeHHs Micra Kuesa,
CHCTEM  3a0e3levyeHHA  OC3MEKH, BIJCOAHATITHKMA 13  PO3LIMPEHHAM  30HH
(yskuionysanns Ha TepuTopii KHIBCEKOI 06macTi» mepemiKy 3aBHaHb i 3aXOJiB
IIporpamn);

% IPOEKT TEXHIYHMX BUMOT 10 3akymiBii «IloCiayrd 1o BCTAHOBIICHHIO
3aco0iB, OOMamHAHHSI Ta MarepiamiB g PO3BUTKY KOMIUIGKCHOI CHCTEMHU
BIJICOCIIOCTEPEKEHHA Ta cHCTeM 3abesrncueHHs Oesmekm» (IYyHKT 2.1 «Po3BUTOK
KOMIUTEKCHOI CHUCTeMHU RimeocmocTepeskeHus Micta Kuepa, cHCTeM 3a0e3medeHHs
OesIiekH, BIICOAHATITHKM i3 PO3NIMPEHHSAM 30HM (YHKIIOHYBaHHS HAa TEPUTOPII
Kuiscpkoi obmacTi» nepeniky 3aBaassb 1 3axofis [Iporpamu);
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4. ):LoonpauLOBaHHﬁ TIPOEKT TEXHIYHMX BHUMOT JI0 3aKymisii «lIporpamua
NPOAYKIUA JUIsl 3aXUCTy Bif BipyciB» (IyHKT 6.5 «BnpOBaz[)KeHH;{ PO3BUTOK Ta
JOOCHAIICHHS [IEHTPY MOHITOPHMHTY Ta KibepOe3lmeKu MiCBKHX CEpBiCiB, 3aKyIMiBIii
006TaHAHHA Ta MPOTPAMHOTO 3a0e3IedeHHs KibepOesneKku, CTBOPCHHs, MPOBEICHHS
[IeP/KABHUX EKCTIEPTH3 Ta MOJIEPHi3allisl KOMIUIEKCHAX CHCTEM 3aXHCTy iH(opmaiii»
nepeniky 3aBgaHb i 3axoiB [Iporpamr) y 4acTHHI yTOYHEHHS KIIBKOCTI IPOAYKIIIT;

5.  JOOmpaInbOBAaHHH NPOEKT TEXHIMHMX BUMOr 10 3aKymieil «lIporpamma
npoaykuist st 3axucty DNSy (myHKT 6.5 « BlpoBaKeHHs, PO3BUTOK Ta J00CHACHHA
LEHTPY MOHITOPHHTY Ta KiOepOesIeKH MIiChKHX CEPBICIB, 3aKyIIBIS OOIAJHAHHA Ta
IPOrpamMHOro 3abe3edeHHs KiOepOesleKu, CTBOPEHHS, IPOBEACHHSA JICPXKABHHUX
eKCIIEPTH3 Ta MOJEPHi3allis KOMIUIGKCHHX CHCTEM 3aXMCTy iHdopmarii» HEPEIiKy
saBjanb i 3axoxis ITporpaMu) y 4acTuHi mepeposnoiisy 00Cary JIIeH31H.

2. Pi3gne.

ITo nynkmax 1.1-1.3 numanns 1

CIHYXAJIA:

C. OcimnoBa, KUl MOBiJOMHUB, MO JJISI CTBOPEHHs OE3MIEYHOr0 IPOCTOPY B CTOJIMI
3ACHIOETBCS. PO3BUTOK KOMIUIEKCHOI CHCTEMH BifeocrnocTepeskenns micta Kuesa, 30kpeMa
IIUIIXOM PO3IIAPEHHS 30HM KOHTPOJBOBAHOTO IIOKPHTTA CHCTEMAaMH BiEOCIIOCTEPEIKESHH
06’eKTiB, OymiBeNb Ta MPHJIETIHX TEPUTOPii cTaHliil KuiBCHKOrO METPOIOJITEHY, TOMY €
HeoOXifnicTs mpuaOaHHs OONajHAHHA Ta MaTepiamiB, MOCIAYr 3 iX BCTAHOBICHHA Ta
IIPECTABMB MPOEKTH TEXHIYHMX BUMOL [0 3aKymiBenb «OOnajHaHHs Ta Marepiand [
PO3BHTKY KOMIUIEKCHOI CHCTEMH BiJlEOCIIOCTEPEKEHHS Ta CUCTEM 3a0€3IEUCHHS Oe3meKny,
«3aco6u AT PO3BUTKY KOMIUIEKCHOI CHCTEMH BiJIEOCTIOCTEPEKEHHS Ta CUCTEM 3a0e31CUCHH
Oesmnexn» Ta «[locayryu Mo BCTAHOBJIEHHIO 3aC00IB, 00IaJHAHHS Ta MATEPIAIE JJIsl PO3BUTKY
KOMILIEKCHOI CHCTEMH Bi/IEOCIIOCTEPEKEHHS Ta CUCTEM 3abesnedeHns Oesnekn» (myHKT 2.1
nepeliky 3aBaanp i 3axo/1iB IIporpamu).

B 06roBOpeHHI IPOEKTY TEXHIYHUX BUMOT Opanu yuacTs: T. Camoiinenko, /1. LBIryH.

YXBAJIMJIN:

PexoMeHyBaTH KOMYHAIbHOMY HiANpHeMCTBY «lH(OpMaTHKa» BUKOHABYOTO OPraHy
KuiBcpkoi Michkoi pagu (KuiBcbkoi MiChKOI Aep:kaBHOI afMIiHICTpalii) [iji yac mporeaypu
sakymiBens «OOnNamHaHHA Ta MaTrepiald 4  PO3BUTKY KOMIUICKCHOI ~CHCTEMH
BiJICOCIIOCTEpEXKEHH Ta CHCTeM 3abesrnedcHHS Oesmekw», «3aco0u UL PO3BUTKY
KOMITJIEKCHOI CHCTEMH BiIEOCIIOCTEPEIKEHHS Ta CUCTEM 3a0e3nedueHHs oesnekn» 1a «llociayrun
10 BCTAHOBIICHHIO 3ac00iB, 00JaqHAHHS Ta MAaTeplalliB /Ul PO3BUTKY KOMILIEKCHOI CHCTEMH
BiZI€OCIIOCTEPEKEHHsI Ta cUCcTeM 3abesredeHHs Oesmeku» (MyHKT 2.1 Iepernmiky 3aBlaHb i
3axoziB IIporpaMy) BUKOPHCTOBYBATH TIPOEKTU TEXHIYHUX BUMOT, PO3IIIAHYTI Ha 3aci/aHHI
po6oyoi rpyIu.

T'OJIOCYBAIJIU: «3A» - 7, «ITPOTHU» - 0, « YTPUMAJIOCDb» - 0.
I1o nynxmy 1.4 numanns I

CIIYXAJIA:



O. [Monintyka, SKUH OBIXOMHUB IIpO H€O6)t(i21HiCTB 3aXUCTY BLI BIpYCIB €IEKTPOHHHX
iHpopMmaniiiHuX pecypcis, cepepHoi iHdpacTp KTYypH Ta aBTOMAaTU30BaHUX POOOYUX MICIh
npaniBHuKiB KuiBchkoi MICBKOI pajm, CTPYKTYpHHX MIAPO3IiIiB BHKOHABYOIO OpraHy
KuiBcpkol mickkoi pagu (KuiBchkoi MichKoi mepikaBHOT aaMiHICTpamii), paffoHHUX B MicTi
Kuesi nepsxaBuux agminictpauiii, miampuemcTs, ycranos Ta OpraHi3allii, Mo HaIeKaTh 10
KOMYHAJIBHOI BJIACHOCTI TEPUTOPialbHOI l“pOM%I[I/I micta Kunea, mumsixom BukopucTaHHS
BIJIIIOBITHOI IIPOTPAMHOI NPOMYKIii Ta NPEHCTABHB JOOIPAlbOBAHUNA TIPOEKT TEXHIYHUX
BUMOT 110 3aKymiBii «[IporpamHa mpoxykuist juist 3aXucty Bix Bipyciey (IIyHKT 6.5 nepenixy
3aB/JaHb 1 3axoxiB [Iporpamu) y yacTuni yToYHEHHS KibKOCTI IIPOYKII].

B 00roBoperHi NpoeKTy TeXHIYHUX BEMOT Opamu yaacts: T. Camoiinenko, /1. Igiryn.

YXBAJINJIA:

Pexomenmysatu crenianizoBanomy KOMyq\}aHBHOMy mianpueMctBy «KuiBrenecepsicy
nij 9ac npouexypu 3akymisini «[Iporpamna mpoykitist s 3aXHCTY BiJ BIpYCiB» (MyHKT 6.5
Iepesiky 3aBaHb i 3axoxiB IIporpamu) BUKOPHCTOBYBATH JOOIPALbOBAHUN MPOEKT
TEXHIYHUX BUMOT, PO3TIIAHYTHIL Ha 3aci/ianHi po6odoi rpym.
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I'OJIOCYBAIJIU: «3A» -7, «ITPOTU» - 0, < YTPUMAJIOCDEy - 0.

Ilo nynkmy 1.5 numanns 1

CIAYXAJIM:

O. Homityka, sxuit moindopMyBas, 110 3 METOK opraHizaiii eGeKTHBHOIro 3aXUCTY BiJ
30BHIIIHBOIO HECAHKIIOHOBAHOTO BTPYYaHHs B pobOTY iH(opMaIiiiHuX, EIEKTPOHHUX
KOMYHIKAIIMHUX Ta iHQOPMANifHO-KOMYHIKAUIHAX CHCTEM CTPYKTYPHHX H1IPO3iIiB
BUKOHABYOT0 oprany KuiBchkoi MichKoi paau (KuiBebkoi MichKOI iepkaBHOT aaMiHicTparii),
pakionHMX B MicTi KueBl /iepikaBHuX aIMiHiCTpaIliif, HiIIPHEMCTB, YCTAHOB Ta OpraHi3alii,

0 HajaeXaTh 10 KOMYHAJIbHOI BIACHOCTI T
HEOOXIHICTh HPUAOAHHS JIJIs IEHTPY MOHITO
BU3HAYCHOI MPOrpaMHOI IPOAYKIi Ta MpeacT
BUMOT J10 3aKyniBl «IIporpamua npoaykiis muis
1 3axoniB IIporpamu) y wactuni nmepeposnominy o

B 00roBopeHHi MPOEKTY TEXHIYHMX BUMOT 0

YXBAJIWJIN:
PekoMeniyBaTu crelianizoBaHOMY KOMYH
IiJ 4ac mpouexypu 3akymieimi «IIporpamua o

IEpEemKy 3aBAaHb 1 3axomis I[Iporpamu) Bu
TEXHIYHUX BUMOT, PO3TIIHYTHI Ha 3aCiaHHi po(

I'OJIOCYBAIJIU: «3A» -7, «ITIPOTW» - 0,

IIpotokoun Bena

epuropianbHOl Tpomamu Micta Kuesa, €

pUHTY Ta KiOepOe3NeKkH MICHKHX CEpBICIB
aBUB JJOOIPALbOBAHUI TIPOEKT TEXHIYHUX
3axucty DNS» (myHKT 6.5 nepeniky 3aBanp

OcsTy JIensiii.
paym ydacte: T. Camoiinenko, /. L{Birys.

anpHOMy mianpueMcTBy «KuiBrenecepsicy
porykuis ansd 3axucty DNS» (myHKT 6.5
KOPUCTOBYBATH JOONPALBOBAHUKN IMPOEKT
DOYOT IPYIIH.

<YTPUMAJIOCb» - 0.

Tamapa CAMOMJIEHKO
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eanedeHHs Cloudflare y Bignosiab Ha Baw sanuT Big
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Komnnekr nporpamHoro sabesnevyeHHsa
nipcucremu 3axucry DNS (niuensiiive
nporpamHe 3abe3sneueHHs) y cknagi:
MporpamHa npoaykuia Cloudflare Enterprise
Service and additional domains. Cloudflare incl.
(CDN - Total Data Transfer - 50 TB, Foundation
DNS - Queries - 100 MM DNS Queries, Advanced
Certificates Manager - Domains - 10 Zones,
Application Security Advanced - MM Requests -
550 MM Requests, Foundation DNS - Records -
100 10K DNS Records, Application Security
Advanced - Included MM Requests, Application
Security Core - Included MM Requests,
Application Security Core - MM Requests - 550
MM Requests, CDN - Data Transfer (Europe) —
48,5 TB, CDN - Data Transfer (North America) —
1,5TB, CDN - Requests - 550 MM Requests,
Advanced DDoS - Included TB, Argo - Included TB,
Bot Management - Bot Management Requests -

300 MM Requests, Enterprise - Primary - Domains

-7 Zones, Enterprise - Secondary - Domains - 3
Zones, Zero Trust Enterprise - User - 50 Seats,
Standard Success Offering - Included , Premium
Success - Included , Data Localization Suite (DLS) -
Included) — 12 wT*

KOMMNNEeKT 9958 000,00

9 958 000,00

‘ Bcboro rpH, 6e3 MNAB

9 3858 000,00

ATOK Ha AoAaHy BapTicTb (20%), rpH

1991 600,00

3arasibHa cyma rpH, 3 1148

11 949 600,00

pilLeHHs 3 NiueH3yBaHHs cuctemu kibepbesneku nepeabdadeH

* MNporpamvHye 3abesanevenHsi Cloudflare mae micayny niy

Hupexrop
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eska.global

Bci npaBa 3axuLueHi.

ESKA 2025 ©

EH3it0, TOMY B PiYHOMY KOMMIIEKTI 3arponoHOBAHOrG

D 12 oanHuLe nporpamHoi npoaykuii Cloudflare.
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KOMEPLIMHA MPOIMO3MLIA

Y Bianosiab Ha Ball 3anut N°207-2025 8if 10.06.2025 Hagacmo BapTICTL NPOrpaMHol NROAYKLIT /19 3axucty DNS

Kin-
Tb

LliHa, rpr 6e3 | CyMa, rpH 6e3

HaMMeHyBaHHR noBs ol rnoB

~ Op. BuMip

KOMnneKT nporpaMHoro 3abe3reyeHHs
nincucremMn 3axucty DNS (nileHsiiiHe
nporpamHe sabesneueHHs) y ckiaai:
IMNporpamra npopykuis Cloudflare Enterprise
Service and additional domains. Cloudflare incl.
(CDN - Total Data Transfer - 50 TB, Foundation
DNS - Queries - 100 MM DNS Queries,
Advanced Certificates Manager - Domains - 10
Zones, Application Security Core - Included MM
Requests, Application Security Core - MM
Reqguests - 550 MM Requests, Application
Security Advanced - MM Requests - 550 MM
Requests, Foundation DNS - Records - 100 10K
DNS Records, Application Security Advanced -
Included MM Requests, CDN - Data Transfer
(Europe) - 48,5 TB, CDN - Data Transfer (North
America) - 1,5 TB, CDN - Requests - 550 MM
Requests, Advanced DDoS - Included TB, Argo
- Included TB, Bot Management - Bot
Management Requests - 300 MM Requests,
Enterprise - Primary - Domains - 7 Zones,
Enterprise - Secondary - Domains - 3 Zones,
Zero Trust Enterprise - User - 50 Seats,
Standard Success Offering - Included , Premium
Success - Included |, Data Localization Suite
(DLS) - Included)

1 KOMIIeKT 9 890 000,00 9 890 000,00

Beboro rpH, 6e3 N8B 9 890 000,00

lNopaTox Ha popaHy BapTicT (20%), roH 1978 000,00

3arasibHa cyma rpH, 3 MN4B 11868 000,00

MNporpamHa npoaykis Cloudflare pospaxosara Ha 1 MicsiLib. BiAnoBiaHo Ha pik B KOMNAEKT 3arponoHOBaHOMO PILLEHHS
NIUEH3INHOro MPOrPaMHOrO 3a6E3NEHEeHHS CUCTEMM KIBEPBESINEKY BXOMMTL 12 LT, NPOrpaMHoi npoaykii Cloudflare

UiHy nponosuuii BkazaHo Ha aaTy HapaHHs Ta MoXe 6y TV 3MiHeH! Mpy yknafakHi Aorosopy.
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Bux NelO Big 18.06.2025 p.
CHEOIAJII30OBAHE KOMYHAJIBHE NIJITPUEMCTBO
«KUIBTEJECEPBIC»

(CKH«KHUIBTEJECEPBIC»)
Byn.Xperuaruk, 6yn.10. m.Kuis, 01001 (ropunuana appeca), a/c 38, m.Kuiz-04071 (ms JTHUCTYBAHHS),
Ten.: (044) 366 85 00 e-mail: KTS@KYIVCITY.GOV.UA. Kox €JIPIIOV 31815760

Ha Baw 3anut Big 10.06.2025 Ne208-2025 Hagaemo komepuiiiHy Npono3suuito, CTpokom Ha 12 micauis®

Ne HanmeHyBaHHA i Oa. Bumip Blivid XRH Ges Gyma, rpn bes

Tb noB noBe

KomnnekT nporpamHoro sabeane4veHHs
nipcucremu 3axucty DNS (nigeHsiliHe ;
nporpamHe 3abeaneveHHs) y cknagi:
MporpamHa npoaykuis Cloudflare

(CDN - Total Data Transfer - 50 TB, Advanced
Certificates Manager - Domains - 10 Zones, ‘
CDN - Data Transfer (Europe) — 48,5 TB, CDN
- Data Transfer (North America) — 1,5 TB, CDN
- Requests - 550 MM Requests, Application
Security Core - Included MM Requests,
Application Security Core - MM Requests - 550
MM Requests, Foundation DNS per MM DNS
Queries Global - 100 MM, Application Security
1 | Advanced - MM Requests - 550 MM Requests, 1 KOMIIEeKT 10 150 000,00 10 150 000,00
Foundation DNS per 10K DNS Records Global
- 100, Application Security Advanced - Included
MM Requests, Advanced DDoS - Included TB,
Argo - Included TB, Bot Management - Bot
Management Requests - 300 MM Requests,
Enterprise - Primary - Domains - 7 Zones,
Enterprise - Secondary - Domains - 3 Zones,
Zero Trust Enterprise - User - 50 Seats,
Standard Success Offering - Included ,
Premium Success - Included , Data
Localization Suite (DLS) - Included)

Bcworo rpH, 6e3 NM4B 10 150 000,00

MopaTok Ha AodaHy BapTicTb (20%), rpH 2 030 000,00

3aransHa cyma rpH, 3 NAB 12 180 000,00

* MporpamHa npoaykuisi Cloudflare niueHsyeTbest Ha LLLOMICAYHI T OCHOBI, OTXe, 10 CKNazy PiYHOro KOMrneKkTy
3arporioHOBaHOIo pilleHHs 3 Kibepbesnekn BxoauTe 12 niyeHsin Cloudflare — no oQHin Ha KoXeH Micsilb
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