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CIYXBOBA 3AIIUCKA
micto Kuis «18» 6epesmst 2025 poky

Konkperna massa mpexmera saxymism — Ilijrpumka HIPOIPAaMHOI LIPOJIYKINT s
OLICACTEM  3aXHCTy MIChKOT MepexeBoi inppacrpykrypu; 48730000-4 — Ilakern
uporpamuoro 3abesmneuenus Juri 3abesmedcnms 6esimexs 3a JIK 021:2015 Crumoro
3aKyIIBEJILHOIO CIIOBHUKA

O0rpynmyeans 0oyinbHoCmi 3aKyNniei:

6.5 «BupoBa/pKeHHS, PO3BHTOK Ta JIOOCHAIICHS ICHTPY MOHITOPUHIY Ta
KiGepOe3IeKn MICHKHX CepBiciB 3aKymiBist oOiajmams ra LPOIPAMHOIO 3a0C3IICUCHH S
KiOepOeslekn, CTBOPCHIS, IIPOBEJCHIS JICPKABHIX CKCIICPTH3 Ta MOJICPHI3aIlis
KOMIUICKCHUX CHCTCM 3aXUCTy indopmarii» mepeniky 3apj@ams i 3axoiis  KoMIDICKCHOT
MichKoT HimsoBol tporpamu «l{upposuit Kuisy ma 2024-2027 poxu» (y penakmii Bijg 12
rpyuust 2024 poxy Ne 449/10257).

Obrpynmysanns 06¢a2ie 3aKynieni:

3 MeTOI0 3a0e3IICUCHIsT KOPEKTHOI IIPAIe3iaTHocTi, 3a0e31CUcHIs JIOCTYIY JIO
OHOBJICHL HPOIPAMHOTO 3a0C3ICUCHIS, CUTHATYD Ta LiJIIPUMKH BHPOOHHKOM CHCTCM
Micpkoi MepexeBol iHdpacTpykTypH, UL 3a6e31ICUCHIs kibepsaxuery Michkoi MepekeBol
ingpacTpykrypu Mae OyTH IIEpe0adeHo 10CTAYAMILs LPOI'PaMHOI POty KIlil (puiOaniis
JHIECH3IAHOTO HPOrPAMHOTO 3a06€31EUEHHS 3 JIOCTYLIOM J[O OHOBJICHD T4 ULJITPAMKH 3 GOKY
BUPOOHHKA) JULs 1TijicucTeM Gestieku Michkoi Mepeskerol 1 pacTpyKTypH.

Ob1pyHMYBAHHA AKICHUX XAPAKMEPUCTIUK 3AKYRIGL:

3 METOI0 3a0e3IICUCHHST KOPEKTHOI IIPAIC3/IaTHOCT], 3a6C3IIecucHIs JIOCTYITY JI0
OHOBJICHD IIPOIPAMHOI'0 3a0C3ICYCHHSL, CUTHATYD Ta IJITPUMKH CHCTEM MiChKOT MCPEKCBOT
1H(PaCTPyKTYPH, JULT 3a0C3LEUCHHS 3aXHCTY MiCBKOT MCPEIKCBOT indpacrpykrypu mac 6yrn
nepe/6ayeo mocTauanns Iporpamuoi mporykiii (omoses 113, 1o ossxenms TepMInY Jiil
I3 ra wmigTpuMKM BHPOOGHHKOM) JUIS UIJICHCTCM 3aXHCTY  MiCHKOT MEPCKEBOT
iHdpacTpykTypu.

Ienyroua cucrema 3axucry Micbkoi Mepexenol IQPacTpyKTypu ¥ CBOEMY CKIIaJ Mae
HACTYIIHI CUCTEMH BHPOOHMIITBA KoMITanii Fortinet:
1. Cucrema DDoS Protection Appliance-12008B.

Texuiyni BUMOIM JI0 IIpe/iMeTa 3aKyIiBIi PEKOMCHOBAIL uporoxkoiom No 20 piy 14
Oepesns 2025 poky 3acijfanust poO0YOi IPYIH 3 PO3POOKH Ta TIOTOPKCHES TEXHITHIX
BEMOI' JIO 3aKyIiBesb, poOiT, TOBApiB 1 HOCIYr LIPH BHKOHAHHI 3aX0MiB KOMIUICKCHOT
MiCBKOT 111160801 1rporpamu «I ludposuit Kuiy ma 2024 — 2027 poxu.




OulkyBaHa BapTicThb MpeIMeTa 3aKyIiBI, 3rigHO mpoBexeHoro IHimiaTopom
3aKyMiBIi (BiNOBINATEHEM 3a PO3POOKY TEXHIYHMX BHMOT) MOHITOPHHTY L(iH, CTAHOBHTS
20 393 191 rpu. 05 xom. ( ABagLIATH MITBHOHIB TPHCTA NEB’SHOCTO TPH THCSYi CTO
ZeB’stHOCTO ofiHa rpH. 05 xom.) 3 IT/IB, € cepenapoapudMeTHIHIM 3HAYEHHSIM OTPAMAHUX
KOMEPUIHHUX MPOMO3ULIiH i He TePeBHINYe Po3Mip GIOIKETHOTO MPH3HAYEHHS.

Po3mip 6ro/oxeTHOTO NpU3HAYCHHS BU3HAYEHO IacliOPTOM GIOKETHOT IPOrpaMy Ha
2025 pix BismosigHo 1o 3axoxis KommiekcHol Mickkoi 1inpoBoi mporpamu «Llnbposmit
Kuis» na 2024 — 2027 poxwu.

Jlxepeno dinancysanus 3akymiemi — micuesuit 6romxer, KEKB 2610 Cy6cunii Ta
MOTOYHI TpaHcepTH mianpreMcTBaM (YCTaHOBaM, OpraHizalisim).

ITponemypa 3aKymiBii — BiIKpUTI TOPIH.

Bun npenmery 2axymisni — ToBap.

KinexicTs ToBapie — 3 ( TpH ) MITYKH.

Micne nocrasku ToBapis — 03113, Vkpaina, Kuiscska 06macts, micto Kuis, BYJIHLIS
HertsapiBcbka, 6ymunok 37 (LIOJI KMIIA).

Crtpok nocrasku ToBapiB — 10 18 kBitHs 2025 poky.

JomaTkn:

1. Jlomarok 1. Indpopmanis mpo HeoOXinHi TeXHi4HI, SKiCHI Ta KiNbKiCHI XapaKTEePHUCTHKH
npeamera 3akynisii (Texuiuni Bumorn) .

2. Joparok 2. KBamiikaniitai kputepii 10 y4acHHKIB.

3. Jonarox 3. IlinTeep/mKeHHs OWiKyBaHOI BAapTOCTI IIPeAMETa 3aKymiBii (MOHITOPHHT
IiH).

el

IniniaTop zaxymniBJii A. C. CrpeBamok

«JIOTI'OAZKEHO»: /

Havansauk Biguiry-
I'ostoBHHIT Gyxraarep 3 ~ __ T.A. Bykma
<EO.B.B0J10t1a€Ba

3acTynHuK HavaNbHUKA Biagiay 3
ExonoMiunnx nuTaHe

3acTynmHHK JHpEeKTOpa 3 OPHAUYHHX HTAHb 0. €. IOpxo

3aCTYNHHK JHPEKTOPA 3 TEXHIYHHX MHTAHL 0.0. Ioximyk



TEXHIYHI BUMOI'U
ITijxrpamia uporpaMuoi npojiykuii Juist HyICHCTeM 3aXHETY MieLKOT MEpeKeBOT

imdpacrpyxrypu; 48730000-4 — ITakeru uporpamuoro sadesuedens Juist 3a6¢31eden s 6e3eKu

3a JIK 021:2015 Cymmoro 3akyuiBe/iLioro cJlOBHUKA

Ha erkonanus nyukry 6.5 «Buposajpkenins, po3sBUTOK Ta JIOOCHAIICHHS IICHTPY MOHITOPHHIY

Ta  KibepOesleku  MICBKMX  CepRIiCiB  3akyliBis obJajiianns Ta LPOIrpamMHoro  3abesicucHs

KiﬁcpﬁC'ﬂ[Cl{I/l, CTBOPCHHSA, HPOBCJICHIA JICPKABHUX CKCIICPTH3 Ta MO;LCplli’iaILiH KOMINICKCHMX

cucreM 3axuery indopmaiii» nepesiky 3apjanh ta 3axojis B KoMINICKCHOT MICLKOT 1LILOBOT

nporpamu «llndposnii Kuis» na 2024-2027 poku, 3arsepjokeiiol pimennsmv Kuisenkol MickkoT pajm
Bl 07.12.2023 Ne 7516/7557 (y penakuii puneniis Kuiscskoi michkol pajm sij 12.12.2024
Ne 449/10257).

{8

I.1.

3araibui BijtomocTi upo 3micr podir:
Horsue nalimenyBanns 06’ ckra indopmarusanii

Michka mepeskera inpacTpykrypa, y ckiajii sikol nassice obiajianis supodnuka Fortinet

1.2:

2.

2.1

HaiimenyBanunst cropin:
3amosnuk — CKII «Kuisresecepnicy;
Bukomasens — BU3HAYACTLCS 32 PE3YNLTATOM HPOBCJICHHS 3aKyHIBIL 1I0CHYI BIJUIORIIHO 10
BHMOI" 3aKOHO/IaBCTBa YKpaiuu y cdepi myOiiuHux 3aKyiiBeiib.

[Tepeaik oRyMenTiB, SKi MAIOTL BPAXOBYBATHCE 11/l Ya¢ PO3POOKH.
3axon Ykpainu «lIpo Haiionaisiy uporpamy indopmarusaiii;
IHocranosa Kabinery Minicrpis Ykpainm Bij 21.02.2025 Ne205 «Jlesiki nramtist Cropeiins,
ajiMinicTpyBanns Ta 3abesnedcHus Gpynkiionysaits 3aco0y indopmarusaniin;
3axony Ykpainuu «lIpo 3axucr indopmatiii B indopmartiiino-renckoMyHikaniinmx cucTeMax»;
[Hocranosn Kabinery Minicrpis ¥Ykpainu Bijt 29.03.2006 Ne 373 «llpo 3arsepjoxens 1 Ipagu
3abestcycs saxucty indopmari B indopmarniitnmx, rejckomynikaniinmux ra indopmaitiiio-
TCIICKOMYHIKALIHHHUX CHCTEMAX Y.

Hpunsnagenns ra o indopmarusanii:
Hpuznauenus
3abcsneucuns jlocryily obuajiaiiiisi Fortinet J(o onosicnis curuaTyp ra KOMIOHCHTIB
CUCTCMHU 3aXHUCTY;
3abcsncucHus jloeryny j10 akryansiuux 6as IP ajipec ra jjomenunx imen (Domain Names), 110
CTAHOBJIATH LIOTCHILIHHY 3arpo3y;
3abestcucHns JIOCTylia JIo OHOBIICHHS MiKPOKO)(iB 00uia;uianns Fortinet;
3abesteyeHHs HJITPUMKY Bijt BUpoOmKa juist obuajimatiis Fortinet.

2.2, I indopmarmszanii
3abe3ncucHist HAJCKIIONO PIBHs 3aXHCTY BIJL PO3LOJIIICIIMX aTaK Ha BiZMOBY B 00CIyrosysani
(Distributed Denial of Service, DDoS) cucrem MichkoTl Mepexkesoi i pactpykrypH, HUISXOM JI0CTYILY



JIO OHOBJICHL KOMIONCHTIB CUCTCMM 3aXMCTy Ha oOuiajuanii Fortinet, Ta 3ade3icuctis obiajiiantio

Joctyity J1o akryaisinx 6a3 [P ajipec ta jjomenux iven (FQDN) o cranoists noreniitny 3arposy.

3. Xapaxkrepucruxu o6’ckra indopmaruszanii
- BwsiBiicuns ta sucikojukenns DDoS-arak na pisnsx 1.3 (mepeskenuit), 1.4 (TpatictiopTH1i) Ta
L7 (npuxnajimii).
- BusipjicHus arak na OCHOBI 1OBEJUIKOBOIO analizy, M0 HC 3alCKUTL BiJL CHrHatyp abo
HOLCPC/IHBO BU3HAYCHUX 111a0JI0HIB 3aIPO3.
- lHosuictio Henjwmmuit juts 3JI0BMUCHUKIB, OCKIILKY Y Jiainx Bijcythi IP- 1a MAC-ajipeci, imo
YHEMOHUIMBIIIOC 00X1)1 MCXalI3MIB 3aXHCTY.
- Alaparue 1pucKopenc BUABJICHNA Ta OJOKYBaHHs anoMailiil y Tpadiky B peKMMi pealibHOro
yacy 0¢3 BILIMBY Ha LIPOJLYKTHBHICTH MCPCIKI.
- llijrpuvka saxucry Bijt DNS DDoS-arak, prnouaioun anomanii 3aimris, pecrioncu Ta
CKCILIyaTaIiio HPOTOKOJIY.
- AproMarnuna aj@airraiis 1o HOBUX arak, 10 3MCHILYC HCOOXI/IICTL Pyunoro najanryBsanis
T4 OHOBJICHHSA 11PABUIL
- besuepepena ouinka 3arpos rta ajianrallis Jio rpadiky Juist Minimizaiii XuOHOIO3HTHBHUX
clipaljoBats.
- MacurraboanicTs Juis BUCOKOIPOJLYKTUBHUX MCPCK, Hijirpumka GararoriraGitioro tpadiky
0e3 BrparTu 1PoJIyKTHBIOCTI.
- 3axMCT y JIBOX HaupsamKax — sk Bij( BXuiux DDoS-arak, 1ak i Biji BHYTPIIIIHIX 21K, 1110 MOKYTE
1OIMPIOBATHCS YCpe3 1HIKoBalll 1IPUCTPOI.
- ApxiTekrypa napajicibHol o0poGKM JI@ainx 0JIHOUACHO KOITPOMOC COTHI THCSY 11apaMeTpiB.
3a0C311CHYI0YM KOMILICKCHUH aHalli3 MCPEKEREOIo 1OTOKY.
4. Bumornu jio 3acody indopmarusanii:
4.1.  Bumoru jio crpykrypu ta pynknionysannst 3acody ingopmarusanii;
Tabmns 1
R IiaiflM-CI_l-y_Ballllﬂ - On | Kin | .'I-‘e_[;m_
BUMIDY | b- HITPUMKH
KIC
e PR v — - = N——— . Th = — e
Cucrema DDoS Protection Appliance-1200B
ml.l’IpﬂMipHmc IlpOi‘pa-[;;l_iB:imﬂ
Cucremu DDoS Protection Appliance-12008 . I
Ton 1:
FortiDDoS-1200B FortiCarc premium support abo
CKBIBaJICHT 1C MCHII HIK
-_Zj—lﬁﬁmipll-lﬂc upi)r[;zil;{ro'i’ n;))iykllii' JUIsI 12 mic.
Cucremn DDoS Protection Appliance-12008 1. 1
Tan 2:




[ FortiDDoS-1200B 1P Reputation Service a6o
CKBiBaJICHT

3. llpumipuuk mporpamMuoi npoyKuii juist
Cucremu DDoS Protection Appliance-1200B . 1
Twuu 3:

FortiDDoS-12008B Domain Reputation Service a6o
CKBiBallcHT

[Iporpamna upojaykuis juist icnyrouoi cucremu Fortinet FortiDDoS Protection Appliance-12008
HOBMIIIA BKIIOYATH B ¢cOC 11JITPUMKY BiJ BUpoOnMKa y pexkumi 24X7 ¢rpokom JiT BIUIOBIIO JI0
Tabnuui 1 Ta 3abesucyyBary nacryinie:

- Orpumanis aKryalbHuX peiryraniitnmnx 0a3s ta IHmux OHOBJICHS JUIsl CCPBICiB OC31ICKN.

- Orpumanns OCHOBHMX Ta UPOMDKHMX PCJI3IB 1porpaMuoro 3abesucuctis ucpes calir
BUPOOIIMKA, JITPUMKY HPOIPAMHUX KOJUR Y aKTyaJIbHOMY CTaHi BIJUHOBI/HO JI0 peKoMCILaitiif
BUPOOIMKA.

- Orpumantsi HCOOXLIIMX OHOBIICHD CHUCKY BIIOMMX KOMIIPOMCTOBAHMX, 11/103pLIMX Ta
wkijumenx [P ajpec.

- Orpumanns neoOXIIHAX OHOBICHL CHIUCKY BIJIOMUX IIKIUIMBUX HOBHUX JIOMCITHUX iMCH
(FQDN).

- Hocriiumit (24 rojnu X 7 JiiB Ha THIKJICHB) ABTOPU3OBANMIA JIOCTYII JIO CAliTy BUPOOHMKA.

4.2.  Bumorwu j1o unceannocti ta kajidikanii nepconany 3acody indopmaruszauii ra
peRuMYy ioro poGorn

- He 3acrocoByrorhes.

4.3. Bumoru o oe3nexn

- He 3acrocoByiorses.

4.4, Bumoru j1o epromoMiku ta TeXmivnoi eCrernKn;

- e sacrocoByrorses.

4.5. Bumoru 1o 3axuacry indopmanii

- Bumosijicrs 3akony Ykpaiuu «llpo saxucr indopmanii 8 indopmaiiiito-
TEJICKOMYHIKAIIMHUX CHCTCMaX».

4.6.  Bumoru 1o crapjaprusanii ta yoigikanii

- Buxopucranus miknapojinux cranjapris 6esncku: ISO/I1C 27001, NIST SP 800-53.

- 1ijrrpumka naijonaisHUX BUMOT 3axucty indopmartii 3rijuio 3 HJ{ 131 3.6-001-2000.

- CyMicHicTb i3 3arajibHOIPHAHATAMHU 11poTOKOJIamu Ocsticku: [PSec, TLS, DNSSEC.

4.7.  Bumoru j1o najiifinocri 3acody ingopmaruzamnii ra 30epexenocri indopmanii

- Bucoka BIIMOBOCTIHKICTE 33 paXyHOK allaparioro HPUCKOpCHHs anaiizy tpadiky.

- Hasgguicrs aBToOMaTuyHOIO MOHITOPUHIY T2 CAMOJLiaI HOCTHKH.

- Peauizanis pesepeHoro koilitosanitis Kotdirypaiiii ra xypHaiis 1Hojii.



4.8.

4.9.

4.1(

3.
5:1.

5.2.

Bumorn 1o ciocodis i 3aco6ir 3r’s3Ky uist indopvaniiinoro oominy mix
KOMIIOHeHTaMu 3aco0y indopmaruzamii
Bimosijmmicrs sumoram HJL T3I 3.6-001-2000 nio10 indopmariiiiioro obminy mix
KOMIIOHCHTAMM CUCTCMH.
Bumorn j1o pesxxamis GpyukuionyBanus 3aco0y indopmaruzanii
Pexumu poboTy: MOHITOPUHT, HABYAIS, AKTHBHC BIIOKYBAIIIS.
AJlaIITMBIIC KCpYBaHHs HoJITUKaMU GC31ICKM Ta agromMarTuyiia 3mina koudirypaitii Biuosijo
JIO 3arpos.
).  Buwmoru 10 gynkniii (3aB)1ane), o BUKOHYIOTHCS 32C000M indopmaTusanii.
3axwucr Bijl Mepexkerux arak (DDoS, SYN Flood, DNS Amplification).
Anajiiz anoMajbHoro Tpadiky Ta HoBC/IHKOBC BUSBJICHIA 3aIPO3.
Jlorysauus ta inrerpariis i3 cucremamu Motitopunry ta SIEM.
Il1jirpMKa aBToMaTHYHOIO OHOBJICHHS CUI'HATYD aTak Ta 1paBuil OC3ICKH.
I jrrpuMKa aBroMaTH4HOro OHOBJICHHS peryrantiinux 6as [P ajppec Ta jloMmenux piMelt
(FQDN).

Bumoru j1o pozpobxu Ta nepejadi nociyr
Bumoru j1o pozpodxku

- Bijcyrni
Bumoru j1o uepejayi;

- 3abcsneucuns vijodpaxkens upuMipnukis 113 y kabineri ajiminicrparopa na nopraii

BUPOOHMKA;

- Koyakrusanii y daitii popmary *.pdfl ra na nancposomy Hocif.

Bumoru j1o rapanriiinoi njrrpumkn
3a0c3ieucis pexKumy HUITPUMKM 24X 7, crpokom Jii sijiiosijuo jio Tabumnd 1.

Bucnorxu.

Ipusuayenus ra niii ingopmaruzaiii BUosijio Jio mux Texuiunux suMor 3abe3ncuyiors
SKICHY — peaslizalliiio  BH3HAYCHMX  IUIAHOBMX  notpe®  3amonrnuka 71a  3abc3icucHis
dyukuionysannst 3acoby indopmarnsaitii i rapanryc sijuiosijuicrs nabopy Kpurepiis. ski
OIIUCYIOTH 3aci0 indopmarusaii.

Jloparku.
Bijicyrui.

3asiska Ha mojiepuizaniio (moudikaniio, po3BHTOK).
He nepedaucna.



3acllaHHs B OHJIAMH pexkuMi
13 BUKOpUcTanism Microsoft
Teams

ITPOTOKOJI Ne 20
3acijlaHHs poOOYOT IPYIIU 3 PO3POOKHU Ta HOI'OJUKCHIIS TEXHTYHUX BUMOT
JI0 3aKyIliBesib poOiT, TOBApIB 1 1HOCHYT IpK BUKONaNHi 3ax0/(iB Komiuickenot
MichKoT UTboBOT 1porpamu «llndposuit Kuis» a 2024-2027 poku

m. Knis «14y» bepesnst 2025 poxy

INPUCYTHI:

Unenu podouoi epynu:
O. I’ pexasioB

B. XKy4akon

M. Kintoesa

C. Ocinon

O. [Hosmigyx

T. Camoiisienko

JI. IIBiryn

MOPSIIOK JEHHUN:

1. Po3pobka Ta MOrojKEHHs TPOCKTIB TCXHIYHUX BUMOI JIO 3aKYIIBCIbL Y
MeKax BUKoHaHHs 3axo/iB KoMiuickcnol MichkoT 1ILOBOT 1porpamu «l ludposuii
Kuis» na 2024-2027 pokwu, 3aTBeppKeiol pimenisiv KuiBcekoi MICBKOT pajiv Bijt
07.12.2023 Ne 7516/7557 (y penakuii pimrenrst KuiBcbkoi MichKOT pajin Bijl
12.12.2024 Ne 449/10257) (nant — lIporpama), y 2025 porii, a came:

1.1 mpoekt TexHiuHuxX BuMOr 10 3akyuisii «llizrpumka 1porpamioi
IPOLYKILT IS ITIICUCTEM 3aXUCTY MIChKOT MCPCiKCeBOT iHPpacTpyKTypu» (1IYHKT 6.2
«CTBOpCHHSI, PO3BUTOK Ta MOJIEpHizallisi MepeiKeBoi indpacTpykTypu, ceppicHol
MepexeBol IHppacTpykTypH, wiargopmu lnrepuery peucit (1oT), mepex nocryiry,
pajlloMepeskK, CUCTEeMH OTpUManis Ta mnepejadi indopmarnii na 6asi LPWAN ra
IIIAX CYyYacHMX TEXHOJOTTH 3B'S3KY, CUCTCMHU BIJICOKOH(CPCHII3B'I3KY» 11CpLIIiKY
3aBjianb 1 3ax0/11B | Iporpamu);

1.2 npoekT TCXHIYHMUX BHUMOr o 3akynisim «llinirpumka nporpamuol
IPOJLYKILIT JUIsl IT1JICHCTEM 3aXHCTY MICHKOT MepeKeBOT IHQpacTpyKTypu» (11yHKT 6.5
«BripopaJpKeHHs, PO3BUTOK Ta JIOOCHAICHHS IEHTPY MOHITOPUHIY Ta
KibepOe3lieck  MICBKMX —CCPBICIB, 3aKylliBis oOJiajinanus  Ta  1porpaMmioro
3a0e3nedens KidOepOesleKy, CTBOPEHHS, [IPOBC/ICHHS JICPKABHUX CKCIICPTU3 Ta
MOJICpHI3allls KOMIUICKCHUX CHCTEM 3axucTy 1ndopMariiny mnepeniky 3apjamnb 1
3axojiB [Iporpamn).



2. Pizue.

o nyukmax 1.1 — 1.2 numaiinst 1

CIIY XAJIM:

O. lNomnimmyka, sxkuit moindopmysag, 1Mo Juist 1JITPUMKH 11palC3/IaTHOCTI Ta
3aXUCTY MICHKOI MCpekeBOi IHQPAcTpyKTYpH. 30KpeMa oOJajiianis KoMIamil
Fortinet, HeoOXi1HO 3a0E311EUUTH JIOCTYII JIO OHOBJICHB T4 CUTHATYP BUIITOBITHOTO
LIpOrpaMHOro  3abeslieyeHis, MOJIOBKEHHS TepMmiHy Horo Jiii, miIrpuMku
BUPOOHUKOM TIJICUCTEM 3aXUCTY MICBKOI MCPCKCBOI HAOPACTPYKTYpHU TOIIO Ta
NPEJCTABUB IPOEKTU TCXHIYHUX BUMOI «IlijrrpuMKa 1iporpamMHoi npojiykIii Juis
IIJICHCTCM 3aXUCTY MICBKOT MCPCIKCBOI ippactpykrypm» (IIyHkT 6.2 1epeiiky
3aBjanb 1 3axo)iB llporpamu) rta «llijrrpuMka 1iporpaMHol  HPOJIyKINT  Juis
IIJICUCTEM 3aXMUCTY MIChbKOI MepekeBol indpacTpykTypu» (IIyHKT 6.5 1eperiky
3aBJialib 1 3ax0/11B | Iporpamn).

B oOropopenni mnpoekTiB TexHIYHMX BuUMmOr Opaim ywactb: JI. [IBirym,
T. Camoriiicuko.

YXBAJIUJIN:

PexomernryBatu creriaiizoBanomy KOMYHaJIbHHOMY HIIIPUCMCTBY
«KwuisrenecepBic» mnijt 4ac npoueaypu 3akyuisii  «llijirpumka  nporpamiiof
IIPOJTYKITIT JUIS IIJICUCTCM 3aXHCTY MICHKOT MCPCKEBOT 1 pacTpyKTypu» (IIyHKT 6.2
LICpelIKy 3aBanb 1 3axo/(iB [ [porpamu) ra «lIijrrpumka 1iporpaMHoi 1poJLyKIT s
M1JICUCTEM 3aXUCTY MICBKOI MEpexeBOol H(pacTpyKTypu» (IIyHKT 6.5 Iepeliky
3aBjanb 1 3axoiis lIporpamu), BUKOPHUCTOBYBATH I1IPOECKTH TEXHIYHUX BUMOL,
pO3IJISIYTI Ha 3acijiatiii pobo4oi rpy1u.

["OJIOCYBAIJIA: «3A» -7, «IIPOTH» - 0, « Y TPUMAJIOCD» - 0

[Tporokour Besia Tamapa CAMOWJIEHKO



Ingopmanis nmpo esxexrponni nianucu (EIT)

Ne jjokymenra 075-614
JlokymenT 3apeccTpoBano y KapToTeri:

Bujx jjokymenra:
Cruciiuii 3micr:

Buxijna

Jlucr

Jlara peccrpamii 14.03.2025

Marepiaiu 3acijiatnsg podouoi rpyrm 14.03.2025 (Iporokon Ne 20 siy 14.03.2025)

Kinsxicrs ¢aiuin: 3

JIOKYMEHT CEJI ACKO][I'TC CITIK

Ilepeitik ejIeKTPOHMHUX HUIHCIB

Kuskicrs EIL 21

Jlenaprament indopmartiiino-

KOMYHIKaIIHHNX TeX1oor i

b

Jlaru i uac nanecenns L1

14.03.2025 Ne 075-614

| lorojpxeuns

Yac ocTaniboro
riartecers Bl

JKyukon Bacuib
AHATOJIHOBHY
Kinbkicrs ELL: 3

KJHOCBA MAPIST
ITABJIBIA
Kigskicrs EII: 3

17.03.2025 11:04:08 ;
17.03.2025 11:04:10 ;
17.03.2025 11:04:11 ;

17.03.2025 10:57:05 :
17.03.2025 10:57:06 ;
17.03.2025 10:57:09 ;

17.03.2025 11:04:11
I loroyms;

17.03.2025 10:57:09

lTorojme:;

17.03.2025 11:04:11
[ lorojue

17.03.2025 10:57:09
Iorojumn

'pexaiior Ouexcanip
Cepriitosuy
Kinpkicts EIL: 3

17.03.2025 10:38:23 ;
17.03.2025 10:38:25
17.03.2025 10:38:26 ;

17.03.2025 10:38:26
[oromme;

17.03.2025 10:38:26
[loro;ime

OCI11OB CEPI'IH
KOCTSIHTUHOBUY
Kinskicrs EIL: 3

14.03.2025 15:39:42 .
14.03.2025 15:39:43 .
14.03.2025 15:39:44 ;

14.03.2025 15:39:44
[Torojms;

14.03.2025 15:39:44
lloroue

[ osingyk Ouer
Mejoposut
Kinnkicrs EIT: 3

14.03.2025 14:09:25 ;
14.03.2025 14:09:26 ;
14.03.2025 14:09:27

14.03.2025 14:09:27
llorosme;

14.03.2025 14:09:27
I lorojus




Camoiinenxo Tamapa
Anaroliisia
Kirnkicts EIL: 3

14.03.2025 14:06:19 ;
14.03.2025 14:06:20 ;
14.03.2025 14:06:21 ;

]

14.03.2025 14:06:21
Lorojms;

14.03.2025 14:06:21
Iorojus

LIBII'VH JIMATPO
BIKTOPOBHWY
Kinpxkicrs E1IL: 3

14.03.2025 14:05:55 ;
14.03.2025 14:05:56 ;
14.03.2025 14:05:58 ;

14.03.2025 14:05:58
1 loromn;

14.03.2025 14:05:58
[orojms

EETEE

L




Honarox 2

Kpatidixaniiini kpurepil upoue/ypn sakyniBiii Ta nepesik JIOKYMEnTis, Mo nijirsepuKyoTs
ingopmanin y9acHAKIB PO BUIOBIHICT IX TAKAM KpHTEPisv

RJ Keanidixaniiinui sepirrepi Ilepeuix jlokyMeHTIB nHa lli}l'rB(Epff)KCll-I}‘H Bi;muni;mo_cri ,

" i e YYACHHKA BCTAHOBJICHUM KBaJipikaniiinnm kpurepisv

1. | Hasisuicrs joxymenraiabio | Jlosijika B JoBUILHIH (opMi 3a 1JUIMCOM  YIOBHOBAKCIOL
i TBEP/KCHOT0 JIocBily | 0cO0M yyacnuka, 3aBipcHa 1eqarkoro (y pasi il Bukopucranis),
BHKONAHMS  aHAJOriYnoro | ma ¢ipmoromy Oianky (y pasi massnocti) upo HasBHICTD

‘ (apajrorianmux) JI0T0BOPY | JIOCBIJly BHKOHAHHS AHAJOITYIOro (aHajoriynux) JIoroBopy |

‘ (xoroBopin) (JoroBopiB)* 13 3a3HAYCHHSIM: HAHMCHYBAHHs KOLTPAICHTA,

LIPC/IMETY JIOTOBOPY, JIATH YKIIaJ(@nis.
Ha wuyrreepipkenis BUKOHANIS aqajorivnoro (anajorignmx)
JIOTOBOPY (JloroBOpIB), KU (ski) 3a3madcnunit (3asnaucni) B |
| JIOBLUL, HAJIAIOTHCS KOLHT: BUKOHAHOTO JIOI'OBOPY, BHJIATKOBOT |
(BUJIATKOBMX) HaKJIa/IHOT (11aKiia)iiux) abo akry (aKris), imcra-
BUL'YKA BUL 3aMOBHMKa, abo immm  JIOKYMCHTH, IO
HITBCPIGKYIOTH HOTO BUKOYAHS,
* 11io ananoziunus 002060pom po3ymicmoest 00206ip nodidnuLl
3a npedmemom saxynieii sa nepioo 3 2014 poxy no menepiwaiii
qac. Hxwo 6 00610yl y4acnux 6KA3ye OeKilbka Anaioidnux
002060pI6, MO  6CI  QOKYMeNMU  Wo00 NIOMEEPOICCHHS
[ | GURONAIA MAKUX Q02060PI6 NAOAIOMLCH W00 KOJICHO20 13 |
e BKA3ANUX 6 D0GIOYT D0206OPIE. :
2. | Inpopmamia npo rTexmiumi, | JLug ujrBepipKeHis  BLMIOBIIIOCTT TCIJICPHOT  HPOLIO3HUITIT

AKIiCHI Ta KUIbKICHI | TCXHIYNMM, SKICHUM Ta KUILKICHMM  XapakTCpPHCTHKAM
XapaKTCPUCTHKN upeiMera | (BUMOraM) 3aMoBHMKA YYacHUK Yy  CKJIQJi  TCHJICPLOL
3AKYHIBII | LIPOLIO3UIUT HOBMHCI HAJATH:

' 1) indopmariio LIPO MOMKIMBICTE HIOCTABKHA TOBAPY BIJUIOBLJIIIO
JI0 Texnignoi crcrpdikaiiii 13 3a3ua4CcHisM KONKPETHOT Ha3Bu _
LIPOIPAMHOT TIPOJIYKIIT Ta TepmiHy i gii, mo upouonycrnes
Y4ACHHKOM;

2) apropmsaruinuii Jmcr (asropuzaimiiina gopma Toino) Bij |
[ pMpoOnMKa Tosapy abo Horo oginiinoro 1pejcTaBHAKA, |
L | Jucrpud’loropa B YKpaiul, SKHH HTBCPIDKYC HasiBHICTL Y |
| Vyaciuka craTycy HapTiepa Ta 1pasa Ha 3/iiCICHIIs 1IPOJIaKy
3alIpOII0NOBANOI0 YYacHUKOM TOBApY, BHJIAHWN Ha aj(pecy |
3amMOBHMKA 13 HOCHIIAHHSIM Ha 1LIPOICJLyPY 3aKyliBil. i

Y pasi yuacmi 06 'conanns yuacnuxie niomeeposiceniis 6ionogionocmi Keanigikayitmum xpumepism
30MUCHIOCIMbCSL 3 YPAXYSAHHAM  Y3AeAnblenux 00 COHAHUX ROKAZHUKIE KOJICHO020 YUACHUKA MAKO2O
06 'conanns na niocmaei nadanoi 00 ‘conannsam ingopmauii.

57
Ininiarop 3akyuiBJii /j,'/{« '
LA

A. C. CrpeBaimnok
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TOB "TEXHOMNOMI ANS BI3HECY"

syn. Yropceka, Oya. 12, odic 21, m leeis, 75034
B Grand Step. syn. MNoneosa, 241, M. Kuis, 03056
tb@tb.ua

TECHNOLOGY

f®

=

for BUSINESS

Bux.No250317/1
Bia 17.03.2025

_ B.o. aupekTopa
CKIT «KHUIBTEJNECEPBIC»
Onekcanapy BOJIOUYKY

oo 3y Yinosoi npenosuyil

Y BiAnosias na Baw sanut Ne65-2025 gia 14.03.2023p. Hagaemo indopmauio moao
OPICHTOBHOT BapToCTi 3aco0iB iH(opmaTuzauil «[ligrpumka nporpamHol npoaykuii 11s
MiJICUCTEM 3aXMCTY MicbKol MepesxeBol iHdpacTpykTypu: 48730000-4 — [laketu nporpamMHoro
3a0e3nedenHs ans 3adesneuedHs Oesnexu 3a JK 021:2015 Caunoro s3akyniseibHOro
CJOBHHKAY. BIANOBLAHO 10 TeXHIYHUX BUMOT, Hajauux Bamu vy Joparky.

LinoBa npono3uuis

| Ne | HalimenyBanns Oa. | K- | Tepmin Llina 3a oa., Cyma, ]|
: | BHM.  CTL | NATpHM rpu3 [AB rpu 3 [1AB
|
KU
1 FortiDDoS-1200B 1 Year IP
i | Reputation Service for FortiDDos- wT 1 6 862 625.00 | 6862 625.00
| ' 1200B
| 2 | FortiDDoS-1200B 1 Year Domain w1 1 12 mic. | 686262500 | 686262500
‘ | Reputation Service
| 3 | FortiDDoS-1200B 1 Year FortiCare wr 1 6 862 625.00 6 862 625.00
|| Premium Support |
L Beworo 3 [MAB | 20 587 875,00 |
3 noparoio /‘/‘/
enepaibunii JuperTop o Banepiiit MUKOJIAMYYK
77
(4
Yo
Kuiscbka mMiCbka REDXaBHA anMiHICTpALig
Creuwianizosate KOMYHANBHE NIANPUEMCTEO
K EWJ"E.FI;”JEPWC"
i Bt No____ 2 JAOR5
a4 03 T
% e® g me * BF 8 am 5 8 my 1 G d
288 @ e & @ ¥ E8 @ @ @@ R & CET 5



O t - TOB «OMNTIAATA»
P I 04071, m. Kuis, Byn. Memuripcora, 22,

UA103226690000026004300941299
D a ta y $inii TY no m. Knesy Ta Kuiscbroi obnacri,
AT «Quianbark» TBBEB 10026/020, M®O:
EI"IfOI’CE your 322669, EAPNOY: 39693067
security
BuxNe 031725/10 Big 17.03.2025 Cueniaxizosanomy KOMYHAJIBLHOMY HUINMPHEMCTBY
Ha Ne 63-2025 Bin 14.03.2025 «KuiBTenecepsic»
KOMEPLIIMHA ITPOITO3ULIIS

Tosapucteo 3 oOMexcHoro BljnoBiansnicTio «OITTIIIATAY Hajac koMepuiiiny IPOIO3UII0, Y
BI/MOBI/bL Ha Bam samur, cTocosHo 3akymnisini [Iporpamua npoiyKitis s MiZICHCTEM 3aXUCTy MiChKOT
mepexkesol ingpacTpykrypu; 48730000-4 — Ilakeru nporpamioro 3abesnedenns s 3abe3nedenys
Oc3neku.

On. K- Tepmin Bewor, rpu. l Beporo, rpu.

Haiime
MeHyBaHHS Bumipy | T | uixrpumxm ues I1IJIB 3 [1IAB

Cucrema DDoS Protection
Appliance-1200B

1. IlpumipHuk nporpaMmHoOi
npoaykuii s Cucremu
DDoS Protection Appliance-1200B LIT. 1 1 pix 5687 295,00 | 6813 954,00
Turm 1:

FortiDDoS-1200B FortiCare

2. [IpuMIpHHK ITpOrpamMHoOl
npoxykuii ams CucreMu

DDoS Protection Appli -1200B .
e S e . 1 1 pix 5687295,00 | 6813 954,00
FortiDDoS-1200B IP Reputation
Service

3. IlpuMipHHK npOrpaMHOI
upoaykmii jurt Cucremu
?}?ﬂoif’rotectxon Appliance-1200B — 1 1 pik 5 687 295,00
FortiDDoS-1200B Domain
Reputation Service

6 813 954,00

I1/IB (20%): 3 406 977,00
Beworo, rpu. 3 IIJIB: | 20 441 862,00 |

3 noraroxo,
["enepanibHUiA AUPEKTOP

TOB «OITIIATA» binmuk M.A.

info@optidata.com.ua
www.optidata.com.ua

‘ Kuiglora kiCbra LEQAEDAE AOMIHICTRAUIR




YKPiHoocuctemu
4
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TOBAPUCTBO 3 OBEMEXEHOIO BIANOBIOANBHICTIO «YKPAIHCLKI IHGOCUCTEMM»
Micuesnaxomkenns - 04112, m.Kuis, aynuua Onenn Tenirw, Gyannok 4

MowTosa apgpeca - 04112, m.Kuis, Byn. Onexw Teniru, Byavnok 4, Ten, +38 (044) 422-55-33

web: htip://ukrinfosystems.com.ua, e-mail: info@ukrinfosystems_.com.ua

IBAN UA463006140000026005500095615. AT «KPE[I ATPIKONb BAHK», MOO 300814

koa €APMNQY 39210567, INH 392105626584

Ne 38 Big 17.03.2025p.
Ha Ne 61-2025 Bin 14.03.2025p.

B.o. nupexropa

CIELIAJII3SOBAHOI'O KOMYHAJIBHOI'O
M ANTPUEMCTBA «KHUIBTEJECEPBIC»
Onexcannpy BOJIOIVKY

LHIHOBA NMPOTIO3M LIS
TOBAPHCTBO 3 OBMEXEHOIO BIATIOBIJIAJIBHICTIO «YKPATHCBKI IHOOCUCTEMM, y sianosias
Ha Bai 3amur Ne 61-2025 ix 14.03.2025p. Ta 03HaHOMMBUIMCH 3 TEXHIYHWMM BHMOTAMH [0 npeaAMeTy 3aKymiBni
«TTinTpuMKa NPorpaMHol NPOYKLT Ast HIACUCTEM 3aXUCTY MiChKOT MepeskeBOT iHpacTpykTypH; 48730000-4 — [NakeTn
nporpamHoro sabesnedeHHs ang 3adesnedenns Gezneku 3a K 021:2015 €nuxoro 3aKyNiBESILHOTO CIOBHHKAY HAjae
CBOI0 LIHOBY IMPOMO3HLIIO!

Iina 3a
Ne L —— On. Kink- Tepmin OOHHHLKO, Cyma, rpH.
n/n ye BuMipy | kicTe | nigTpumiu rpH, (Oes (3 ILIB)
I1]1B)
Cucrema DDoS Protection Appliance-1200B
[pumipunk nporpamuoi npopywuii aas
Cucremu
1 DoS Protection Appliance-1200B Tun 1: LT 1 5651 255,50 6 781 506,60
FortiDDoS-1200B 1 Year FortiCare Premium
Support
IMpumipuuk nporpamuHol  npogykuil  mis
Cucremu 12 micsauis
2 DoS Protection Appliance-1200B Tun 2: LT, ] 5651 255,50 6 781 506,60
FortiDDoS-1200B 1 Year IP Reputation Service
for FortiDDos-1200B
Npumiprur nporpamuol npoaykuii agsn
Cucremu
3 DoS Protection Appliance-1200B Tun 3: LLT. 1 5651 255,50 6 781 506,60
FortiDDoS-1200B | Year Domain Reputation
Service
Beroro Ges ILAB: 16 953 766,50
Beworo ITAB: 3 390 753,30
Bebworo 3 I1IB: 20 344 519,80

B Tomy wueni TIIB 20% - 3 390 753,30 rph.

3 noparoio,

aupexrop TOB « YKPIHOOCUCTEM Annpiit IIATOB

J Rliiccbka miceka OeDAABHA anMIHICTpaL S
$ CI"u_-Zuir:-l.' 3k

srp -

TS T e
=¥ '.uuL.:i‘:r:-?”'“’"

1
;] BxiaHui IJ;‘. HE s 4 T
i

web: http://ukrinfosystems.com.ua.  e-mail: info@ukrinfosystems.com.ua, Ten: +38 (044) 422-55-33



L3 3 {\  TOBAPUCTBO 3 OEMEXEHOIO BIAMOBIJANBHICTIO
- . «BM KOHCTPAKLLH YKPATHA»

CONSTRUCTION
Bux.Ne 1/1703 Bizt 17.03.2025
cflurtjgzlcfkacﬁc\w e B.o. Inpexropa
e ke e CKII “KUIBTEJECEPBIC”
CRTAON 7Y Y 0. BOJIOIYKY
' X037 74

H[odo nadanns yinosoi nponoziyif

[anoBuuit mane Onexcanape!

TOB «BM KOHCTPAKIIIH YKPATHA» sacsijuyc coio moary 3a Mgy CHiBIpaIio Ta y
BIATIOB1(6 Ha BamI 3anuT Bix 14.03.2025 poxy Ne 64-2025 napac opleHTOBHY BapTiCTh LIOAO 3aKyIIIBI
« [IporpamHua mpotyKuist Jiis DICUCTEM 3aXHCTy MiChKOT MepeskeBoi iHdpacTpykTypu; 48730000-4-
Ilaxern nporpamuoro 3zabesmeuenHs Juist 3abesneuenHs Oe3mexu 3a JIK 021:2015 €pumsoro
3aKyNiBENBHOIO CJIOBHUKA, HAa BUKOHAHHS IIYHKTY 6.5 « BIpoBaKeH s, pO3BUTOK Ta JMOOCHAIICHHS
LCHTPY MOHITOPHHTY Ta KibepOesnekyd MICBKHUX CepBICIB 3aKyIiBiisl OOJaJIHAHHS Ta HPOIrPaMIoro
3a0e3neueHHs KibepOesneKkd, CTBOPEHHs, IPOBEICHHs JEPIKABHHX EKCIIEPTU3 Ta MOJIEpHi3allis
KOMIIIEKCHHX CUCTEM 3axHCTy iH(opmallii» rnepeniky 3apiaHb Ta 3axofiB B KommiexcHo! MicbKol
uineoBol mporpamu «L{ngpouit Kuis» Ha 2024-2027 poxwu, 3aTeepmxenol pimeHHsM KuiBCbKOT
micekoi pagu Bim 07.12.2023 Ne 7516/7557 (y penaxiuii pimuenss KuiBcbkol Mickkoi pam Bil
12.12.2024 Ne 449/10257) y BiIIoBiiHOCTI J10 TEXHIYHUX BUMOT, sika ckiajae 20 198 507,40 rpu.
(ABaguaTe Miasiionie cro jges’stHocTo Bicim THEsIY N’siTeoT civ rpuseds 40 komiitox) 3 IT/1B.

Crierudikaiis Ta 1iHa HaBeJeHa y Tabauil:

On. Kinn- | Tepnin Ilina 3a BapricTe De3 Bapricrs 3
Haiistenysanns BH- KiCTh nia- oo Ges ITAB, rpx. IIAB, rpu.
Mipy TPHMIH I]IB, rpu.

Ne

n/n

Cuerema DDoS Protection
Appliance-1200B

__-flp:mipumc nporpantHoy
npoayrui’ pas Cuerenmn
DoS Protection Appliance-12008 LWIT. 1 5610 696,50
Tun 1:
FortiDDoS-1200B 1 Year FortiCare 12
Premium Support Micsuin ~
IIpnmipunkg nporpamuoi
npogyruil aus Cucremu
DoS Protection Appliance-1200B8 wr, 1 = ;
) Tun 2: 5610 696,50 5610 696,50 6732 835,80
FortiDDoS-1200B | Year IP
Reputation Service for FortiDDos-
1200B

5610696,50 6 732 835,80

€OPMOY 39576191
n/p UADS 3806 3400000 26003107684001 8 NyAT KB «AKOPOBAHK», IMH 395761926591
Byn. MuBounueka, Bya. 17, ropnyc 1A, HexuTnose npumiterHa 417, m. Kuis, 04052, YkpaiHa

vwww.vmeu.com,.ua, office@vmecu.com.ua . Ten: +38 (044) 33 88 640
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L 4 Y ¢ {\ TOBAPUCTBO 3 OBMEXEHOIO BILMOBILAMBHICTIO
e «BM KOHCTPAKLLUH YKPAIHA»

CONSTRUCTION

Mpumipriie nporpaMHor
npoayruil pisi Cicremn

DoS Protection Appliance-1200B
Tun 3:

FortiDDoS-12008 1 Year Domain
Reputation Service

HIT.

5610 696,50 5610 696,50

6 732 835,80

Benoro es ITIB:

16 832 089,50 |

118

3 366 417,90

Besoro 3 [LIB:

20 198 507,40

3 noBaroro,
Jdnpexrop

Cepriii Mopo3

€APNOY 35576191

n/p UADS 3806 3400000 26003107684001 8 MyAT KB «AKOPOBAHK», IMH 385761926591

Byn. Fnubouuyska, Bya. 17, kopnyc 1A, HexuTnose npumitierns 417, m. Kuis, 04052, Ykpaina

www.vmcu.com.ua, office@vmcu.com.ua . Ten: +38 (044) 33 88 640
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