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KoHkpeTHa Ha3Ba mnpemMmera 3akymibii — IlakeTn mporpamMuoro 3aGesmedeHHsi NiXCHCTEMH
kibepsaxuery Sandbox (48150000-4 Ilakernm mnporpamMHoro 3a0e3medeHHst sl KepyBaHHS
BUPOOHIYMMH npounecamu 3a JIK 021:2015 €aunoro 3aKyniBebHOro CJ0OBHHKA).

Obrpynmysannsa OOYiNbHOCMI 3aKYNIGL.

Ha BuxoHaHHs MyHKTy 6.5 «BrpoBa/DkeHHs, pO3BUTOK Ta JMOOCHAICHHS LIEHTPY MOHITOPUHIY Ta
KibepOe3neKkn MiCBKMX CEpBICiB, 3aKymiBis o0JialHAHHS Ta NPOrpaMHOro 3abesnevyeHHs KibGepOesmneku,
CTBOPEHHS, IPOBEJEHHS JEPXKABHUX EKCIEPTU3 Ta MOJEPHi3allisl KOMIUIEKCHHX CHCTEM 3aXHUCTy
inopmauii» nepeniky 3aBgaHb i 3axomiB Ilporpamu, KommiekcHoi MichKOi WiNBOBOI Nporpamu
«ndposuii Kuis» Ha 2024-2025 poku, 3aTBep/pkeHol pimenHsM Kuiscskoi Micbkoi paau Big 07.12.2023
Ne 7516/7557.

3 meroro 3alesneueHHs aHaliTUKIB LleHTpy MoHiTOpuHry Ta KibGepOe3nekn MICBKMX cepBiciB
Cy4acHMMHM 3aco0amMu aHaji3y KiGep3arpo3 OLIMBHO MPOBECTH 3aKyMiBJIO JILEH3IHHOro MporpaMHoro
3abe3neueHHs Sandbox (BimokpemiieHe cepeqoBUILE Ui TeCTyBaHHs Kibep3arpos) (nani-I13).

Qbrpynmysanns 00cseie 3aKynieni:
O06’em miueH3ii OOyMOBJIEHO TOTOYHOK KUIBKICTIO MOTEHLiAHO Hebe3neunux aitnis 1o
noTpeOytoTh MOBHOTO aHali3y.

OO6rpyHIMYBAHHA AKICHUX XADAKMEPUCIUK 3AKVNIGIL!

TexHiuHi BUMOrM 1O TpeaMeTa 3aKkyliBii pEeKOMEHIOBaHi MpoTokosoM Bia 25.11.2024 Ne86,
3acilaHHs poOovol IpynHu 3 po3poOKM Ta MOrOKEHHs TEXHIYHUX BUMOT [0 3aKymiBesib poOiT, TOBapiB i
NOCIIYT TPY BUKOHaHHI 3axoAiB KommiekcHoi michkoi 1inboBoi mporpamu «L{udposuit Kuis» na 2024-
2025 poxu.

Quikyeana eapmicms ma 0cepend (QiHAHCY8AHHS NPpeOMema 3aKYNIGIL:

3riqHo mposezeHoro IHiuiaropom 3akymiBii (BiANOBiZaJbHUM 3a PO3pOOKY TEXHIUHUX BHUMOT)
MOHITOPUHTY LliH OYiKyBaHa BapTicTh NMpeaAMeTa 3aKymiBii cTaHoBUTh 3 226 080,00 rpH (Tpu MinsiioHa
ABICTI IBAALATD LIICTh TUCAY BiCiMAECAT IPUBEHBb HYJIb Komiiiok) 3 TI/IB, mio € MiHiMaJlbHUM 3HAYCHHSAM
OTpPUMAaHMUX KOMEpUiHHUX mporno3uiliii. OuikyBaHa BapTiCTh NMpeAMETY' 3aKyMiBJi HE MEPEBHUILYE PO3Mip
Ol0/UKETHOrO MpU3HAueHHs. Po3Mip OOUKETHOro MNpU3HAUYEHHS BHU3HAYEHO NacropToM OOKETHOT
nporpamu Ha 2024 pik BianmoBigHo Ao 3axoaiB KomrmuiekcHoi Michkkol 1inboBoi mporpamu «lludposnii
Kuie» na 2024 - 2025 poxku.

Jlxepeno ¢inaHcyBaHHS 3akymiBiai — micueruit Oromker, KEKB 2610 (CyOcunii ta moTouHi
TpaHchepTu mianpueMcTBam (yCTaHOBaM, OpraHizaiism).

Bun npenmery 3akymiBiti — ToBap.

KinepkicTe — 1 NineH3iliHe nmporpaMmue 3abe3neveHHsl.

Micue noctaBku ToBapiB — Micto Kuie. (BimmoimHo 10 a63.2 n.10 OcobiuBocTteld, y pasi Koau
ONPUTIIOOHEHHS 8 eIeKMPOHHI cucmemi 3aKynigesiv iHhopmauii npo Miclie3HaAXO/KEHHS! 3aMOBHHUKA
Ta/ab0 MiCle3HaXOKeHH (U1 FOpUAMYHOT ocobm)/Mmiciie mnpoxuBaHHs (s ¢izuuHoi ocobn)
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nocravajbHUKa (BUKOHaBLA pobiT, Hajapaya nociyr), Ta/abo micye nocmagKu mosapis, BAKOHaHHs POOIT
UM HaJlaHHS NOCIYr (ONMpPUIIOJHEHHS AKOi mependaueHo 3aKOHOM Ta/abo LUMH OCOGIMBOCTAMH) Hece
3azpo3y besneyi 3amo6HuKa Ta/abo NoCcTavaIbHUKA, MaKa iHlopmayisn 6 002060pi nPoO 3aKYNIE/IIO, AKUL
ONPUNIIOOHIOEMBCA 8 eIeKMPOHHIN cucmemi 3aKynigenb, moyice 3A3HAUAMUCA AK HA36A HACEIEHO20
MYHKMY MICIIE3HAXO/DKEHHSI 3aMOBHHKa Ta/a00 MicLe3HaXOMKEeHHs (Ui FOPUAMYHOI 0coOM)/Micie
npoxuBaHHs (s GiznyHOT 0cOOM) MocTavalibHUKa (BUKOHABIS poOiT, HagaBaya Mmociyr), ta/abo Hassa
HACEJIEHOTO IYHKTY, 6 AKWi 30LUCHIOEMbCA 00CMasKka mosapy (B SKOMY BHUKOHYIOTHCS POOOTH 4H
HAJAIOTECS MOCTYTH)).

3a3Ha4eHHs TOYHOI a/Ipecu Miclis IOCTaBKU TOBapy Hece 3arpo3y Oe3relli 3aMOBHUKA.

Ctpok moctaBku ToBapiB — 10 27.12.2024.

JopaTku:

1. Jopnatok 1. Indopmanis npo HeoOXifHI TeXHi4Hi, SKICHI Ta KiJIbKICHI XapaKTepUCTUKH TpeameTa
3akynieii (TexHiuHi BUMOrK) Ha 7 apk.

2. JHopnatok 2. KBanidikauiiini kpurepii 10 ydacHUKIB Ha | apk.

3. JHopatok 3. IlinTBepaKeHHA OYiKyBaHOT BapTOCTi MpeaAMeTa 3aKyiBJi (MOHITOPHUHT I[iH) Ha 5 apK.

4. Honatok 4. ITpotokon Ne84 3acinanns poGouoi rpynu 3 po3poOKH Ta MOTOPKEHHS TEXHIYHUX BUMOT
JI0 3aKyTiBesb pobiT, TOBapiB i MOCIYT MpH BUKOHAHHI 3ax0/1iB KOMITIEKCHOT MiChKOT 1IJTEOBOT mporpamMu
«ndposuit Kuiey Ha 2024-2025 poku Ha 2 apk

IniniaTop 3akyniBai €.B. byp:xuHcbknii

«IOTOZKEHO»:

HavaabHuk IleHTpy MOHITOPHHTY Ta
KiGep0Oe3nekn MicbKHX cepBiciB

ML.A. Kypbenko

HavaabHUK 32rajibHO-NPaBOBOIO BiiLy ”"\(TV" B. B. Tuxonos
,
X

HawanbHuK Bigaiiay-rosoBuuii dyxrajarep M, / I'. A. bykma

3acTynHHK roJIOBHOro OyXrajrepa

3 EKOHOMIYHHNX MHTAHb b 1O.B. Bogovaena




JlopaTok 1

TH®OPMALISA ITPO HEOBXIJAHI TEXHIYHI, SIKICHI TA KIJIbKICHI XAPAKTEPUCTUKH
HPEJMETA 3AKYIIIBJII (TEXHIYHI BUMOTI'H).

IlakeTn nmporpamuoro 3a6e3nevyenns nigcucremu KiGepsaxuery Sandbox (48150000-4 Iakern
NporpaMHoro 3abesneveHHs /sl KepyBaHHsI BUPOOHuunMH npouecamu 3a JIK 021:2015 €xunoro
3aKyNiBeJIbHOr0 CJIOBHHMKA).

Ha Buxonanns myHKTy 6.5 «BnpoBajUKeHHs, PO3BHTOK Ta JOOCHAIUEHHs LEHTPY MOHITOpMHIY Ta
KibepOe3nekn MICHKMX CepBiciB, 3aKymiBis OOJaJHAHHS Ta MPOrpamMHOro 3abesnedeHHs KiGepOesmeku,
CTBOPCHHS, MPOBEACHHS AEPKABHUX EKCIIEPTHU3 Ta MOAEPHi3aLlisl KOMITJIEKCHUX CUCTEM 3axXKCTy iH(opMarLiin
nepeniky 3aBlaHb i 3axoiB KommiekcHol micbkoi 1inboBoi mporpamu «L{udposuii Kuie» na 2024-2025
poKH, 3aTBeppKeHoT piteHHsIM KuiBebkoi Micbkoi paau Big 07.12.2023 Ne 7516/7557.

3 metor0 3abe3neveHHs aHamiTUKiB LleHTpy MoHiTOpHHrY Ta KiGepOesnekn MichbKHX CcepBiciB
Cy4acHMMHM 3aco0aMu aHallizy Kibep3arpo3 HeoOXinHo JileH3iiiHe mporpamue 3abesnevenns knacy Sandbox
(BiOKpeMIIEHE cepeJOBHLLE AJIs TECTYBaHHs Kibep3arpos) (nati-I13).

3aranbHi BUMorn

3 wMeroro 3abesnedyeHHs (QyHKUii MOHITOpuHry Ta KibepGesmeku Micbkux cepBiciB LleHTpom
MOHITOPHHTY Ta KiOepOe3nekn MiCbKUX cepBiciB HeoOXiqHO 3abe3neynTH NpUIOaHHsA KOMIUIEKTY
nigeHsiiiHoro nporpamHoro 3abesneyeHns kiacy Sandbox (yitiensiiine nporpaMmHe 3abe3nedyenns).

3a3zHavyeHe nporpamHe 3a0€3MeUeHHs CUCTEMH MOBUHHO OYTH XMapHUM Ta HE TIOBHHHO MOTpebyBaTH
JOJATKOBUX JIIEH31H 11 pO3ropTaHHs.

Jlinensiiine nporpamue 3a0e3neyenns kiaacy Sandbox (inensiiine nmporpamue 3a6e3nevyeHHst) -
1 wit. Crpok aii Jginensii 1 pik.

Ne | Xapakrepucruka Bumora

1 | 3arajabui BUMOru

Ao pyHkuionasy : .
CHGTEN Intelligence Bix BupoOHUKa (BEeHI0PA)

— IInardpopma Hamae moctym no Gasum panux Cyber Threat

— [Ilnardopma npauroe NoBHICTIO B Mojeni SaaS

— [Ilnardopma moBMHHA MaTH BJIACHI MEXaHi3MHU aHami3zy s
aHanizy wkigmuBoro Ttpadiky (B IHTepHeT-Mepexi), aHamizy
WKiamuBoi iHgpactpykrypu (dimmnaroei caittu, C2 pyznu) Ta
aHani3y WKiJIMBUX nporpam (MicOYHUIIS).

— Ilnatdopma nmoBMHHA HafaBaTW LEHTpPaNi30BaHUN BUIVIAA, IO
BigoOpakae npuHaiiMHi:

. Kareropito mKijyiuBOro mnporpamHOro 3abe3neueHHs
(HampuKJiaf, TporpaMu-BUMaradi, Mmporpamu JUis BHUKpaJEHHS
JIaHux, 00T)

. [IpaBuna BUSBICHHS AJ1s LIBOIO WIKIAJIMBOIO IMPOrpaMHOro
3a0e3neueHHs




. Marpumro MITRE T1a TTP  (TakTuku, TexHiKy,
NMpouenypH), 1O  BHKOPUCTOBYIOTbCS  LUM  LIKiJJMBUM
IporpaMHuM 3abe3neueHHsIM

. HewmonaBHo 3KkopenboBaHi IHIMKATOPH KOMIIpOMETaLlii
(I0C) (3a ocranni 24 ronuHu Ta OCTaHHi 7 JHIB)

. 3aBepleHy po3BiAyBalibHY iH(OpMaIlito PO e IKiIHBe
porpaMHe 3ade3neqeHHs

. 3/0BMHUCHUKIB, sIKI BHUKOPUCTOBYIOTH L€  ILIKiJJIUBE
nporpamHe 3a0e3rneyeHHsl

. KepTB 11bOro MIKiATMBOTO MPOrpaMHOro 3abGe3neyeHHs

Bengop CTI noBuHeH 3a0e3ne4nTy HaaHHA CepBiCy MiATPUMKH
(xoHcynbTauii) y chepi KiGepOesneku Iy 3aMOBHMKA, 3 MUTaHb
CTBOPEHHSI TOTOBOI pO3BIKH, OHOBJICHHS Ta BUIIPABIICHHS
HocnijkyBanbHa KOMaHa BUPOOHUMKA MOBUHHA HAJABAaTH 3BITH
IIIOHAHMEHIIIE 32 TAKUMH KaTeropisiMu/TeMamHu:

. Kibepronis

. ITpodink 3m10BMUCHUKA

. Amnani3 mkignusoro 13

. Amnani3 xiGepsarpos

. Baninauist kibepHanasis

[Tnardopma MOBHHHA BUKOPHUCTOBYBAaTH TEXHOJIOT'i10

FEHEPAaTUBHOIO IITYYHOrO iHTENEKTY [yl aBTOMATHYHOIrO
CTBOPEHHS 3BiTiB

ABTOMATH30BaHi 3BITH TOBWHHI TIeHepyBaTHCS MpUHANHMHI
AHIJIIHCBKOIO Ta YKPATHChbKOK MOBaMU.

[Inar¢popma MOBMHHA BHUKOPUCTOBYBAaTH BJIACHY TEXHOJIOIIO
ONTUYHOro posmizHaBaHHa cuMBosiB (OCR) 1jsi BUSIBJCHHS Ta
iHTepnpeTauii 3MicTy rpadiyHux 300paxeHb.

IInarpopma CTI noBuHHAa miATpUMYBaTH JUUIE  OJHY
LHeHTpai3oBaHy ©0a3y JaHuX [UId KOXKHOTO KOpHUCTyBada
mardgopmu. PinenHs, mo nependavae CTBOPEHHS OKpeMoi 0azu
JAHUX JIJIsl KO)KHOT'O KJIIEHTA, € HEMTPUITY CTUMUM.

[Mnatpopma CTI moBMHHA MPOBOAWUTH ABTOMATU30BAaHY OLIHKY
puszukiB ans tunie o6’extie IOC (IP-appecu, nomenun, URL-
aapecH, xer-gainn).




CTI-nnargopma noBuHHa MaTH BOYIOBaHMEl Yy BeG-iHTepdeiic
IHCTpYMEHT TOINYKY, SKHUH [JO3BOJISIE 3/IHCHIOBATH MOIIYK
iHpopmauii posBiaku moxo BubGpaHoro Ttumy o0’ekta I0C
(iHnuKaTOpa KoMIpoMeTailii).

[Tnarpopma He MOBMHHA BBOAMUTH JIiLIEH3IHHUX OOMEXEHL Ha
KIJIBKICTh BUKOHAHUX MOMIYKOBUX 3amUTiB 32 06 ektamu [0C.
[Tnardopma CTI noBUHHA MiATPUMYBATH MOIIYK | 3aBaHTAKCHHS
npapunt  gereknii  tunmie  SIGMA, YARA Ta SNOART
fesmocepenHbo yepes WebUI.

[Tnatdopma CTI noBuHHA MIiCTUTH pO3BimyBalibHY iH(OpMalito
Ta KartanmorizyBatd ionHaiiMeniie 3000 ciMeHCTB LUKiIIHBOrO
IPOrpaMHOro 3abe3MneyYeHHs .

[Inatpopma  noBuHHAa  MiATpUMYBAaTH  CrHeliai30BaHUi
iHCTpyMeHT nouryky, aoctynuuit B intepdeiici WebUI, mis
NOIIYKY Po3BiAyBanbHOl iHGOpMaNil Mpo BiANOBiAHE IIKigIMBeE
nporpamHe 3a0e3neveHHs.

[Inardpopma He MOBMHHA BBOAWUTH XOAHUX OOMEXKEHb Ha
KiJIBKICTh 00’ €KTiB LIKiAJMBOIrO MPOrpaMHOro 3a0e3rneyeHHs, o
NiASraroTh MOLYKY

3aBepIlUeHi po3CIligyBaHHs, CTBOPEHi JOCiJHULIBKOIO KOMaH 1010
BUpOOHHUKA, MOBUHHI OyTH JOCTYMHI Ha rmiatdopMi i MOUIyKy
Ta MeperisLy.

Jna tuniB o6’extie IOC myatdopma mMoBHHHA BigoOpakaTH
HACTYMHHUI KOHTEHT y LICHTPaJli30BAHOMY BUTJISIII, OKPiM OLIIHKU

PU3HKY:
. Metanani

. DaKTOpu PU3UKY

. Joxazu ais Beix GakTopiB pusuKy

. [cTOpruHY OLIIHKY PU3UKY 3 YACOBOIO LIKAJIOK

. Iruri nos’a3ani I0OC

. ITocunanns Ha mkignmuse 113 a6o 310BMUCHHKA

. Bignoginnictes TTP (Bxmouaroun MITRE T-codes)

KosxeH 3BiT MOBMHEH MaTH YHIKaJIbHHUI 3aroJIOBOK Ta KaTeropito
Bennop CTI noeuHeH MmiATpUMYBaTH iHTErpaliio 3 NPOBIAHUMU
nocravaJlbHUKaMu pileHb y cdepi Kibepbe3neku, npuHaiMHi 3
TaKUMHU KOMIaHisIMU:

. Palo Alto Networks




. IBM
. ServiceNow
. Splunk

. Microsoft

Bumoru go
JoKepes1 JaHuX

30ip JaHMX TOBMHEH BHKOHYBATHCh aBTOMATH30BaHO 3a

JOTNIOMOIOI0 MEpeXi CHelianbHO 3arporpaMoBaHUX OOTIB, fAKi

NOCTiHHO 06T iHhOPMALiFO 3 [Kepen MocTavyanbHUKa

[Tnargopma CTI noBuHHA 30MpaTH AaHi 3 HACTYIHUX [KEPEIT:

o Telegram

e Discord

o Twitter (X)

e Couianeni mepexi (LinkedIn, Meta, VK and similar)

e Github

e  ®aiinooobMminHi mardopmu (Scribd, Toio)

e HoBuHHI BUmanus

e Kibephopymu

e Dark Web ¢opymu

e Darknet mara3uHu Ta pUHKH

e broru yrpynoByBaHb Ransomware

e CaiiTu 11 BHMAaraHHs BHUKYIy, MOB’s3aHi 3 MporpaMammu-
BUMaraiuamu

IInarpopma moBMHHA  aHami3yBaTH Ta  IHTEpIpPETYBaTH

HECTPYKTYPOBAHUI TEKCT, HalMCaHUH Oy Tb-IKOIO MOBOIO

OO6pobka MOBM Ta Tepekiaj [MOBUHHI BUKOHYBAaTHCA 3a

JOTNOMOrOI0 alropuTMiB 00po6ku npupoaHoi MmoBu (NLP), npu

LbOMY HEOOXIJJHO 30epiraTu NpaBUJIbLHUI CHHTAKCHC Ta PO3YMITH

CJIEHT

JI1s BCiX IHIIMX MOB TIEpEKIIa] Ma€ BUKOHYBATHCS 3a JJOTIOMOTOIO

TexHonorii rnmmubokoro MoBHOro mnepekiany (Deep Language

Translation). Bukopucranns Google Translate He npuiinsaTHe.

[Tnardopma moBUHHA MiATPUMYBATH aBTOMATHYHE PO3ITi3HABAHHS

111a0JIoHiB Ta Knacugikaiiio 06’ eKTiB.

e Ingukartop komnpomerauii (IOC) (IP-agpeca, nomen, URL,
xelu ¢aiiny)

e Hasga wkimmBoro nporpaMHoro 3a0e3ne4eHHs

e [m’s cy06’exta 3arposu (Threat actor)

e Ajpeca eIeKTPOHHOT MOLITU

e Hazspa Bekropa ataku (MITRE T-codes)

e Haspa xommnanii abo opranizanii

e [m’s ocoOu

e Micue3HaxokeHHs (MiHIMYM MiCTO, KpalHa Ta KOHTHHEHT)




e IM’a xopuctyBaua (y Twitter, Ha ¢opymax, BKIOYHO 3
(dopymamu B 1apKHETi)

e CVE (cninbHi Bpa3JIMBOCTI Ta €KCIIIOWTH)

e [Ipomykr i mporpamHue 3a6e3neveHHsl.

[Tnardopma noBuHHA MiCTHTH B CBOI# 6a3i naHMx moOHaMeHIIE 5

MIIBAPAIB 00 €KTIB, SKi MatOTh OYTH KaTeropuzosai (BiAMnoBigHo

J0 TIONEPEAHBOT BUMOTH)

ABTOMaTH30BaHMii 30ip JaHUX MOBHHEH BUKOHYBATHCH Y PEXKUMI

peanbHOro 4acy (i3 3aTpUMMKOIO aHANI3y B MeXaxX JEKiIbKOX

XBUJIMH).

[Inarpopma TOBMHHA BKJIIOYATH ANTOPUTMH  MAIIKMHHOIO

HaBYaHHA Ha €Tarli aHali3y JaHuX, 100 aBTOMATHYHO i MUTTEBO

MEPETBOPIOBATH HECTPYKTYPOBaHHI TEKCT Y pO3BianaHi.

ITnargopma CTI noBrHHa 30upaty aHi 3a mprHaiMHI octanHi 10

poKiB Ta Matu iH(opMmauio 3a 1ei nepion, o6 3abe3neunTy

MOXJIMBICTb iCTOPUYHOTO a00 PETPOCIIEKTUBHOIO aHaIi3Yy.

Bumoru o
ylpaBJiHHsA
JOCTYNOM

Hoctyn no nnardgopmu HagaeTbes 3a jonomororo WebUI ta API
MepexeBi  3’eqHaHHs 3 mIarpoOpMoOK0  MOBHMHHI  OyTH
KpunrorpadiqyHo 3axXuiieHi 3 BAKOpUcTaHHAM nipotokoay HTTPS,
mo 3abe3neuye KoHQiAeHUiHicTs Ta wijicHicTs nanux. lle
crocyetbes ik WebUI, tak i API.

Jnsa  aBreHTudikauii Ta aBTOpU3auUil aHaMITHKIB miardopma
NOBMHHA MiATpUMYBaTH OaratodakTopHy ayTeHTH(iKaIllir0
(MFA) 3 BukopuctanHsam 1oHakiMeHie MFA-Tokena
[Tnatpopma  noBuHHa  miaTpumyBatu  ¢yHkuito  SSO,
mwoHanmenwe g Microsoft Azure AD (Entra ID)

API mae nigrpumyBaTH ayTeHTHdikaiito 3anuTiB uepe3 API-
TokeH abo Oauth

Ha API e noBuHHO OyTH NileH31HHUX 0OMEXEeHb IOA0 KiNbKOCTI
3aIUTIB 1 KBOT JUId MepelaHuX JaHuX yepe3 API-kanai.
[Tnarpopma nos3Bossie ctBoputi 10 oKpeMux KopHcTyBauiB 0e3
HEOOXIAHOCTI OTPUMaHHS I0JaTKOBOT JIiEeH3IT.

Bumoru ao
MiCOYHHM I

[Tnar¢popma CTI moBMHHA MaTH BJIACHY CUCTEMY IMiCOYHHMILI, KA
JI03BOJISIE BUKOHYBATH TepeBipKy (BaiiiliB 3a J0MOMOror METOIiB
sk WebUl, tak i APl. BukopuctanHsi CTOpOHHIX pillleHb JUIsi
nicounuib abo OEM € HenpHHATHUM.

Cucrema MicoYHHULI TOBUHHA JO3BOJIATH 3amyck Ta aHaniz URL-
aapec i BeO-caiiTiB, M0 MarOTh 3’€qHaHHA 3 mepexero TOR.
[licoynuus nOBMHHA MiATPUMYBAaTH iHTEPAaKTUBHY CECil0 B
peasibHOMY Haci 3 BipTyaJlbHOIO MAIlMHOKO Ui 3aImycKy, 11100
3abe3neunTy Oe3nedHe BiaBiAyBaHHS pecypcie Darkweb
Cucrema TiCOYHHII TOBHHHA TMiATpUMYBaTH aHali3 Qaiiip
po3mipom He menuie 2 ['b.




Cucrema micouHMUi TNOBMHHA MiATPUMYBATH HACTYMHi THIIHU
daiinis s aHamisy:

. DLL, EXE, MSI

. 7z, bz2, cab, gzip, img, iso, msg, rar, tar, zip
. MS Office, html, hta, pdf, swf

. bat, psl, js, vbe, vbs

. DMG, ELF, mach-o, PKG

Cucrema micoYHULI MOBMHHA MiITPUMYBATH crielianbHui API-
inTepgeiic, mo 103BoNA€ 3aBaHTaXyBaTH (aiiiu ta URL-agpecu
AU AHaJl3y, a TaKoX 3aBaHTAXYBaTH 3BITH MpPO pe3yJbTaTH
aHai3y 3 NETAISIMHU.

[TocTayaNbHUK MOBUHEH HAJATH TOTOBUH JO BUKOPMCTAHHS
NPOrpaMHUi KO, 1O J03BOJsAE B3aemoniatd 3 API micounuui,
HalucaHui woHakmeHie Ha Python.

Cucrema mico4YHuLI NOBUHHA MiATPUMYBATH Mojavy Qaiis s
aHaJi3y 3a JIONOMOIOI0 3aBaHTAXEHHS JIOKAJIbHUX (BailliB yepes
WebUI, orpumanns 3 URL Tta nomaui uepes API.

CucreMa MiCOYHMLI TMOBMHHA MIATPUMYBATH 3arnobiraHHs
TeXHikaM wKigaueoro I3, 1m0 BHKOPHCTOBYIOTH METOAN
6opoTebu 3 BipTyanizauicto (Anti-VM).

Cucrema IiCOYHHLI TMOBMHHA OYTH 34aTHA  BHSBIIATH
BipTyauizaLiro npoiecopa.

Cucrema mico4HULI MOBUHHA MaTH BJIACHY KaCTOMHY CTPYKTYpY
JUIA CTBOPEHHsI 00pa3iB BipTyaldbHUX MAIMH, CHeLiali30BaHy Ha
a”asi3i wkignmusoro I13.

CucreMa micouHuIli MOBUMHHA OyTH o0NafgHaHa Creliali3oBaHuM
areHToM sfAzapa, o 3anodirae Merofam wikimmeoro I13 nportu
BipTyasizarii.

Cucrema micOYHMLi MOBUHHA BUKOHYBATH SIK CTATUYHWM, TaK i
MOBEAIHKOBHIA aHali3 3pa3Ka.

PesynbTat KOXHOro aHajizy MOBHHHI OyTH TMpeJacTaBlieHi Y
BUIJISA/lI UUCIIOBOTO 3HAYEHHS HA OCHOBI BHYTPILIHBOTO PillIEHHS.
3BiT 3 CHCTEMH IMICOYHHUIII TOBUHEH No3HavyaTtu BusasieHi MITRE
TTPs Ta BizyanizyBaru ix Ha marpulli MITRE.

3BIT Tako)K MOBUHEH TO3HA4YaTH IIKiJIMBI il Ta BUABJICHY
poauHy wkiamueoro 13 (ko e MokIMBO B KOHDirypauiiHoMy
daitii).

CucteMn MiCOYHMLI TMOBUHHI MiATPUMYBATH 3aBaHTAKEHHS
MOBHUX JaHux 3 forensic-aHamizy, BKJIIOYAIOUW: 3aXOIJICHHS
NAaKeTIB, JaMIX TIaM’ATi Ta 3aluC eKpaHa BipTyalbHOI MalllMHU B
peaTbHOMY Yaci.




Bumoru 10 oninku
pHU3HKIB

PusukoBuii 6an moBuHEH OyTH TpeACTaBIEHWHA Yy B
YHCIIOBOTO 3HAYEHHS

PusukoBuii 6an  mnoBMHEH  OGUMCIIOBATUCS HAa  OCHOBI
BaJliJalifHuX (aKTOpiB 3 TMPO3OPHM TMPEACTABICHHAM JOKAa3iB.
@akTopu NOBMHHI OyTH yHIKaIbHUMHU A1 KO)kHOro tuiy 10C.
Omnucosi (akTopy pU3HKY MOBHUHHI OYTH MOB’s13aHi 3 4acoM, 11006
MiHiMi3yBaTH HMOBIpHICTb HENPaBHIIBHOI OLIHKM pPU3HKIB i
3HU3UTH KiNbKiCTh XMOHOMO3UTUBHUX PE3YIILTATIB.

Hna oninku pusuky aitnis (xemwis) r1argopma NOBMHHA
BPaxOBYyBAaTH Taki akropu:

. ITo3uTHBHUI BEpAMKT MpO HASBHICTH MIKigmuBoro 13

. Busgnenns B ckanepax No-Distribute

. [Tor’s3aHicTh i3 KibepaTakoro

. [loB’sa3anicth i3 APT-rpynoro

. ITosinomnenns Big DHS AIS (MinictepcTBa BHY TPilIHBOT
6esnexu CILIA).

Jlns ouinku puznky URL-angpec minatdopma moBMHHA BKIIFOUATH
HACTYIHi (aKTopHu:

. AKTHBHE PO3MOBCIOJKEHHS HIKiiMBoro I13
. QiwuHr
. HasBuicte y 3Bitax DHS AIS (AMepukaHCbKHM

iHCTUTYTOM 6€3meKn)
. BusiBnenuil axpacbKuii KOHTEHT
. [Mpokci URL

2 HasBHICTB y rf06anbHIX YOPHUX CIIHCKAX

JUis OLIHKM pPU3UKY JOMEHIB IuaTtdopMa MOBHHHA BKIIKOYATH
HacTynHi GpaKTopu:

. Homen C2
. OilMHroBUNA JOMEH
. Busineni maxpaiicbki onepartit

. xepesio ciamy
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. IlIBunka 3mina IP (fast flux)

. 3B‘430K 3 KibepHarnagom

— Jna ouinkm pusuky IP-ampec mnatdopMa NOBUHHA BKIIOYATH
HaCTYMHi (aKTopHu:

. AxtuBHuit C2-y3en

. AxTHBHA KOMyHiKkauis 3 C2-y3en

. AKTHUBHHUH cepsep yrpasninas C2
. HasiBHiCTb KpUTHUUHOT Bpa3IMBOCTI
. HisutbHicTh 6OTHETY

. HisuteHicTs DDOS

. HisnpHicTs 6pyTdOpcy
. [ToB’s13aHicTh 3 KibepHamagoM
. ITor’s13anicTh 3 rpynoto APT

14 | Bumoru o

: — MakcumanpHa KifbKicTh KOPUCTYBaYiB CUCTEMH He MeHIIIe Hix 10
JileH3yBaHHS

— KinpkicTe 3anuTiB i KBOT s MEpeqaHUX NaHUX B TOMY YHCII
uyepe3 API-kanan HeoGmexeHo

— MakcumainpHa KibKicTb (ailliB Ans aHanisy B MiCOUHMIL, IIOTHS
He menuie 1000

— Cucrema nicCOYHMUII NOBMHHA MiATPUMYBATH aHali3 QaiisiB
MaKCHMallbHUM po3MipoM He meHiue 2 I'b

—  Crpox naii ninensii 1 pik

15 | Bumoru go

. — Iligrpumka 24/7/365 3a eneKTpOHHOK TOMITOKO i TeJiehOHOM.
miATpUMKH

— HapanHs BuaineHoro iHxxeHepa A HaJallTyBaHHS pillleHHS
— HeobOmexenuit focTymn 10 OHJAH-MaTepialliB Uil HABYaHHS Ha
caiiTi BUpOOHUKaA.

VyacHUK Ma€ MpaBO 3alpONOHYBAaTH €KBIBAJIEHT KOHKPETHOI TOProBenbHOI Mapku 4y QipMu, TaTeHTy,
KOHCTPYKLIT ab0 TUITY MpeaMeTa 3aKyIiBili, JyKepesa Horo noxomKeHHs abo BUpOOHUKA, SKi BKHMBAIOTHCS B
LMX BUMOTax, 32 YMOBH, 110 TaKUi €KBiBaJIEHT Oy/ie 3 TAKMMH X MOKAa3HUKaMH Ta BiAMOBilaTUME BUMOraMm,
BCTAHOBJICHUM Y 11l TeXHI4YHIN crienndikartii.

L Ll (T S

FLAA s
o/

ol P 125 ACH Ll fe TIHJ F 7 =y </ P 4
LTS U / % (A7

o " - NELCH @
L, Lty O G peeic X & A <
&
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Noparok 2

Ksaunidixauiiini kpurepii nponexypu 3akynisJi Ta nepesik 10KyMeHTIB, 0 MiATBEPIKYIOThH
iHopManiro y4acHHKIB NPo BiANOBIIHICTH IX TAKUM KpUTEPisIM

IlepeJiik JOKYMEHTIB Ha MiITBePIKEHHS BimoBiaHOCTI
YYaCHHKA BCTAHOBJICHUM KBaJjdidikauiiiHumM KpuTepism
1. | HasBuicte goxymenTaiabHo | JloBigka B JOBiTBHIN (opMi 3a MiAmMcOM YMOBHOBAaXKEHOT

Ne | Keanidikauiiinuii kpurepiii

NiATBePIKEHOT0 JOCBixYy | ocobu yuyacHUKa, 3aBipeHa nevarkoto (y pasi 11 BAKOpHCTaHHS),
BUKOHAHHSI  aHaJjoriynoro | Ha QipMoBoMy OnaHKy (y pasi HasBHOCTI) NpPO HasBHICTb
(anajoriyHNXx) JAOrOBOPY | JOCBilly BUKOHAHHS AaHAJOTIYHOrO (aHAJIOTIYHMX) JOrOBOPY
(norosopiB) (IoroeopiB)* i3 3a3HayeHHSIM: HaMEHYBaHHS KOHTpAreHTa,

NpeAMETY J0TOBOPY, AATH YKJIaJaHHS.

Ha niaTBepiokeHHs BUKOHAHHS aHAJIOTIYHOrO (aHAJOTIYHMX)
JIOroBopy (HOroBOpiB), sIKMH (sIKi) 3a3HaueHUi (3a3HauCHi) B
JOBifILli, HAJAOTHCSA KOMil: BUKOHAHOTO JIOTOBOPY, BUAATKOBOT
(BMOaTKOBHX) HakiaaHol (HaknmaaHuX) abo akty (iB), JikcTa-
BiAryKa, [0 MiATBEPAXKYIOTh HOr0 BUKOHAHHSI.

* I1io ananoziunum 002080pom po3ymiemocst 00208ip NOOIOHUIL
3a npeomemom 3akynieni 3a nepiod 3 2014 poxy no menepiuinii
yac. Axkwo 6 008iOYi yyacHux 6KA3YE OeKilbKA AHANO2IYHUX
002060pi6, MO 6Ci OOKYMEHMU U000 NIOMEEPONCEHHS
BUKOHAHHS MAKUX 002080pi6 HAOAIOMbCSL OO0 KONCHO20 I3
8KA3aHUX 68 008I0Yi 002060pIA.

JIIsl HaleXXHOro 3aXMCTY iHTepeciB 3aMOBHMKA IIOJI0 aBTOPU30BAHOIO JDKepena TOCTauyaHHs 3a
JAHUMKM TOpraMM Y4acHMK IMOBMHEH HaJaTu ABTOpHM3allifiHMI nMcT (aBTOpM3aliiiHa ¢opMa TOwo) Bil
BUpOOHUKa ToBapy abo Horo odiuifiHoro mpeacraBHUKa, AUCTPUO’tOTOpa B YKpaiHi, KU MiATBEPIKYE
HasBHICTb y Y4YacCHUMKa MpaBa Ha 3JiMCHEHHS MpOAaXxy 3anpONOHOBAHOTO YYaCHUKOM JiLIEH3iHHOro
HpOrpaMHOro 3abe3nevyeHHs .

Y4acHUK y TEXHIUHIM YacTHHI CBOET MPOMO3MIIiT MOBUHEH HaJIaTh iHpopMaliiHuii TucT abo TOBiAKY
B JIOBUIBHIH OpMi PO MOKIIMBICTB IMOCTABKM TOBAPY BiAMOBIHO A0 TEXHIUHOT crienudikallii i3 3a3Ha4eHHAM
KOHKPETHOI Ha3BH JIIEH3IHHOrO MpOrpaMHOro 3a0e3MeueHHs Ta TepPMiHy Horo mil, 1o NpONOHYEThLCS
YUaCHUKOM.

Y pazi yuacmi 06 'eOnanns yuacnuxis niomeepoicentss 6i0N0GIOHOCINI KEANIQIKAYIUHUM KpUMepism
30IIICHIOEMBCA 3 YPAXYBAHHAM V3A2ANbHEHUX 00 EOHAHUX NOKAZHUKIB KOJICHO20 YUACHUKA MAK020 00 €OHAHHS
Ha niocmasi Ha0aHoi 06 '€OHAHHAM THpOopMayil.

»y

¢

IniniaTop 3akymniBJi e —  €.B. Bypxuncbknii
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Hoparok 4

3aciJJaHHs B OHJIAlH peXXuMi
i3 BUKOpucTaHHAM Microsoft Teams

ITPOTOKOJI Ne 86
3acifjaHHA po00Y0l rpynH 3 pO3pOOKH Ta IOTOKEHH TEXHIYHUX BUMOT
J10 3aKyIiBeNb poOiT, TOBapiB i MOCIYT MpH BUKOHAHHI 3ax01iB KOMIUIEKCHOT MiChKOT
nine0Boi nporpamu «L{udposuii Kuis» na 2024-2025 poku

M. KuiB «25» nucronana 2024 poxy

HPUCYTHI:

UYnenu podoyoi rpymu:
M. Kypb6enko

B. XyuxoB

M. Kiroega

C. Ocinos

O. Tominryx

T. CamoiineHko

J1. LiBiryn
MOPSIAOK JEHHUIA:

1. Po3poOka Ta MOrO/PKEHHS MPOEKTIB TEXHIYHUX BUMOT JIO 3aKyIIiBENb Y MeXax
BUKOHaHHA 3axoliB KomrulekcHol Mickkoi HinpoBoi mporpamu «lludposunit Kuis» Ha
2024-2025 poxu, 3arBepkeHoi pimeHHsM KuiBcbkoi micekoi pamu Big 07.12.2023 Ne
7516/7557 (nani — Iporpama), y 2024 pori, a came:

1.1. mpoeKT TEeXHIYHUX BHUMOT JO0 3akymiBii «llocmyru 3 TexHIYHOro
00CIIyroByBaHHs, YCYHEHHs IHLIMJEHTIB Ta pPEMOHTY MPOTPaMHO-TEXHIYHUX
KOMIUIEKCIB  caMooOCiyropyBanHsa» (MyHKT 1.1 «PO3BUTOK, BIIPOBAKCHHS,
MO/JIEpHI3allisl Ta CYIPOBOKEHHS IIPOT PAMHO-ITapaTHUX Ta POTPaAMHO-TEXHIYHUX
KOMIIJIEKCIB YIIPaBJIiHHS PYXOMHUM CKIIQJIOM IACaKUPCHKOTO Ta TEXHOJOTIYHOI0
TPAHCIIOPTY, €JIEKTPOHHOTO 00JIIKY NEPEBE3EHb, CUCTEM CaMOOOCIYTOBYBaHHS Ta
OIlJIaTU MPOI3Ly MacaXupammuy» IMepeniky 3aBJanb i 3axo/iB [Iporpamn);

1.2. IpOEKT TEXHIYHHUX BUMOT JI0 3aKkyliBii «MepexeBe o01aJHanHsm (Y HKT
6.2 «CTBOpeHHs, PO3BUTOK Ta MOJIEpHI3allisl  MEpexeBoi i1HQPacTpyKTypH,
CEepBICHOI MepexkeBoi iHGpacTpyKTypH, maargopmu [aTepuety peueit (IoT), mepex
JIOCTYIly, pPaJlOMEpPE, CUCTEMU OTpUMaHHs Ta nepenadl iHdopmarii Ha Oasi
LPWAN Ta THIIUX Cy4acHUX TEXHOJIOT1i 3B'A3KY, CHUCTEMH
BIJICOKOH(EPEHII3B'A3KY » MEpeTiKy 3aBaanb 1 3axo/iB [Iporpamu);
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1.3. noompanboBaHuii NPOEKT TEXHIYHMX BUMOT 10 3akymiBmi «Ilakeru
IIPOrpaMHOro 3a0e3MEYEHHs MiJICUCTEMH MOHITOPHUHTY BiZIMOBOCTIHKOCTI» (IyHKT
6.5 «BOpoBa/UKEHHs, PO3BUTOK Ta IOOCHAIIEHHS IIEHTPY MOHITOPHHTY Ta
KibepOes3neKn MiCBKUX CEpBiCiB, 3aKymiBis oOOJaJHAHHS Ta IIPOPAMHOTO
3a0e3neyenns KibepOesleKn, CTBOPEHHS, HPOBEICHHS JEPKaBHUX EKCIIEPTH3 Ta
MOJIEpHI3allisl KOMIIEKCHHX CHCTEM 3axHCTy iH(popMalii» Nepeniky 3aBAaHb i
3axouniB [Iporpamn);

1.4. noonpanboBaHuil MPOEKT TEXHIYHMX BUMOr 10 3akymiBini «Ilakern
MPOrpaMHOro 3abesmedeHHs migcucreMu kibepsaxucty Sandbox» (myHkT 6.5
«BrpoBa/pKEeHHS, PO3BUTOK Ta IOOCHAIICHHS EHTPY MOHITOPUHTY Ta KibepOe3neku
MICBKUX ~CEpBICIB, 3aKyIiBIsi OONaJHAHHA Ta IPOrPaMHOTO 3abe3NedeHHS
KibepOesIeKy, CTBOPEHHs, MPOBEACHHS JACPKABHUX CKCIIEPTH3 Ta MOJAEpHi3allis
KOMIUIEKCHUX CHCTEM 3aXMCTy iH(pOopMaLii» Iepeltiky 3aBaansb i 3axois [Iporpamu)
y 4acTHHI 3a3Ha4€HHs TePMiHy Mii JIilleH3il - OfuH piK.

1.5. moonpanboBaHuil IMPOEKT TEXHIYHMX BHUMOT JIO 3aKyMiBJi «3aKyImiBis
HEBUKIIOYHMX  JLEH31l Ha  MoJepHi3oBaHe mporpaMHe  3a0e3NeyeHHs
iHpOpMaNifiHO-KOMYHIKaI[IfHOT aBTOMATHU30BaHOI CHCTeMHU «C(MHA IKOJIa» (ITy HKT
7.1 «CTBOpeHHd, BIpPOBA/UKEHHA, MOJIEpHi3aliss T1IarhopM Ta  CHUCTEM
aBTOMATH3allll IPOLECIB YNPABIIHCHKOI JisIbHOCTI (iH(GOpMANiHHUX CHCTEM
YIIPaBJIIHHA) Ta BEIUKUX JaHUX» MEPEITiKy 3aBAanb i 3axo/iB [Iporpamu) y yactuni
YTOUYHEHHS IIPeMETA 3aKyIIiBIi — TOBap.

2. Pizme.

Lo nyuxkmy 1.1 numanus 1

CIHYXAJIA:

J. Isiryna, sikuii noingopmyBaB, IO 3 METOK 3a0e3lEeYCHHS Ha HAICKHOMY piBHI
IPOJAX HOCIIB EJIEKTPOHHOIO KBHTKA Ta MOIOBHEHHS TPAHCIIOPTHOTO pECYpCy B
aBTOMAaTU30BaHIi cucTeMi OOJIKY OIIaTH MPOi3ay B MICBKOMY MAaCaKUPCHKOMY TPaHCIIOPTI
micra KueBa Hesanexuno Bix ¢opm BracHocTi (ACOII) HeoOXiHO mHpoBecTH TeXHiuHe
00CITyroByBaHHs, YCYHEHHS IHIMJICHTIB Ta PEMOHT HPOrPAMHO-TEXHIYHHX KOMIIEKCIB
caMoOOCIY TOBY BaHHSL JUIsI 1X Ge3riepe6iiiHol po6OTH Ta IpeICTaBUB IPOEKT TEXHIYHUX BEMOT
Jo 3akymisii «Ilociayrn 3 TexHiYHOro OOCIYrOBYBaHHS, YCYHEHHS iHIUICHTIB Ta PEMOHTY
IPOrPaMHO-TEXHIYHUX KOMIIJIEKCIB caM0o00CIyroByBaHHs » (MyHKT 1.1 mepeniky 3aBmaHb i
3axoJiiB [Tporpamn).

B obroBopenni Opanu yuacts: T. CamoitieHko.

YXBAJIWJIM:

PexomeHnyBaTH  KOMyHaJbHOMY  mianpueMctBy  «lojoBHmil  iH(opMaIiitHO-
OOYMCITIOBAIBHUM LEHTp» IMiJ dYac npouexypu 3akymiBiai «llocayrm 3 TEXHIYHOTO
00CIIyroBYBaHHsI, YCYHEHHs iHIMJCHTIB Ta PEMOHTY MPOrPAMHO-TEXHIYHHX KOMILIEKCIB
caMmo00ciyroByBaHHA» (IyHKT 1.1 nepeniky 3aBiaHsb i 3axo/1iB [[porpaMu) BUKOPUCTOBYBATU
IIPOEKT TEXHIYHUX BUMOT, PO3TJIAHYTUI Ha 3acijaHHi poO60YOT IpyIIn.

I'OJIOCYBAJIN: «3A» - 7, «ITPOTH» - 0, « YTPUMAJIOCE» - 0.
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Ilo nynxkmy 1.2 numanns 1

CIHYXAJIU:

O. Ilomintyxa, sxuit noingopmyBas, 0 A7 i ATPUMKH CTaGiIEHOT POGOTH CTPYKTY PHEX
NIIPO3/LNIB BUKOHABYOro oprany KuiBckkoi micbkoi pamu (KuiBchkoi MickKkoi mepikaBHOT
aJIMIHICTpaIlii), MiAIPUEMCTB, YCTaHOB Ta OpraHisaiif, mI0 HaIeXaTh JO KOMYHAJILHOI
BJIACHOCTI TepUTOpianbHOi rpoMaan Micta KreBa, NUsIXOM IiBUINEHHS HAIfHOCTI By3IiB
JOCTYIy MEpexeBoi IH(GpacTpyKTypu Ta MiJBUIIEHHS IX piBHA 3axuCTy Big 3arpos
indopmaniiiniii 6e3neni HeoOXiJHO MPUAGATH MepekeBe O0IaHAHHS JIJIs [IEHTPATi30BaHOTO
KEpyBaHHs MEPCIKEBUMHU CKPaHAMU Ta NPENCTABUB MPOEKT TEXHIYHUX BUMOT J0 3aKyIIiBIIi
«Mepeskese obOnagHanHsg» (IIyHKT 6.2 neperiky 3aBaaHb i 3axois [Iporpamn).

B obroBopenHi 6panu ydacts: M. JKypOeHko.

YXBAJINJIM:

PexomenyBatu crenianizoBaHOMy KOMyHalIBHOMY TianpueMctBy «KuiBrenecepsicy»
il Yac Mpouexypy 3aKkymiBii «MepexeBe o0amHandsy» (MyHKT 6.2 Iepeniky 3aBIaHb i
3axonis [Iporpamu) BUKOPUCTOBYBATH MPOEKT TEXHIYHUX BUMOT, PO3IIIAHYTHI Ha 3acifaHHi
pobouoi rpymnu.

['OJIOCYBAIJIU: «3A» - 7, «ITPOTHU» - 0, < YTPUMAJIOCEH» - 0.

Lo nyuxkmy 1.3 numanns 1

CIYXAJIA:

M. XKypOenka, sxuii noindopmyBas, 10 s 3a0e3medeHHs eEKTHBHOIO MOHITOPHHTY
Ta aHaJi3y Kibep3arpo3 y LeHTPi MOHITOPHHTY Ta KibepOe3eku MiCHKHX CepBiciB HEOOXiaHO
npua0aTH KOMIUIEKT Iporpamuoi mpoxaykmii Solarwinds abo ekBiBaJe€HT Ta IpEICTABHUB
JOONpalbOBaHUM IPOEKT TEXHIYHUX BUMOr JI0 3akymiBhi «llaketm mporpamMHoro
3a0€31eUeHHs NIACUCTEMU MOHITOPHHTY BiIMOBOCTIMKOCTI» (MyHKT 6.5 IepesiKy 3aBiaHb i
3axoziB [IporpaMu) y yacTuHi 3MEHIIEHHS 00CATIB 3aKyITiBIIL.

B o6roBopenHi Opanu yuyacts: /. I[BiryH.

YXBAJIWJIN:

PexoMenayBatu creniajiizoBaHoMy KOMYHaJIBHOMY HimnpueMctBy «KuiBTenaecepBicy
mix vac mnpouenypu 3akymiBiai  «llaketm mporpamMHOro 3abe3lEUYeHHS IMiACHCTEMHU
MOHITOPUHTY BIJIMOBOCTIMKOCTI» (MyHKT 6.5 mnepeniky 3aBiaHb 1 3axoxiB Ilporpamm)
BUKOPUCTOBYBATH JIOOIPAI[LOBAHUI MPOEKT TEXHIYHUX BUMOT, PO3TJSHYTUN Ha 3acifaHHi
pobovoi rpynu.

['OJIOCYBAJIM: «3A» -7, «ITPOTU» - 0, «YTPUMAJIOCb» - 0.

Lo nyukmy 1.4 numanns 1

CJHYXAJIA:

M. XKypbenka, sixkuii moiHdopmyBaB, mo sl 3a0e3nedeHHs €hEeKTUBHOTO aHalli3y
K10ep3arpo3 y LIeHTpl MOHITOPUHTY Ta KibepOe3neKkn MIChKUX CEPBICIB HEOOXIAHO MpHI0aTH
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JnineHsiiHe nporpamHe 3aGesnedeHHs kiacy Sandbox (BiOKpemyeHe CepeOBHILE s
TECTyBaHHA KiOep3arpo3) Ta IPEeJCTaBUB JOONPAIbOBAHMIA MPOEKT TEXHIYHUX BUMOL JI0
3akymniBii «[lakeTu nporpamHoro 3ade3nedeHHs mixcucremu Kibepsaxucty Sandbox» (ITyHKT
6.5 nepeniky 3aBIaHb i 3axoaiB IIporpamu) y yacTuHi 3a3Ha49eHHs TEPMiHy Iii JIineHsii - oaun

piK.
B o6roBopenHi 6panu yuacts: JI. [[Birym.

YXBAJIWJINA:

PexoMeH/lyBaTi cremiaaizoBaHOMy KOMyHaIbHOMY TMignpueMctBy «Kuisremecepnicy»
mig yac mnpounexypu 3akymiBii «[lakeTm mporpamMHOro 3a0e3NedyeHHS  IMiACHCTEMU
kibepsaxucty Sandbox» (myHkT 6.5 mepemiky 3aBgamb 1 3axomiB  IIporpamm)

BUKOPUCTOBYBATU JOONPANbOBAHMI IPOEKT TEXHIYHUX BUMOT, PO3IVISHYTHI Ha 3aciJaHHi
poOouoi rpymu.

['OJIOCYBAIJIU: «3A» - 7, «IIPOTH» - 0, « YTPUMAJIOCDE» - 0.

Lo nynkmy 1.5 numannus 1

CIHYXAJIN:

J. 1lBiryHa, sxuii noiHopmyBaB, IO 3 METOK OTPHMAHHS MOJYJIB Ta CepBicCiB
iH(opMaIiiHO-KOMYHIKaIiiiHOT aBTOMaTH30BaHo1 cucteMu «Eauna mkona» (IKAC «CIIy),
MOJIEPHI30BAaHUX BIAIOBIJIHO JI0 3MiH IIOJO OI[iHIOBaHHs Pe3yJIbTATiB HABYAHHS y4yHIB 5-9
KJIacIB 3TiJHO 3 Haka3aMHu MiHicTepcTBa OCBiTH i Hayku Ykpainu Big 02.08.2024 Ne 1093 Ta
B 09.08.2024 Ne 1120, mns 3abe3neyeHus yCiM yIaCHUKaM OCBITHBOI JIAIBHOCTI JOCTYITY
10 0e30ap’€pHOr0 BHKOPUCTAHHS YCIX MOXIIMBOCTEH CHUCTEMH i CIPHSIHHS CTBOPEHHIO
€(EKTHBHOIO Ta IPO30POTO MPOIECY OIHIOBAHHS; CTBOPEHHS IHCTpyMEHTa 3 (HOpMYyBaHHS
IUIaHIB (KOHCHEKTIB) ypokiB 3 BukopucranusMm IIII Ta 3 ypaxyBaHHSAM OCOOJHBOCTEN
Oprasizaiii OCBITHBOI'O IIpollecy I KaJleHJapHO-TEMAaTHYHOTO IUIAHYBaHHS HEOOXiIHO
npua0aTy JineH31i Ha MoJiepHi3oBaHe nporpamue 3abe3nedeHns IKAC «€I1I» ta npeacraBus
JI0OIIpaIibOBaHUH IIPOEKT TEXHIYHUX BUMOT JI0 3aKyIiBIII «3aKyMiBlIsA HEBUKIIOUHUX JIILCH31i
HAa  MOJIEpHI30BaHE IIpOrpaMHe 3a0e3IeyeHHs 1H(bOopMaIliifHO-KOMYHIKaIi HHOT
aBTOMATU30BaHOI cUCTeMH «€auHa wiKojga» (MyHKT 7.1 mepeniky 3aBJaHb 1 3aXOJiB
ITporpamu) y 4aCTHHI YTOYHEHHS MpeIMeTa 3aKyIiBIIi: 3aMiCTh MOCIYT — TOBap.

B oGroBopenHni 6panu ygactb: T. CaMoiieHKO.

YXBAJIWINA:

PekoMennyBatu  KOMyHaJlbHOMY  nignpuemMctBy  «l'onoBHuii  iHpopMaliliHo-
00YHCIIIOBAJILHUI HEHTP» MiJ] Yac MPOLEe Ly py 3aKyIiBI «3aKyITiBJIA HEBUKIIOYHHX JILICH31i
Ha  MOJEpHI30BaHE porpamMmHe 3a0e31eueHHs 1H(pOpMaLIifHO-KOMYHIKAIIHHOT
aBTOMAaTU30BaHOI CHCTeMH «€auHa wKoja» (IMyHKT 7.1 mepeniky 3aBjaHb 1 3aXoJliB
ITporpamu) BUKOPUCTOBYBATH JOOMPAIILOBAHUN MPOEKT TEXHIYHUX BUMOT, PO3TILSIHYTUHN Ha
3acijjaHHi poO0YOoi IpymH.

['OJIOCYBAIJIA: «3A» - 7, «ITPOTU» - 0, « YTPUMAIJIOCb» - 0.

IIpoTokon Bena Tamapa CAMOMJIEHKO



Indopmanist npo enexrponni migmucu (EII)

Ne noxkymenTa 075-2758
JdoxymenT 3apeecTpoBano y kaprorenmi:

Bwt joxkymenra:
Crueamii 3micr:

Hara peectpanii 25.11.2024
Buximaa
Juer

Marepianu 3acijanns po6ogoi rpymu 25.11.2024 (Iporokon Ne 86 Bix 25.11.2024)

KinpkicTs daiiiais: 6

JIOKYMEHT CEJ[ ACKOJT ITC €I11K

Kinsxicrs EIT: 43

Jenapramenr indopmariiio-

KOMYHIKaL[I{HUX TEXHOJIOTIH
25.11.2024 Ne 075-2758

Iepenix eJleKTPOHHUX MiIKCIB

1Ib

Jartu 1 gac nanecenns El1

IToromxennus

Yac ocraguboro

Hanecenus Bl

Kyuxor Bacuns
AwnaroiiioBuy
Kiaskicrs EIT: 6

26.11.2024 12:20:06 ;
26.11.2024 12:20:07 ;
26.11.2024 12:20:08 ;
26.11.2024 12:20:09 ;
26.11.2024 12:20:11 ;

b}

26.11.2024 12:20:13 ;

26.11.2024 12:20:13
[loronus;

26.11.2024 12:20:13
[Toroaus

Camoitnienko Tamapa
AnaroJiiisHa
Kinexkicrs EIT: 7

25.11.2024 17:39:05 ;
25.11.2024 17:39:05 ;
25.11.2024 17:39:06 ;

>

25.11.2024 17:39:06 ;
25.11.2024 17:39:07 ;
25.11.2024 17:39:07 ;

26.11.2024 12:09:29 ;

25.11.2024 17:39:07
[Toronus;

26.11.2024 12:09:29

)RR [w]
T
%} "9 .': i1
£ '

[onimgyk Outer
DepopoBuy
Kinsxkicrs EIL: 6

26.11.2024 10:42:31 ;
26.11.2024 10:42:32

26.11.2024 10:42:33 ;
26.11.2024 10:42:34 ;
26.11.2024 10:42:34 ;
26.11.2024 10:42:35

26.11.2024 10:42:35
Ilorous;

26.11.2024 10:42:35
[Toronus

Kypbenko Makcum
Anaronifosnu
Kinskicrs EIL: 6

26.11.2024 10:28:40 ;
26.11.2024 10:28:41 ;
26.11.2024 10:28:42 ;
26.11.2024 10:28:43 ;
26.11.2024 10:28:44
26.11.2024 10:28:46

26.11.2024 10:28:47
Iloronus;

26.11.2024 10:28:46

e
e

KIIOEBA MAPISI
ITABJIIBHA
Kimnkicrs EIL: 6

25.11.2024 19:25:22 ;
25.11.2024 19:25:24
25.11.2024 19:25:25 ;
25.11.2024 19:25:26 ;
25.11.2024 19:25:27 ;
25.11.2024 19:25:28 ;

25.11.2024 19:25:28
IToromus;

25.11.2024 19:25:28
Iloroaus




[BII'YH JIMUTPO
BIKTOPOBHUY
Kinbxicrs EIT: 6

25.11.2024 18:01:29 ;
25.11.2024 18:01:29 ;
25.11.2024 18:01:29 ;

>

25.11.2024 18:01:30 ;

>

25.11.2024 18:01:30 ;

b}

25.11.2024 18:01:30 ;

>

25.11.2024 18:01:30
Iloroaus;

25.11.2024 18:01:30
Ilorojus

Fr .%?
S
il
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Y
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HBII'YH JIMHUTPO
BIKTOPOBHY
Kinskicrs EIL: 6

25.11.2024 18:01:29 ;
25.11.2024 18:01:29 ;
25.11.2024 18:01:29 ;
25.11.2024 18:01:30 ;
25.11.2024 18:01:30 ;
25.11.2024 18:01:30 ;

25.11.2024 18:01:30
IToromus;

25.11.2024 18:01:30
[Torous

El & ~.;§:;'¢ &

HBII'YH JIMUTPO
BIKTOPOBHY
Kinbkicrs EIT: 6

25.11.2024 18:01:29 ;
25.11.2024 18:01:29 ;
25.11.2024 18:01:29 ;
25.11.2024 18:01:30 ;
25.11.2024 18:01:30 ;
25.11.2024 18:01:30 ;

25.11.2024 18:01:30
Iloromus;

25.11.2024 18:01:30
Iloroaus

El: 7L

G e

e
SRR

OEESAEEg

OCITIOB CEPI'TA
KOCTAHTHUHOBHUY
Kinekicrs EIT: 6

25.11.2024 17:42:09 ,
25.11.2024 17:42:10 ;
25.11.2024 17:42:11 ;
25.11.2024 17:42:12 ;
25.11.2024 17:42:14 ;
25.11.2024 17:42:15 ;

25.11.2024 17:42:15
[loromus;

25.11.2024 17:42:15
[oroms




Yxpaina, 01133, m. Kuis,

DL MF:I' X(: eyn. €ezeqa KoHosanbys, 32-T,

SYSTEMS npumiwieHHs 267
Ten./thakc +38 044-239-15-33

CrnenianizoBane koMyHa/IbHE NIANPHEMCTBO
«KuiBTenecepsic»

Komepuiiina nponosnuis
Y Bigmosink na Bam sanmr Bix 27.11.2024 Ne 451-2024 mu, TosapucTBo 3 o6mMexenoio
BinnosiganericTio «OJIMAKC CICTEMC» nagaemo ceoto UiHOBY MNPOMO3HLii0 Ha 3akymnismo «Jlinensiiine
nporpamue 3abesnevenns knacy Sandbox (inensiiine nporpamne 3abe3nevennn) - 1 urry»:

Uina 1 wr., rpn | Llixa, rpH Ges

Ne HalimenyBanms K-1b 6e3 [IIB 1B
| Module Access t9 the SecOps Intelligence ! 2 782 780,00 2 782 780,00
Module for up to 10 users.

3arasioM, IpH
6es I1/IB 2782 780,00
[TJIB, rpH. 556 556,00

3arajiom, rpH 3

’ 3
1B 3339336,00
Jdupexrop I'onvapyk O.C.




Opti
Data

Enforce your
security

KomepuirHa npono3uuia

CKIT «KuisTenecepsic»



Opti
Data

Enforce your
security

3rifHO Baworo 3anuty npocumo posrnaHyTH KomepuinHy nponosuuito sig TOB

«ONMTIOATAY:
BapTicTb 32 )
5 T, BapricTb, rpH 6e3
Ne SKU HanmeHyBaHHA KinbkicTb | oguHuLLo, rpH 6es
nas
rnaB
SECOPS- Module Access to the SecOps
1 1 2 688 400,00 2 688 400,00
MODULE | Intelligence Module for up to 10 users.
3aranbHa BapTiCTb, 2 688 400,00
rpH. 6es MNAB
NAB, rpH. 537 680,00
3aranbHa BapTICTb, 3226 080,00
rpH. 3 MNAB

3 noBaroto,

-

KomepuinHnin aupexktop TOB «ONTIAATA» ‘l f{f ATamaHeHKo

‘ Sy
- 06 /r.{}. ™ A
o ey e/ Nata: 27.11.2024
N VIOIHAN o+ 2
A O /‘.;/

390 0Ly
Jh 77 2



Opti
Data

Enforce your
security’

[Mpo KOMnaHito
lLlaHoBHi naHoBe!

OptiData — ykpaiHcbka IT-komnaHia, AKa NOKAMKaHa HaZaTtu IHCTPYMEHTU AA NiABULLEHHA
edpeKTMBHOCTI Balloro 6isHecy 3 3abe3neyeHHAM HaNeXHOro piBHA Be3neku.

Crpareria OptiData

Mu  npomnoHyemo Hacamnepes BUNpobyBaHi PilUEHHA, AKi  [03BO/ATL  palioOHaNbHO
BMKOPWCTOBYBATW HAaABHI pecypcu Ta BUBINIbHUTY IX A8 NOAA/bLIOMO PO3BUTKY. [MpuK LbOMY CyyacHi peanil
IT-puHKy noTpebytoTb 3abe3nedeHHs HanexHoro piBHA Geanexu.

Hawi nponosuuii 6asytotbea Ha pileHHAX Nifepis PUHKY 3rifiHO pocnifxeHb [apTHepa, Wo
A03BO/IAE 3aDe3NeUnTI KariTaNoBKAALEHHA Ta 3aXMCT IHBECTULLN GisHecy.

Cepeg, Hawmnx napTHepis:

crowstike [N FHETE 207 LogRhythm
Mpalo: o Trelly!  TLABYRINTH

S@CRadar® Skyhigh tenable

@FUDD I l Recorded RAPID

SECURITY Uture

Packard  PYCUS @ !

Enterprise

a Hewlett Packard
Enterprise company SOTI MOBICONTROL




TOB «Bl €M [DXKI»

cIPIOY 40844268
+380 96 0010161
info@wmgroup.com.ua
wmgroup.com.ua

Y BinnosigHocTi Ao 3anuTy N°453-2024 Big 27.11.2024 HafgaeMo KOMEPLIMHY MPONo3uLiio LWOAO BAPTOCTI MILIEH3IMHOIO MPOrpaMHOro
3abe3nedeHHs Knacy Sandbox (Binokpemnere cepenoBuLLe 4515 TECTyBaHHS Kibep3arpos)

m\_m%%%m Module Access to the SecOps Intelligence Module for up to 10 users. 1 2 717 000.00 2717 000,00

Bcboro, 6e3 M8 2 717 000,00

[TofaTok Ha 0oaany BapTicTb (20%) 543 400,00

3aranbHa cyma, 3 1B 3260 400,00

KomepuinHunin JupekTop Komap OnekcaHap

e SR T

Kuiscbka MicbKa pepxasHa agn

Q.Vm_::.m
CreujanizoBaHe KoMyHasbHe NianpuemMcTeo

| :
|

"KUIBTENECEPI

1 Bxinuit Ne ,\,W 7 \\ QNQN\“\
i Big ol Y 7~ 20 “\




