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CnenianizoBanoro KOMYHAJIbHOI0
nixnpuemcrea «Knisrenecepsic»
BoJsiomyky Oaexcanapy
Osexcanaposuuy

Havanenuka Bigniny kiGepGesnexu
MIiCBKHX cepBicis
Bypxuncekoro €srena Bacuabouua

CIYXKXBOBA 3ANHNCKA
micto Kuis «16» Bepecns 2024 poky

Konkperna Hassa mpeamera saxymismi — Ilakeru NPOrpamMHOro 3ade3meyeHHs] MiACHCTEMH
3axucty DNS (48150000-4 Ilakern mporpamuoro 3abe3meueHHs ais KepyBaHHA BHPOOHHYHMH
npouecamu 3a IK 021:2015 €aunoro 3akyniseabHOro cI0BHHKA).

Obipynmysanns doyinenocmi 3axynieni:

Ha Buxonanns nynkty 6.5 «BnpoBamkeHHs, PO3BUTOK Ta TOOCHAIIEHHS LUEHTPY MOHITOPHHTY Ta
KibepOesnexu MiCBKHX CEpBiCiB, 3aKymiBIs oGNanHaHHS Ta NporpamHoro 3abesnedenHs kibepbesmnexu,
CTBOPCHHS, TPOBENCHHS [CPIKAaBHHX EKCIIEPTH3 Ta MOMAEPHI3ALlsl KOMILIEKCHHX CHUCTeM 3aXHCTY
indopmaiii» mnepeniky 3aBEaHb i 3axOmiB Iporpamu, KoMmrmiekcHoi Michkoi wUinboBoi IIpOrpamMu
«udposuii Kui» #a 2024-2025 poku, 3aTBepmkenoi pimensam Kuiscokoi Micbkoi panu Big 07.12.2023
Ne 7516/7557.

3 metoro 3abesneuenns saxucty DNS 3amucis Michkux CEpBICIB HEOOXiNHO NMpPUAGATH KOMILIEKT
niuensiifinoro nporpamuoro 3abesmeuenns Cloudflare (mam-I13) abo exBiBameHT 3 TakumMHu X
TTOKa3HUKAMH.

OOrpysTyBaHHs HEOOXiZHOCTI MOCHIAHHS Ha KOHKPETHI Mapky Ta BUpoOHuKa: [TOCHIaHHS B KX
BumMorax Ha II3 Cloudflare o6ymosneno #oro nmorounum BUKOPHUCTaHHAM i 3axucty DNS 3anucis
MiCBKHX CepBiCiB LIeHTpOM MOHITOPHHTY Ta KibepGesnekn Michkux cepeicis Ta Hakazom Bin 15.01.2024
Nell CrienianizoBaHoro KOMyHaJbHOIrO MiANPHEMCTBA “Kuisrenecepsic” “IIpo BBemeHHs y TOCHiAHY
eKCILTyaTauito MMACKCTEM MOHITOPHHTY Ta Kibepbesmnexn”.

Obmpyumyeanus 0bcsizie saxynieni:

O6’em niuensii 06yMOBIEHO NOTOYHOK KiNbKICTIO BXiAHOTO T2 BUXLIHOIO Tpadiky, KigpkicTo DNS
3aIHCIB.

QO1pyHmy6anns AKICHUX Xapaxmepucmux 3axynieni:

Texniuni BUMOrHM N0 mpeamMera 3aKYMIBI PEKOMEHOBaHi npoTokosoM Noe68 Binm 29.08.2024
3acifiaHHs poboUOi IPyNU 3 PO3POOKH Ta MOTOMKEHHS TEXHIYHUX BUMOL 0 3aKymniBenp podiT, TOBApIB i
TIOCIyT NPY BUKOHAHHI 3aX0ZiB KOMIIEKCHOI MiChbKOI 1ibOBOI mporpamu «IIu¢posuit Kuisy na 2024-
2025 poku.

OuikyBaHa BapTiCTh NpenMeTa 3aKyTiBii, 3TiAHO NpoBeneHOro IHimiaTopoM 3akyniemi (BiANOBIDANBHUM 33
PO3POOKY TEXHIYHMX BUMOT) MOHITOPHHIY IiH, CTAHOBHTH 16 800000,00 (micTHapUsITE MiNBHOHIB BiciMcOT
THCSIY TPUBEHD HyJIb KOMi#ok) 3 [T/IB, 1110 € MiHIMaIbHUM 3HAYEHHAM OTPHMaHUX KOMEPLI THUX MPOTIO3UILif.
OuikyBana BapTiCTb NpenMeTy 3aKymiBli He MEPEBHINYE PO3MIP GHOKETHOTO NpU3HAYeHHs. Po3mip
OFOIDKETHOTrO NPU3HAYEHHs BU3HAYEHO nacrnopToM GromkeTHOI nporpamu Ha 2024 pik BiANOBIAHO [0 33XOMiB
KommiexcHoi michkoi uinboBoi nporpamu «1ludposuii Kuis» Ha 2024 — 2025 pOoKH.

Hoxepeno dimancysanns sakymiBmi — wmicuesuii Gromker, KEKB 2610 (CyOcunii ta norouni
TPaHChePTH Mi ANpUEMCTBAM (yCTaHOBaM, OpraHis3awisM).



Bun npenmery 3akymisii — ToBap.

Kinpxicts — 1 koMrexr.

Micie nocraBku TOBapiB — micto Kuis. (Bimmosinso 10 a63.2 n.10 Ocobnusocrei, y pasi konu
ORPUTIIOOHENNS 8 eNeKMPOHHIIL cucmeni 3aKynisels iHpopmanii npo Micue3HaXOIKEHHs 3aMOBHUKA
Ta/abo MiCUE3HAXOMKEHHsT (1  IOPUAHYHOI ocobn)/micie mpoxuBaHHa (Ans BisMuHOi  OCOGH)
nocravanbHUKa (BHUKOHABL pOOIT, HanaBaya nocnyr), ta/abo Micue nocmasxu H106apie, BUKOHAHHS POOIT
1M HalaHHA MOCHyT (ONPUIOHEHHs SIKOI mependadeHo 3akoHOM Ta/abo LHMu 0CODAUBOCTIMHU) Hece
3azpo3sy besneyi 3amoenuka Ta/abo NOCTAUANBHUKA, HIAKA inpopmania ¢ 002060pi npo 3axynieio, axui
ORPUTIIOOHIOEMbCA 6 eNEKMPOHNIIL CUCHIEM] 3aKyni6eib, MONHCE 3AZHALANUCS K Ha36a HACE1eH020
HYHKRTY MiCUE3HAXOMIKEHHs 3aMOBHHKA Ta/ab0 MiCLe3HAXOMKEHHS (A ropunHyHOI 0coOH)/Micle
NpoxkuBaHHs (4151 GizudHOl 0COOH) MOCTavaTbHUKA (BUKOHABLS po0IT, HazaBa4a nocayr), Ta/abo Ha3Ba
HACeNICHOTO MYHKTY, ¢ AKUH 30UiCHIOCMbCA docmaska moeapy (B SKOMY BUKOHYIOThCS poOOTH un
HAJIAFOTLCs TTOCIYTH)).

3a3HayeHHs TOYHOI aPECH MiCLi IOCTABKH TOBAPY Hece 3arposy 0e3mneni 3aMOBHHKA.

Ctpox nocrasku ToBapis — 10 31.10.2024.

Honarkmu:

1. HMonatox 1. Indopmauis npo Heobxinmi TexHiuHi, AKiCHI Ta KiIbKICHI XapaKTePUCTUKU TIPENMETa
saxymisni (Texuiuni Bumoru) Ha S apk.

2. Jlonarox 2. Ksanidikauiiini kpurepii 10 yuacHuxis Ha 1 apK.

3. [Momarok 3. [TinTBepmxeHHs 04ikyBaHOi BApTOCT MPEMETA 3aKy MBI (MOHITOPHHT LiH) Ha 4 apK.

4. Honarox 4. TIporokon Ne61 3acinauus po6o4oi rpymu 3 PO3POOKHU Ta MOrOMKEHHS TEXHIYHUX BUMOT
T 3aKymiBenb podiT, TOBAPIB 1 MOCAYT NpH BUKOHAHHI 3aX0MiB KOMIIEKCHOT MiChKOI L1JIbOBOI MPOrpaMu
«ndposuit Kuie» Ha 2024-2025 poku Ha apx
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HomaTtox 1

IH®OPMALIA ITPO HEOBXIIHI TEXHIUHI, AKICHI TA KLTBKICHI XAPAKTEPUCTHAKH
NPEAMETA 3AKYIIBJI (TEXHIYHI BAMOTI'H).

HNaxern nporpamuoro 3ae3neuenns nizcucremu saxucry DNS (48150000-4 Maxern
IPOrpamMHOro 3abesneyeHHs: Asi KepyBAHHsS BHPOOHHYHMH NPOLECAMH 32 AK 021:2015 €xunoro
3aKyNiBeJbHOr0 CJI0BHHKA).

Ha BukoHaHHs nyHKTy 6.5 «BHpOBamKeHHS, PO3BHUTOK Ta JOOCHAIEHHS UCHTPY MOHITOPUHTY Ta
KibepOesmekn MiCbKHX CepBiciB, 3aKymiBis O6nagHaHHA Ta nporpamHoro 3abesneueHHs kibGepOesnexw,
CTBOPCHHA, POBEACHH 1€PXKABHUX EKCNIEPTH3 Ta MOLEPHI3aLlis KOMILIEKCHHX CHCTEM 3aXHCTy iH(opMaLii»
nepesiky 3aBhaHb 1 3axoiB KoMmekcHOi MiCbKoi LinbOBOI nporpamu «Iludposuii Kuis» na 2024-2025
POKH, 3aTBepAXKEHOI pitenHaM KuiBcbkoi Micbkoi pamu Big 07.12.2023 Ne 7516/7557.

3 meroro 3abesnevenns 3axucty DNS 3amucis MiChKHX CEpBICIB HEOOXiOHO TPHAOATH KOMILIEKT
TLEH3IHHOro nporpamuoro sabesnedenns Cloudflare (nami-I13) abo eKBiBATEHT 3 TAKMMHE 3K TOKA3HUKAMIL

O6rpyHTyBaHHs HEOOXiMHOCTI MOCHIAHHS HA KOHKDETHI Mapky Ta BUpOOHuKa: [TocunaHHs B mux
sumorax Ha I13 Cloudflare 06yMoBieHO #Oro NOTOYHUM BHKOPHCTAHHSM TS 3axucty DNS 3anucis micekux
cepeicis LleHTpPOM MOHiTOpHHIY Ta KiGepOesmeku Mmichkux cepsicis Ta Hakasom Bim 15.01.2024 Nell
Creniani3oBaHoro KOMyHAJIBHOIO IMiATIPHEMCTBA “Kuierenecepsic” “Ilpo BBemeHHs y moCHimHy
eKCILIYaTalli0 MiICHCTeM MOHITOPHHIY Ta kKibepbesmexu”.

3aranbHi BUMOrn
3 wmerow 3abesnevenHs (yHKIi MOHITOpHHIY Ta kifepOesneku Micbkux cepsicie LleHTpom
MOHITOpHHTY Ta KkifepOesreki MiCLKMX CepBiciB HEOBXimHO 3abe3meuntu npunbaHHs  KOMILIEKTY

MNEH3IHHOTO MPOrpamMHOro  3a0e3MevyeHHs IMACHCTEMH saxucty DNS  (ninewsiiine nporpamue
3abe3nedenns).

3a3HaueHe nporpamue 3a0e3NneueH s CUCTEMMU MOBUHHO OyTH XMapHHM Ta He IIOBHHHO TIOTPedyBaTH
AONATKOBUX JILEH31H IS pO3TOPTaHHS.

Komnuexkt nporpamuoro 3afesneueHHsi nmigcHcTeMu 3axucery DNS (mimemsiiine nporpamme
3a0e3neveHHsn) - 1 KOMILIEKT

Ne Hassa Tun Kinexicts

1 CxJ1an KOMILIEKTY: Kommiexr 1

1.1 | CDN - Total Data Transfer - 99 TB

1.2 | Advanced Certificates Manager - Domains - 5 Zones

1.3 | Application Security Core - Included

1.4 | Application Security Core - MM Requests - 650 MM Requests

1.5 | Foundation DNS per MM DNS Queries Global — MM - 100

1.6 | Application Security Advanced - MM Requests — MM - 650

1.7 | Foundation DNS per 10K DNS Records Global — 10K - 100




1.8 | Application Security Advanced - MM Requests - Included

1.9 | CDN - Data Transfer (Europe) — 96,03 TB

1.10 | CDN - Data Transfer (North America) - 2.97 TB

1.11 | CDN - Requests - 650 MM Requests

1.12 | Advanced DDoS - Included

1.13 | Argo -Included

1.14 | Bot Management - Bot Management Requests — 450 MM Requests

1.15 | Enterprise - Primary - Domains — 3 Zones

1.16 | Enterprise - Secondary - Domains - 2 Zones

1.17 | Zero Trust Enterprise - User - 50 Seats

1.18 | Standard Success Offering - Included

1.19 | Premium Success - Included

1.20 | Data Localization Suite (DLS) - Included

Ne | Xapakrepucruka

Bumora

1 | Bumoru no
BHPOOHHKA

He menwe 9 pokis Oytu npucytHiM Ha puaky Content Delivery
Network (CDN).
Bupobunk nosunen Hanexxatn no xsanpanty "Jlimepu" 3a

MeTonukoro ouiHku Gartner Magic Quadrant ta Forrester na
punaky CDN, DDoS, WAF

2 | Bumorwu no
apXiTeKTypH
pimenns

PimeHHsa nOBUHHO OyTH XMapHUM.

PillenHs noBMHHO MaTH posmominedy crpykrypy LIOJ o
TJIAHETI 32 IPUHLMAIIOM anycast.

Mosknusicts 0bupatu periow, B sikomy Gyae 06pobmaTucs Tpadix.
Hasisricts L{OJ] He Menme Hix B 280 MicTax 1Mo BCbOMY CBITY.
Martu Touky npucyTHoCTi B YkpaiHi.

Maru yHidixosanuii Gyskuionan s koxuomy LIOJL
3alesneqyBaTy MOCTYI KODUCTYBa4iB HO pecypcis qyepes
HaiOmkauii IO,

Pobora pimenss B sikocti Reverse Proxy.

MoxnusicTs rpanynsnii JocTymy A0 OOMKOBOrO 3amucy Ha
OCHOBI POJIEIA.

MoxnuBiCTh peecTpallii JOMEHHUX iMEH BUPOOHUKOM PillIeHHS!.




Cucrema mnoBHHHA IiATPUMYBATH MeXaHi3M BEPCIOHYBaHHS
KOHQITypaLiii.

PilleHHs He NOBMHHO MaTu OOMeXeHb IIOZO NPOMYCKHOL
3aTHOCTI.

YOpaBiiHHA pILICHHSM NOBHHHO 3JiHCHIOBATHCS AK 34
nonomoroxo Bed-inrepdeiicy, tak i REST API.

Bumorwu mo
NPOAYKTHBHOCTI
pilmeHHs

Kinbkicts 06pobaroBanux DNS zamwris - e Mmenme 100
MIJIBIOHIB Ha MICALD.

O6csr tpadiky - He menme 99 TB Ha micsub.

3aranbha kinbkicts 06pobmosanux HTTP sanuris - He MeHwme
650 MIIBHOHIB HA MiCALD.

Kinbkicte 3anmutiB st 3axucTy Bixm GoT-atak - He MmeHme 450
MIUJIBIOHIB Ha MiCALp.

KinbkicTe kopuctyBauis Zero Trust - He MeHme 50 KOPHUCTYBayiB.

Bumoru no
dyskuionaxy
3aXHCTY

HassricTs Mexanismis saxucty: Bnoxysanns, Captcha Challenge,
JS Challenge.

MoOXIHBICTh BUSHAYEHHS PeaKLii Ha KOXKHY MO0 Ge3nexu.
MOJKNHBICTb BUSHAYEHHS IIPABUI IOCTYITy HA OCHOBI User-agent.
Mosk/HBiCTh BU3HAY€HHS NPABKII NOCTYITy IS IEBHUX 30H CATY.
MooxnBICTb BU3HAYEHHS MapaMeTpiB /st OKPEMHX CTODIHOK.
MO IHBICTh BKIFOYEHHS PEXUMY 3aXHCTY ISl BCOTO Pecypey.
Binnosinnicts cranmapram PSIDSS 2.01 3.0.

3axuct Big DDoS

Hassuicte 3axucry sin DDoS Ha MepeskeBomy pisai L3/L4.
Hassricts 3axucty Bix DDoS Ha pisHi nomatkis L7.

3aXHMCT BiI OOCATOBMX aTaK HE3aNeXkHO BiI pO3Mipy Ta
TPUBAJIOCTI.

MoxmBicTh 3axuCTy Bin aTak Ha nepeSupanus naponis (Brute
Force).

MoxnuBiCTh BU3HAYEHHS KiNBKOCTI 3amuTiB 3 omHoro IP s
OKpeMHX CTOpiHOK BeG-pecypey (Rate Limiting).

MOIHBICTb CTBOPEHHS BIACHUX MPABHI 0OPOOKH 3aMuTiB.
HasBHiCTb MexaHi3My BHBYeHHs NOBefiHKM Tpadiky mpu
nodynosi nomitux DDoS.

3axucr Big 0oTiB

DyHKLIOHAN GIOKYBaHHs IIKi ANMUBHX GOTIB i 03BiN AOCTYILY /Ui
OOTIB ITOLIYKOBHX CHCTEM.

Bukopucrauus MeXaHi3MiB MAalIHHHOTO HAaBYaHHS,
TMOBEJIHKOBOrO aHamisy Ta white-lists qust BusHauenns moctymny
0oTiB 10 pecypcis.

MoxmuBicTs BUKOPUCTaHHS N€TAIBPHEX Mapamerpis 3aMUTy JUIA
BU3HA4YEHHA JOCTYIIY .

3actocysanns rate limiting npasun ans npurHiueHHs GoT-aTaKy.

wh



Mo:xBICTb BiANpaBKM JIOTIB PO MOMIi HA CTOPOHHI CUCTEMU
SIEM.

3axucrt Bed-
JOJATKIB

3axHCT Bij aTak Ha BPa3AMBOCTI.

3axuct Bin OWASP Top 10 Bpasnugocreii.

HasBHicTs monepenHb0 BCTaHOBIEHHX wIAGNIOHIB 3aXUCTY B
3aJIE)KHOCTI Bl MIaTGOpMH.

MoxMBICTh HaNMAINTYyBaHHS NpPaBUN peakiii Ha 3arposy st
KOJKHOI CUTHATYPH.

ABTOMATHYHE OHOBJIEHHSI CUTHATYD 3aXUCTY.

MoxnusicTe nonasanHs napameTpis 10 BeG-3amuTy.
MOosKJIMBICTE CTBOPEHHS KOPHUCTY BaUbKHX npaBui WAF.

3axwucr Bin arak Brute Force.

Hasgricte ouinkosoi momeni sanwTis ans knmacubixauii piss
aTaku.

Bumorn go
mudpyBanns

[linTpumka nporoxony mudpysanns TLS 1.3

MosknnBicTe  Bu3HAaYeHHs MiHIMAaNbHOI Bepcii  MPOTOKOMY
wnpyBaHHs NaHuX A7 AOCTYIY A0 PECYpCy.

Mo 11BiCTb BUKOPUCTAHHS WHPYBAHHS JIHLIE IS KII€HTCHKOL
cecii.

Moxmsicts mwndpysanns 060x ceciit (3i cTopoHH KiieHTa Ta
cepsepa).

MoxnuBiCTb  BUKOpMCTaHHs BlacHuX  ceprudikaTis  mis
mHQPYBAHHS TaHUX.

PilleHHs TOBUHHO MaTH MOXUIMBICTb BUmaui ceprudikaTis Bin
Public CA uepes BeG-inTepdeiic konconi ynpasmnns a6o APIL.

Bumoru no DNS

MOJKIUBICTD PO3MILIEHHA JOMEHHOI 30HM Ha cepsepax
BUPOOHHKA PiLUEHHS,

MosknusicTe Bukopuctanus CNAME.

Buxopucranns nporokony DNSSEC.
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Bumoru go
oprasizamii
AOCTYILY

MosxiBicTh 3a/1aBaTu IpaBUIa AOCTYIY IUTS KOPHCTYBAUiB.
MoxnusicTs 3anasaty npasuna JOCTyMy A7t FPYIL
MO:KIHBICTE JIOryBaHHs ay AMTY Ta 3MiH.
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Bumoru go
KemYBaHHSA
KOHTEHTY

MOXIHMBICTb KEIyBaHHs CTATUYHOTO KOHTEHTY.

MoxuBICTE 3a71aBaTH piBEHb KELIyBaHHS.

MosknusicTe 3anasati yac 36epiranHs ety B 6paysepi.
IIpumycose BHRaneHHS KEUIOBAHOIO KOHTEHTY 3a aTpuOyTamu:
XOCT, Url, MITKa.

MoxIMBICTh BUKOPHCTAaHHs GaraTopiBHEBOTO KeIyBaHHSL.

12

Bumorm go
OasancyBanus

Moxnusicts BukopHcTaHHsA byHKLUiH GanaHCyBaHHs TS KifbKOX
cepBepiB.




Moxnusicte Hamamtysanms Health Check nans  of'exris
DaslaHCyBaHHS.

MoxnusicTs cTBOpeHHs Failover 3 BUKODHCTAHHSM KiJTbKOX rpyn
00'exTiB OanaHcyBaHHs.

Mosxnusicts BUKOPUCTAHHS TIPaBHII reorpagigHoro
MapIIPYTU3YBaHHs Ul PI3SHUX KOPUCTYBAuiB.
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Buwnoru go
AHAJITHKH

Busenenns inbopmarii npo tpadik B pearsHOMy Haci.
Busenenss indopmauii craTucTuky 3a kpaiHamu.

MOoKUBICTD IOryBaHHS B peabHOMY Haci.

MOIMBICTP BHKOPUCTAaHHS [1eTaNi30BaHOi (hinbTpaLii npu
B1100pajkeHHI 3BITIB.

MoxmBicTe OTpUMAHHs CHPHX NOTiB 3 BHKOpPUCTAaHHSM REST
APL

Bukopuicranas kommpecii nis BianmpaBKH NOMiB Ha CTOpPOHHI
CHCTEMH.

MosknuBicTe KacTomizauii monis inpopmanii B BimmpasieHnx
JIoTax.

Moxumsicte nepenadi peanshoro IP kopucTyBada Ha 3axHIIeH
CepBepH AONATKIB.

Jani Ha iHGOpMALIMHUX TAHENsSX MOBUHHI BinoOpaxkaTucs He
MEHIIE Hixk 3a octanul 30 qHiB.

MooxnnBicTs nepernsany aHali THKH 3aMUTIB 3 TAKUME METPHKAMU:
IIBUAKICTE 3aBaHTa)KEHHSI CTOPIHKH.

Hac peakuii pecypcy.
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Bumoru no
NIATPHMKH

ITinTpumka 24/7/365 3a €1€KTPOHHO MOLITOM i TenehoHOM.
["apanToBanuii uptime 100%.
Hanannst BUniNEHOro iHXkeHepa Mi ATPUMKH.

HasiBHiCTb MiOTPUMKH YKPAiHCHKOKO MOBOK B  KOMIAHiSX-
napTHepax.

Hananns best practice ceciii mono:

HanamtyBanus Ta anMiHicTpyBaHHS pilneHHs.

Hanamtysanus nonituk Gesnexu.

OnTumisawii wBeuaKocTi poboTH KOAaTKIE.

[Mlopiuna nepesipka Beiei koH}irypamuii cucremu.

I{omicsiHa nepesipka MPORYKTHBHOCTI Ta onTHMiamii poGoTH
CHCTEMH.

Y4aCHUK Ma€ NpaBO 3aNpPOIOHYBATH €KBIBAJIEHT KOHKPETHOI TOPrOBELHOI Mapku uM GipMH, NaTeHty,
KOHCTPYKLi ab0 TUIy mpeaMeTa 3aKyIiBii, kepela Horo noxXomkeHHs abo BUPOOHUKA, SKi BXKMBAIOTHCS B
LMX BUMOTaXx, 33 yMOBH, 110 TAKHUE €KBIBAIEHT OyZe 3 TAKMMM K [OKa3HMKAMH Ta BiAMOBIZaTHMe BUMOTAM,

BCTAHOBJICHMM Y Li¥ TexHiuHii crerudikanii.
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Honarox 2

Keanigixauiiini kpurepii npouenypu 3akynisui ta nepesiK A0KYMEHTIB, [0 NiATBEPIKYIOTh
iHdopmanilo yuacHuKiB npo BignoBiaHicTs iX TAKHM KpHTepiaM

Ilepenik 10KyMeHTIB HA MiATBEPIKEHHS BiANOBiAHOCTI
Y4aCHHUKA BCTAHOBJEHHM KBaMpiKaniiHuM KpuTepism
1. | HasiBHicTe moxymentanbno | JIoBinka B JOBIIbHIM Gopmi 3a mMAMMCOM YIOBHOBAXKEHOL

Ne | Kpanidikauiitnuii kpurepiii

MiATBEePAKEHOr 0 MOCBiy | 0COOM yuyacHMKa, 3aBipeHa neyatkoro (y pasi ii BUKOPHUCTaHHsI), |
, BUKOHAHHS  aHAJOTiMHOro | Ha QipmMoBoMy Omamky (y pasi HAsBHOCTI) MpO HAfBHICTD

(anamoriunux) [IOTOBOPY | [IOCBIZy BMKOHAHHS AHAJONYHONO (aHAMNOriuHMX) IIOTOBOPY

(zoroeopis) (moroBopiB)* i3 3a3HaYeHHSM: HalMEeHYBaHHS KOHTDAreHTa,

NPEIMETY [IOrOBOPY, JaTH YKIanaHHs.

, Ha ninTBepmkeHHs BUKOHAHHS AHANOTIYHOTO (AHANOTIYHMX)
| IOroBopy (mOroBopiB), sikuii (siki) 3a3HAYCHHUIT (3aznageni) B |
HOBiALI, HANAKOTBCA KOMil: BUKOHAHOTO NOTOBOPY, BHAATKOBOI
(BunatkoBux) HaknanHoi (Haknanuux) abo akry (iB), JmcTa-
BIITYKA, IO MMiATBEPKYOTH HOTO BUKOHAHHS.

* ITio ananoeiunum 002080pom posysiemscsa d0206ip nodionuil
3a npeonmemom 3axynieni 3a nepiod 3 2014 poxy no menepiunii
] yac. Axugo 6 006i0yi yuacHux 6Kkazye OexiibKa aHaio2idHIX
| Ooeosopie, mo eci  dokymenmu wooo  niomeepoicenns
‘ GUKOHAHHS MAKUX 002060pI6 HAOAIOMBES OO0 KONCHO20 i3
srazanux 6 0o6ioyi 002060pie.

Jlnst HanexXHOTO 3aXMCTy iHTepeciB 3aMOBHMKA WIONO ABTOPH30BAHOTO IDKepena [MOoCTavaHHsA 3a
JaHUMH TOpraMu YYaCHMK IIOBHHEH HanaTu ABTOPU3ALiiiHMI IHCT (apropuzauiiina (opma TowO) Bix
BUPOOHMKA ToBapy abo HOro odiuifiHOro npencTaBHUKA, muctpub’roTopa B Ykpaini, sikuil miaTBepmKye
HasABHICTb y VY4YaCHMKAa TpaBa Ha 3iJiCHEHHS MNPONAXY 3aNpPONOHOBAHOTO YYACHHKOM ILEH3IHHOro
HPOTPAMHOro 3a0e3neyYeHHs.

YHaCHHK y TEXHIYHIH YaCTHHI CBOEI NPONO3KLLi OBHHEH HajaTH iHdopMaLiiiHuii tucT a6o DOBLAKY
B JIOBUIbHIA (OPMi PO MOSKIIHBICTD OCTABKK TOBAPY BiMOBIAHO 10 TEXHITHOI cneuudikanii i3 3a3HaAYEHHAM
KOHKPETHOI HasBM JILEH3IAHOrO MPOrpaMHOro 3abesnedeHHs Ta TepMiHy #Oro aii, wo IIPOTIOHY €ThCS
YUaCHHUKOM.

Y pasi yuacmi 06 'conanna yuacnuxis niomeepocenns 6ionogionocmi Kean@ixayiitnum kpumepism

30TICHIOEMBCSA 3 YPAXYBAHHSM Y3A2ANbHENUX 00 '€OHANUX NOKAZHUKIG KOHCHOZO VHACHUKA MAKO20 00 ' €OHANNA
HA NIOCMAsi HAOaHOT 06 'cOHannsM ingopmayii.

IniniaTop 3akymisai /-:;'f""’;zi-' 4 €.B. BypxuHcbKHi
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Homarox 4

ITPOTOKOJI Ne 68
3aciaaHHs poOoYoi TPyny 3 po3pOOKHU Ta MOTOMKEHHS TEXHIUHIX BHMOT
JI0 3aKyIiBeNb POOIT, TOBAPIB 1 MOCIYT NPH BUKOHAHHI 3aX0iB KOMILIEKCHOT MiChKOi
1160801 nporpamu «udposuit Kuis» ma 2024-2025 poku

M. Kuis «29» cepmus 2024 poky

INPUCYTHI:

Ynenu poboyoi epynu:
A. BoBHIOK

M. XKypbenko

M. KmoeBa

C. Ocimos

O. INomimyx

1. CanpHIKOB

T. Camoitnenko

J. Lgiryn
MMOPSAJTOK JEHHUIA:

Po3pobka Ta MOro/KeHHs MPOECKTIB TEXHIYHMX BMMOT [0 3aKyNiBedb Y MEKAX
BUKOHaHHs 3ax04iB KommuekcHoi Mickkoi winboBoi nporpamu «Lludposuii Kuis» na 2024-
2025 poxu, 3aTBepmKeno] pimenHsM KuiBchkoi mickkoi pagu iz 07.12.2023 Ne 7516/7557
(mam — IIporpama), y 2024 poui, a came:

AOONpaNbOBAHMH TIPOEKT TEXHIYHMX BHMOI 10 3akymieii «IlakeTw mporpaMHOro
3abesneyeHns MiacHCTeMM 3axucTy DNS» (mymkT 6.5 «BupoBamkeHHs, PO3BHUTOK Ta
MIOOCHAIICHHA ILEHTPY MOHITOPUHTY Ta KiOepOesmeku MIChKHX CepBiCiB, 3aKymiBis
oObnamHaHHA Ta NPOrpamMHOro 3abesmedeHHs: KiOepOE3MEeKH, CTBOPEHHS, MIPOBE IEHHS
ACPIKABHMX EKCTIEPTH3 Ta MOJEPHI3ALlisl KOMIUIEKCHHX CHCTEM 3aXKCTy iHhOpMAaLiiy» mepemiky
3aBJaHsb 1 3axo/iB [Iporpamu).

1. Pisne.

Ilo numannio 1

CIYXAJIA:

M. Kypbenka, sxuii moiHbOpMyBaB, WO i 3a0e3NeYeHHs BHUKOHAHHS LEHTPOM
MOHITOPHHIY Ta KibepGesnexu MiCbkux cepsicis noknanennx QyHkuiH, 30Kpema moao 3axucty DNS
3aMUCIB MICBKUX CEPBICIB, € HEOOXiAHICTb BHKOPHMCTaHHS JIEH3IMHOTO MPOrpamMHOro
3abesneyenns Cloudflare abo exBiBaIeHTY 3 TAKAMH * MOKA3HMKAMH Ta MPEACTABHEB
JIOOMpPAlbOBAHUN IPOEKT TEXHIYHMX BHMMOT 1O 3akymiBii «[lakeTd mporpamMHOro
3alesneyeHHs miacucTeMu 3axucty DNS» (myHkT 6.5 nepermiky 3aBaaHb i 3axojiB
IIporpamu) y 49acTHHI PO3IMIMPEHHA CKIAdy KOMIUIEKTY NPOTPAMHOr0 3a0e3meveHHs
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niacucTeMu 3axucty DNS migmysxramu 1.6 - 1.7,
B obrosopenni 6pamu yuacts: [. [{giryH.

YXBAJIWJIN:

Pexomennypatu cnemamsoaaﬂomy KOMyHaJIbHOMY mianpueMcTBy «KuiBTenecepsicy»
i 9ac mpouemypH 3akymieii «[lakeTw MporpaMHOro 3abe3nedycHHs MiACHCTEMH 3aXHUCTY
DNS» (mymkr 6.5 mepemky s3aBmanb 1 3axomis IIporpamm) BUKOPHCTOBYBATH
MOONPalBOBAHHH MPOEKT TEXHIYHHX BUMOT, POSITIAHYTHII HA 3acifanHi po6odoi rpymy.

I'OJIOCYBAJIU: «3A» - 8, «ITPOTW» - 0, « YTPUMAJIOCDE» -

IIpoTokon Bena Tamapa CAMOWMJIEHKO



Indopmanis npo esexrponni miznucu (EII)

Ne noxymenTa 075-2034
JOKYMEHT 3apeecTpOBaHO Y KAPTOTeIli:

Bun noxkymenra:
Crueai 3micT:

Hara peecrpanii 29.08.2024
Buxigaa
Jluct

Martepiamu 3acizanus poboqoi rpymu 29.08.2024 (ITpotoxomn Ne 68 Bin 29.08.2024)

Kinekicts ¢aiinis: 2

JOKYMEHT CEJI ACKOJ ITC €IIIK

Kinskicts EII: 16

JenapramenT iHGopMaLiiHo-

KOMYHIKAI[IHHHX TEXHOIOTH

IlepeJik eJeKTPOHHHX IIIHCIB

29.08.2024 Ne 075-2034

116

Jaru 1 gac HaneceHns EIT

[Toromwxennsg

Yac ocTaHHBOTO
nanecenns Ell

Bosurok AHaTonii
Biranifiosuu
KinskicTe EII: 2

02.09.2024 11:56:43 ;
02.09.2024 11:56:43 ;

02.09.2024 11:56:43
[loromus;

02.09.2024 11:56:43
ITorogus

BosHiok AHaTonii

02.09.2024 11:56:43 ;

02.09.2024 11:56:43

02.09.2024 11:56:43

Biratitiopnu 02.09.2024 11:56:43 ; [Moroaus; [Toronus
Kinekicrs EIT: 2

LIBII'VH IMUTPO 29.08.2024 11:46:29 ; 29.08.2024 11:46:30 29.08.2024 11:46:30
BIKTOPOBMUY 29.08.2024 11:46:30 ; [Toromous; IMoroaus

Kinskicres EXL: 2

[Moningyxk Oner
DenopoBuY
Kinekicrs EII: 2

29.08.2024 10:03:19 ;
29.08.2024 10:03:19 ;

29.08.2024 10:03:20
[loroaus;

29.08.2024 10:03:19




IMonimyx Oner
Depnoposuu
Kinskicts EII: 2

29.08.2024 10:03:19 ;
29.08.2024 10:03:19 ;

29.08.2024 10:03:20
IToroaue;

CAJIBHIKOB
[TETPO €EIOPOBUY
Kinexicers EIT: 2

29.08.2024 10:00:36 ;
29.08.2024 10:00:37 ;

29.08.2024 10:00:37
Iloroaus;

29.08.2024 10:00:37
IHoroous

KITMIOEBA MAPIA
ITABJIIBHA
Kinskicrs EIL: 2

29.08.2024 09:31:56 ;
29.08.2024 09:31:58 ;

29.08.2024 09:31:58
Tloronus;

29.08.2024 09:31:58
Iloroaus

Kypbenko Makcum
AwnaroniiioBuu
Kinbkicte EII: 2

29.08.2024 09:29:08 ;
29.08.2024 09:29:09 ;

29.08.2024 09:29:09
IToroaue;

29.08.2024 09:29:09
IMoronus

OCITOB CEPI'IA
KOCTSHTUHOBUY
Kinbkicers EIL: 2

29.08.2024 09:26:00 ;
29.08.2024 09:26:01 ;

29.08.2024 09:26:01
Tloronug;

29.08.2024 09:26:01
[Torogue




Camoiinenko Tamapa
AmnaroniiBHa

Kinskicts EIL: 2

29.08.2024 09:09:43 ;
29.08.2024 09:09:43 ;

El

29.08.2024 09:09:43
IMoroous;

29.08.2024 09:09:43
IToronus

Camoiinenko Tamapa
AHaroniieHa
Kinekicrs EIL: 2

29.08.2024 09:09:43 ;
29.08.2024 09:09:43 ;

¥

29.08.2024 09:09:43
[MToromus;

29.08.2024 09:09:43
Iloronue




TOBAPWUCTBO 3 OBMEXEHOHD 04119, YkpaiHa, m. Kuis,

BIANMOBIOANIBHICTHO syn. KOpia Innexka, ByguHok 89
«METEOP ANTI» +380 44 333 94 13

Komepuiitua nponosuis

Y BinnosiEoCTi 110 3aumTy Ne305-2024 Bij1 02.09.2024 poky Hagaemo KOMCPILIHHY HPOTIO3UIII0
o1 Baprocti Haxkern nporpammoro 3adesmedentst uijcucremu saxuery DNS (48150000-4 [laxern

1POTPAMHOro 3a0e31ICHeHHs JUTH KepyBatHs BUPOOHUUUMH Hpoiecamu 3a JIK 021:2015 Ciunoro
3aKYIIBCIBLHOTO CIIOBHHKA).

lpoepanma npodykyis Cloudflare pospaxosana na 1 micays nionucku, na pix 6 Koxmiexm 3ANPONONOEANO0
PIMCHHS HYEHFITIN020 NPOZPAMHOZ0 3A0E3NCHCHHS CUCIEMU KibepHesnexu 6xodums 6i0nosiono 12 wm.
BpoSpamuol npodykyiil sanavenol Hucye

@ Kin- O ina, rpu Cyma, rpu
M Hanuenysaronapy Th BuMip ]Eiltﬂ IIJIF;} ﬁ);:s liﬂ%

KomuexT nporpamunoro sadesneuenns nijicHeTeMu 3axucTty
DNS (uinensiiine nporpamue 3ade3neycins) v ckiai:
CDN - Total Data Transfer - 99 TB
Advancced Certificates Manager - Domains - 5 Zones
Application Sccurity Core - Included MM Requests
Application Security Core - MM Requests - 650 MM Requests
Foundation DNS per MM DNS Queries Global - 100 MM
Application Security Advanced - MM Requests - 650 MM
Requests
Foundation IDNS per 10K DNS Records Global - 100 10K
Application Security Advanced - Included MM Requests
| CDN - Data Transfer (Europe) - 96.03 TB KOMILIC =
| CDN - Data Transfer (North America) - 2.97 TB l KT thzas oD 1245000
" CDN - Requests - 650 MM Requests
i Advanced DDoS - Included TB
| Argo - Included TB
| Bot Management - Bot Management Requests - 450 MM
| Requests
: Enterprise - Primary - Domains - 3 Zones

l nierprise - Sceondary - Domains - 2 Zones
| | Zero Trust E nterprise - User - 50 Scats
| Standard Success Offering — Included
I Premium Success — Included
Data Localization Suite (DLS) - Included

Beworo, 0ez ITAB | 14 245 000

Iojiatox Ha jpojany Bapricts (20%) 2 849 000

3aransua cyma, 3 ILIB | 17 094 000
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UKRAINE

TOBAPUCTBO 3 OBMEXEHOIO
BIJNOBIIAJBLHICTIO
«CMAPT CITI YKPAIHA»

SM - Iy

01103, m. Kuis, eyn. Hivancoxa, 10 A

Koo €/IPITIOY 43236898

Ten: +380632540601

it.infol@smartcityua.com. ua

Bux.Ne 100 sig 04.09.2024

KomepuinHa nponosauLlis

Y BignosigHocTi Ao 3anuty Ne 304-2024 Hagaemo KOMeEpUIHY NporosuLiito LWoAO BapTOCTI
nakeTiB nporpamHoro 3abesneveHHs nigcrcremu saxucty DNS (48150000-4 MakeTu nporpamMmHoro

CITOBHMKA).

3abesneyeHHs ANs KepyBaHHS BUPOBHUYMMI NpoLiecamm 3a AK 021:2015 €aunHoro 3akynisenbHoro

Ne | HalimenyBaHHsA ToBapy

Kin-
Th

Ogn. Uisva, rpH
BUMIp oez NAB

Cyma, rpH ©Oes
noaB

KoMnnekt nporpamHoro 3sabesnevyeHHA niAcMCTeMM
3axucty DNS (niyeHsiiHe nporpamHe 3aGesnevyeHHs) y
cKnapgi:

Application Security Core - Included MM Requests

Standard Success Offering — Included

Premium Success — Included

Data Localization Suite (DLS) ~ Included

Application Security Advanced - Included MM Requests

Advanced DDoS - Included TB

Argo - Included TB

Advanced Certificates Manager - Domains - 5 Zones

Enterprise - Primary - Domains - 3 Zones

Enterprise - Secondary - Domains - 2 Zones

Application Security Core - MM Requests - 650 MM Requests
Foundation DNS per MM DNS Queries Global - 100 MM
~“Application Security Advanced - MM Reguests - 650 MM Requests
Bot Management - Bot Management Requests - 450 MM Requests
Foundation ONS per 10K DNS Records Global - 100 10K

CDN - Requests - 650 MM Requests

Zero Trust Enterprise - User - 50 Seats

CDN - Total Data Transfer - 99 TB

CDN - Data Transfer (Europe) - 96.03 TB

CDN - Data Transfer (North America) - 2.97 TB

lpoepamna npodykuia Cloudflare pospaxosara Ha 1 micsus
MionucKuU, Ha piKk 8 KOMIMIeKm exooums 12 wm. npoapamHor

Komnne

T 14 000 000

14 000 000

Bcworo, 6e3 MOB

14 000 000

Mopatok Ha gofaHy BapTicTk (20%)

2 800 000

3aranbHa cyma, 3 N4aB

16 800 000

Hupexrop )
TOB «CMAPT CITI YKPAIHA»
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