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Konxperna na3sa npeamMera 3axymisni — Jlinensiitne mporpamue 3a6e3nedennst Aus 3a6e3med eHHs
[entpy moniTopunry Ta Kidepoesneku Micbkux cepsicis (48730000-4 — IlakeTn mporpamMHoro
3abe3nevenns 1/ 3abesneueHns oe3nexn 3a JIK 021:2015 €aunoro 3akyniBeasHOro CJIOBHHKA).

Q0rpyHmy6eanHs 0OyibHOCME 3AKYNIBI:

Ha uxonanns mynkTy 16.22 «CTBOpEHHs Ta BIIPOBA/PKCHHSI IIEHTPY MOHITOPHUHTY Ta Kibepbeseku
MICBKHX CEpBICiB, Horo TexHiuHEe 00CIIYTOBYBAHHs, MOHITOPHHI Ta MiITPUMKA CEPBICiB, PO3MIUPEHHS Ta
JI0OOCHAIEHHS» MEPENiKy 3aBjaHb 1 3axoxiB KommrexcHoi mickkoi 1imboBol mporpamu «Ejekrponna
cromuus» Ha 2019-2023 poxu, 3arBepmxenoi pimenmsM KuiBcbkoi michkoi pamu Big 18.12.2018 No
461/6512 (y penakuii pimenns Kuicbkoi mickkoi paau i 08.12.2022 No5824/5865).

3 MeTor0 3a0e3ledeHHs [IPalliBHUKIB HEOOXITHUM IMPOrPAMHUM 3a0e3MCUCHHAM JUIs e(QeKTUBHOT
nporuaii xibep3arposzam.

Obrpynmysanns 0b6ca2ie 3axynieil.

O6’eM nineH3ii 00yMOBJIEHO MOTOYHOIO KinbkicTio DNS 3amuciB micekux IKC siki motpebyiorh
Ki0ep3axucry.

O0rpynmy6anHs AKICHUX XAPAKMEPUCTNUK 3AKVAIGII;

IIpenmer 3akymiBil IOBHHEH BIAMOBINATY TEXHIYHUM, SIKICHUM Ta KUTBKICHUM BHMOTaM, HaJaHUM Y
Honatxy 1.

Texuiuni Bumoru pexomenaoBani mpotokosom Nel02 Biyx 01.12.2023p. 3acinanss po6o9oi rpyiu 3
PO3POOKHM Ta MOTOKEHHS TEXHIYHUX BHMOI JIO 3aKyIiBelb PoOIT, TOBAapiB 1 IMOCIYr IPpU BUKOHAHHI
3axoaiB KomiuiekcHoi Michkoi Iib0B0T mporpamu «Enextporna cromuisy Ha 2019 - 2023 poxw.

OuikyBaHa BapTICTh IIpeJMeTa 3aKymiBii, 3rifHO mpoBexeHoro lHimiatopom —3axyIiBii
(B1AIIOBIJAJIEHUM 32 PO3POOKY TEXHIYHUX BUMOT ) MOHITOPHHTY ITiH, BUBHAYCHA SIK CEPEIHbOAPUDMETHIHE
3HAYEHHS OTPUMAHUX KOMEPLIMHMX TPOmo3uiii, i ctanoButh 10 276 199,52 rpH. (necsth MiTbHOHIB
JIBICTI CIMJIECST IIICTh THUCSIY CTO JIEB'STHOCTO JI€B’SITh TPUBEHB IT'SITAECAT Bl Kormiiiku) 3 [1/[B. OgikyBana
BapTICTh MPEAMETy 3aKyIiBJIl HE MEPEBHILYE PO3Mip OIO/PKETHOTO NMpu3HadeHHs. Po3mip OI0KeTHOTrO
MIpU3HAYEHHS - BLIMOBIIHO JI0 MAcIOPTY OroKeTHOI nmporpamu Ha 2023 pik.

Jbxepeno ¢dimancyBanas 3akymiBmi — wicneBuir Oropxer, KEKB 2610 (Cybeuaii Ta moTouni
TpaHcepTH MiAIIPHEMCTBAM (yCTaHOBaM, OpraHi3allism).

Bun npeameTty 3akymiBim — ToBap.

KinpkicTs — 1 KOMIUIEKT.

Micrne mocTaBku ToBapiB — micto Kuis.

Crpox nocTaBku ToBapis — a0 31.12.2023.

JToparTkm:



2

1. HMomarox 1. Iadopmaris mpo HeoOXimHi TexHiuHi, sKiCHI Ta KUTbKICHI XapakTepHCTHKH IIpeaMera
sakyniBii (TexHiuni BUMOTH) Ha 5 apk.

2. Jlomarox 2. Kpamidixanifini xpurepii 10 yyacHuKiB Ha 1 apk.

3. Homarox 3. IlinTBep/DKEHHs 09iKyBaHOI BAPTOCTI IIpeIMeTa 3aKy B/l (MOHITOPHHT IiH) Ha 2 apK.

4. Jlomarox 4. IIporoxosn Nel02 3aciganust po604oi rpynu 3 po3poOKH Ta MIOTOIKEHHS TEXHITHAX BUMOT
JI0 3aKymiBesb POOiT, TOBAPIB i HOCIYT MPH BUKOHAHHI 3ax0/1iB KOMIUIEKCHOT MiCEKOT ITBOBOT IporpaMu
«Enextporna cromums» Ha 2019 - 2023 poxu y 2021 — 2023 pokax Ha 2 apk

InimiaTop 3akymniemi %”’ " ML.A. KypGenxo

«IOI'OKEHO»:
I'onoBHuii 6yxranrep ,W I'. A. Bykma
7/
HavanbHuK 3araJibHO-IIPABOBOrO BiIiTy v O.M. Tepruynmii
3aCTYIHHK roJIOBHOTO OyXrajrepa // C
3 eKOHOMIYHHIX ITATAHD ,;f",/W 10.B. BoaouacBa

3acTyIHUK AUPEKTOPA 3 TEXHIYHUX
MATAHb

3acTynmHUK IHPEKTOpA 3 MATAHD
KibepoOe3nexu




(S

Jlomarok 1

TH®OPMALIA ITPO HEOBXIIHI TEXHIYHI, IKICHI TA KIJIBKICHI XAPAKTEPUCTUKHU
IPEAMETA 3AKVYIIBJII (TEXHIYHI BUMOI'N).

Ipeamer 3akymisJi: Jlinensiiine nporpamue 3a6e3neyenns s 3ade3nedenns [lentpy
MOHITOPHHIY Ta KibepOesnexn micbKkux cepsiciB (48730000-4 — IlakeTn mporpamMuoro 3ade3nedeHHs
s 3a0esnedenns 6esnexn 3a 1K 021:2015 €xunoro 3akymiBeIbHOr0 CJI0BHAKA).

Ha Buxonanns myHkry 16.22. «CTBOPEHHS Ta BIPOBa/PKEHHS [IEHTPY MOHITOPHHTY Ta KibepOesneku
MICHKHX CEpBiCiB HOro TexHiuHe OOCIyroBYBaHHS, MOHITOPHHI Ta IIATPUMKA CEPBICiB, PO3MIMPEHHS Ta
JIOOCHAIIEHH» IIEPENiKy 3aBjlaHb Ta 3axoliB KommiekcHol Michkoi 1inboBoi mporpamu «Einekrponna
croymans» Ha 2019-2023 poxu, 3arBepuxenol pimeHHsM KuiBcbkoi michkol paau Bix 18.12.2018 Ne 461/6512
(y penaxuii pimenHs Kuiscpkoi micbkol paau Bim 08.12.2022 No5824/5865)

3arajsHi BUMOrn

Binnogigro 0 moroyHux moTped L{eHTpy MOHITOPHHTY Ta KiGepOes3neky MiCHKUX CEpBICiB BKIIOYAE
KOMIUIEKT IIPOIpaMHOI IIPOIYKIii CHCTEMH MOHITOPHHLY ITOMIH KibepOe3neKu.

CucreMa IIOBMHHA MaTH MOXIJIMBOCTI JUIS MOJATBIIOTO PO3NIMPEHHS (DYHKIOHATY Ta KiILKOCTI
KOMIIOHEHTIB IT-cucrem, o KOHTPOIFOIOTHCS B MiJCHCTEMI, 6€3 BHECEHHS CYTTEBUX 3MIH J10 icHyrouol IT-
iHpacTpyKTypH.

3a3HavyeHe IporpaMue 3a0e3IedeHHs] CUCTEMH IIOBUHHO OyTH XMapHHUM Ta HE MOBHHHO ITOTPeOyBaTH
JIOJTATKOBUX JIILIEH31H A PO3TOPTAHHSL.

Ckaj 3akymiBJIi:

No Hassa Tun Kinekicrs

1 KommuiexT JineH31iiHOro mporpaMHoro 3ade3nevdeHHs Kommuiexr 1
cucTeMu KidepOe3nekn y CKIai:

1.1 CDN - Total Data Transfer - 80 TB

1.2 | Advanced Certificates Manager - Domains - 10 Zones

1.3 | Application Security Core - Included

1.4 | Application Security Core - MM Requests - 500 MM Requests

1.5 | CDN - Data Transfer (Europe) — 77.6 TB

1.6 | CDN - Data Transfer (North America) - 2.4 TB

1.7 | CDN - Requests - 500 MM Requests

1.8 | Advanced DDoS - Included

1.9 | Argo -Included

1.10 | Bot Management - Bot Management Requests - 300 MM Requests

1.11 | Enterprise - Primary - Domains - 8 Zones




1.12 | Enterprise - Secondary - Domains - 2 Zones
1.13 | Image Resizing (Up to 10 Megapixels) - Uncached Images - 1 MM UncachedImages
1.14 | Managed DNS - DNS queries 100 MM DNS Queries
1.15 | Zero Trust Enterprise - User - 50 Seats
1.16 | Standard Success Offering - Included
1.17 | Premium Success - Included
1.18 | Data Localization Suite (DLS) - Included
TEXHIYHI BUMOI'I CUCTEMMU
Ne
3/ HaliMenyBaHHS TEXHIYHHX XaPAKTEPHUCTUK Ta BHMOT
|
1 | Bumorn ) . ;
o He menmie 8 poxie OyTu npucyTsim Ha punky Content Delivery Network
BHPOOHHIK (CDN).
a BupoOHUK ITOBHHEH HAJEXaTH 0 kBajgpanty "Jligzepu" 3a MeTOIMKOIO
oninku Gartner Magic Quadrant ta Forrester na puaxy CDN, DDoS, WAF
2 | Bumorn ;
- Pimenns moBUHHO OyTH XMapHUM.
apxiTexTy PinieHHs NOBUHHO MaTH po3mofineny crpykrypy LIOJ] mo mameri 3a
pu OpUHIUIIOM anycast.
pineHHst MoskuBicTE 00MpaTH perioH, B sikoMy Oye 06pobisTucs Tpadik.
Hassricts [O/] He MeHmIe Hix B 280 MicTax 110 BCbOMY CBiTY.
Maru Touxy npucytHoCTI B YKpaiHi.
Matu ynidixosanuit pyrxunionan B koxxuomy LIO/I.
3abe3nedyBaTy JOCTYI KOPHUCTYBadYiB JIO PECYpCiB depes3 HaWOIMKamil
LHOM.
PoGota pimenns B sikocti Reverse Proxy.
MoxuBiCTh TpanyIANii JOCTyITy 10 00IIKOBOIO 3aIUCy Ha OCHOBI POJIE.
MosxnuBicTh peecTpariil JOMEHHHUX IMEH BUPOGHUKOM PIlIEHHS.
CucTema MOBUHHA I ITPUMYBATH MEXaHi3M BepCiOHYBaHHsA KOHDITyparii.
Pimrenns He IOBHHHO MaTH 0OMEXEHB II[0/I0 IIPOITYCKHOT 31aTHOCTI.
VrpaBmiHHS PIIICHHSIM OBUHHO 3iMCHIOBATHCS SK 33 JOIIOMOIOIO BEO-
inTepdeticy, Tak i REST APIL
2 ?:MOFH Kinexicts 06pobmoBanux DNS sanutis - me menme 100 MinbioHIB Ha
POAYKTH MICSIIIb.
BHOCTI O0csr tpadiky - ve menire 80 Th Ha micsis.
pimenHs 3aranbHa KiTbKicTe 00pobGmroBanwx HTTP szamwris - we menme 500
MUIBHOHIB Ha MICSITh.




KinpkicTs 3ammTiB 47151 3aXucTy Bijg 60T-atax - He Merme 300 MinbHOHIB Ha
MICSIIIb.,

Kinbkicts xopucrysauis Zero Trust - He Menme 50 KopucTyBadis.

Bumorn
ao
dyHkuion
ary
3AXHCTY

HasBricts mexamismis saxmery: Brnokysamus, Captcha Challenge, JS
Challenge.

MoskuBiCTh BU3HAYCHHS PeaKilii Ha KOXKHY MO0 Oe3MeKu.
MoxuBiCTh BU3HAYEHH IPaBIII 1OCTYY Ha ocHoBi User-agent.
Mo>KTUBICTE BU3HAYEHHS IPABIIT ZOCTYILY JUIs IEBHEX 30H CANTY.
Mo uBiCTh BU3HAYEHHS IapPAMETPIB /U1 OKPEMHUX CTOPIHOK.
MOXIIHBICTE BKITOUEHHS PEXHUMY 3aXHCTY JUIS BCHOTO PECYPCY.
Bianosinuicts cranmapram PSI DSS 2.0 1 3.0.

3axucr
Bin DDoS

Hassricts 3axucty Bix DDoS Ha Mepexesomy pisni L3/14.

HasBricTs 3axucry Bix DDoS Ha pisai gomarkis L7.

3axucT Big 00CATOBUX aTaK HE3alIexkHO Bijl po3Mipy Ta TPUBAIIOCTI.
MosKIMBICTB 3aXUCTy Bijl aTak Ha epebupants mapoiis (Brute Force).
MosxnuBicTh BU3HAYEHHS KiJILKOCTI 3amUTIiB 3 omHOro IP mis OKpeMUX
cTopiHoK BeO-pecypey (Rate Limiting).

MoKJIMBICTh CTBOPEHHS BITACHUX MTPABUI OOPOOKHM 3aITHTIB.

HagBHICTh MeXaHi3My BHMBYCHHs IOBEJIHKH Tpadiky mpu moOymosi
noxitux DDoS.

3axucr
BiJx 0oTIiB

Oynxuionan GJI0KyBaHHS MIKUMBUX OOTIB 1 J03BiN mocTymy Juist GOTIB
IIOIIYKOBUX CHCTEM.

BuxopucTaHHsS MeXaHI3MIB MalIMHHOIO HABYAHHSA, IIOBEIIHKOBOTO
anamizy ta white-lists U1t BU3HAYCHHS! JOCTYITY OOTIB 0 pecypcis.
MoKIMBICTE  BUKOPHUCTAHHS — JCTAIBHUX IApaMETPIiB  3aluTy I
BH3HAYECHHS JIOCTYITY.

3acrocyBanHA rate limiting mpaBwI JIJIst IPUTHIYCHHS OOT-aTaKH.

MoKIHBICTh BIIIIPABKHM JIOTIB PO TOIiT Ha cTOpoHHi crcremu SIEM.

3axucr
BeO-
JA0OATKIB

3axuCT BiJl aTaK Ha BPa3JIUBOCTI.

3axuct Bit OWASP Top 10 BpasnuBocTei.

HasgsuicTe nonepeqHb0 BCTAHOBICHUX IIAOJIOHIB 3aXUCTy B 3aJI€KHOCTI
BiJI TUIATHOPMHU.

MoXIUBICTE HaJTaIITyBaHHS IPaBHJI PEakiii Ha 3arpo3y Ul KOXKHOI
CUTHATYPH.

ABTOMAaTHYHE OHOBJICHHSI CUTHATYD 3aXHCTY.

MoxIBICTE JOaBaHHs apaMeTpiB 10 BeO-3aIuTy.

MO>JIUBICTh CTBOPEHHSI KOPUCTYBaNbKUX rpasui WAF.

3axucT Bix arak Brute Force.

HasBHICTS OILIIHKOBOT MOJIENi 3aITHTIB JIIs Kiacudikarlii piBHs aTaku.

Bumorn
i (1)

[TinTpumMxa mpotoxory mmudpysanus TLS 1.3.




mugpysa
HHA

MosxmBicTs BU3HaYCHHS MiHIMaTbHOI Bepcil IIPOTOKONY MH(PYBAHHS
JIaHUX JUIsL JOCTYILY 10 Pecypcy.

MoIUBiCTS BEKOPUCTAHHS MUPYBAHHS JIHIIE 1T KIIEHTCHKOT cecil,
MosxnusicTs muppyBanss 060X ceciit (31 cTOpoHM KiieHTa Ta cepBepa).
MOXIIHBICTE BUKOPHUCTAHHSA BJIACHHUX CepTHQIKATIB s IHdpyBaHHS
JIQHUX.

PllIeHHS HOBMHHO MaTH MOXIHBICTE BUadi ceprudikaris Bix Public CA
uepes Beb-inTepdeiic KoHcoi ynpasninas abo API.

9 | Bumoru . : .
0 DNS MoxIHBICTE  PO3MIIIEHHS JOMCHHOI 30HM Ha cepBepax BHPOOHHKA
pilIeHHS.
MoxusicTs Bukopuctanus CNAME.
Buxopucranas nporoxonry DNSSEC.
10 | Bumorn
h () MOKIMBICTE 3a/1aBaTH TIPaBHIIA JOCTYILY JUI KOPHCTYBAUIB.
?praﬂizau Mo>IMBiCTh 3a/1aBaTH IPABHIIA JOCTYIY IS IPYIL.
HHAOELYITY MOJKJIMBICTD JIOTYBaHHS ayIUTY Ta 3MiH.
11 | Bumorn ;
i MoKIIMBICTh KENTyBaHHS CTATHYHOIO KOHTEHTY.
KeIyBan MoKIMBICTS 3aaBaTh PiBEHb KEIIyBaHHS.
HA MosxnuBicTs 3a/1aBaTh yac 36epirants Kenry B Opaysepi.
KODyeHTy IIpuMycoBe BUAAJICHHS KEIIOBAHOTO KOHTEHTY 3a aTpHOyTaMu: XOCT, Uri,
MITKa.
MOXIIUBICTE BUKOPUCTAHHS 0araTopiBHEBOTO KEITYBAHHSI.
12 | Bumorn . - "
10 MoxnuBicTs BUKOpUCTaHHS (YHKIIH OamaHcyBaHHs JUIs  KiJTBKOX
Ganancys cepBepiB.
AHHS MosxnusicTs HanamryBanHasa Health Check mist 06'exriB GanancyBanus.
MosxnusicTs cTBOpeHHs Failover 3 BUKOpHCTaHHSAM KiIBKOX IPyI 00'€KTiB
OaaHCyBaHHS.
MOK/IUBICTE BUKOPUCTAHHS IIPABHJI reorpadiuHoro MapuipyTU3yBaHHS
JUTSL PI3HIX KOPUCTYBAYIB.
13 | Bumorn . . N
o MOKIMBICTh BUKOPUCTAHHS MEXaHI3MY OITHMI3aIlil 300paKeHb.
f)lnTnMisa MOKIHMBICTh BHKOPHCTAHHS ONTHMI30BAHOI'O MapIIpYTH3YBAHHS JUIS
it IOCTYILY IO KOHTEHTY
HasBHicTs BOYZOBaHOTO MaliCTpa aHaNizy Ta OnTHMisalii HaJallTyBaHb
Oe3neKu.
L B;/IMOFI/I Busenenns indopmanii mpo Tpadik B peaibHOMY Yaci.
gna TR Busenenus iHpopManii CTaTUCTHKY 3a KpaiHaAMHU.
U MOKJIHMBICTB JIOT'YBaHHS B pealbHOMY Jaci.

MoOXJIUBICTh BUKOPHUCTAHHS JIeTai30BaHol (GibTparil mpy Bigodpaxenni
3BITIB.
MoXITUBICTE OTpUMaHHSI CHPUX JIOTIB 3 Bukopuctanusm REST API.

Buxopucranss KoMIIpecii Juist BIIITPaBKY JIOT1B Ha CTOPOHHI CHCTEM.




—  MoxnuBicTs KacTomizanii momis indopmanii B BiIpaBIeHHX JoTax.

— Moxmsicts nepenaui peansroro IP kopucTyBaya Ha 3aXuINEHI cepBepy
IIOJATKIB.

— /Jlaui Ha inpopMarifHIX NaHeISIK TOBUHHEI BigoOpakaTHCs He MEHIIE HiK
3a octranHi 30 qHIB.

—  MOXIuBICTS HEpernay aHaITHKY 3aIUTIB 3 TAKUME METPHKAMU:

— IIIBHAKICTH 3aBaHTAKCHHSI CTOPIHKH.

— Yac peaxuii pecypcy.

Bumorn : :

10 — lligrpumka 24/7/365 3a eNeKTPOHHOIO MONITOIO 1 TeTeGOHOM.
; _ B it 0

mixTpIMEK I"apanroBanuit uptime 100%.

U — Hapanns BuisieHOro imxeHepa miIrpuMKH.

— HasBHicTb miATpUMKY YKPaTHCHKOIO MOBOIO B KOMIIAHISIX-TIApTHEPAX.
— Hapnanns best practice ceciit momo:

— HayamryBaHHS Ta aJIMIHICTpyBaHHS PilICHHS.

— HanmamryBanss nomituk 6e3mnexy.

—  OnruMizanii IBHAKOCTI poOOTH HOMATKIB.

— Iopiyna nepesipka Beiel KoHdIryparmii cucTeMu.

— Iomicsuna nepeBipKa IPOYKTHBHOCTI Ta OTNTHMI3aIii pOOOTH CUCTEMH.




HonaTox 2

Kpamidixaniini kpurepii npouexypu sakynisJii Ta mepesik J0KyMeHTiB, M0 MATBEPLKYIOTH
inopManiro y9acHHKIB PO BIXMOBIAHICTD X TAKMM KpHTEpisiv

Ilepenik JoKyMeHTIB Ha MiATBEPKEHH BiqmoBignocTi
YYacCHUKA BCTAHOBJEHUM KBadidikamiiHUM KpuTEpism
1. | HasBuicrs JgoxymenTaanHo | JIOBiiKa B HOBUIBHIK (opMi 3a IiAIHCOM YIOBHOBaXKEHOT

Ne | Kaaidikamiiiauii kpurepiit

HiATBEPKEHOT0 JOCBiXY | 0co0M yyacHMKa, 3aBipeHa MeyaTKoko (y pasi ii BUKOPHCTAHHS),
BUKOHAHHSL  aHAJoriyHoro | Ha QipmoBoMy OmaHKy (y pa3i HasBHOCTI) IPO HAasBHICTEH
(ananoriyamx) JI0TOBOPY | IOCBIIy BHKOHAHHS aHAJOTIYHOrO (aHAJOITYHMX) JOrOBOPY
(norosopis) (moroBopiB)* i3 3a3HAUCHHSM: HAMMCHYBAaHHSA KOHTparcHTa,

IIpEIMETY JOTOBOPY, JaTH YK aHHsl.

Ha minTBep/KeHHS BHUKOHAHHS AHAJOIIYHOrO (AHAJIOIIYHHUX)
JOTOBOPY (HOTOBOPIB), SKMM (SIKi) 3a3HadYeHwit (3a3Hadyeni) B
TOBIJII, HAJAIOTBCS KOIII: BUKOHAHOTO JIOTOBOPY, BUIATKOBOT
(BEIaTKOBUX) HakJajaHOl (Hakmamuux) abo axry (iB), nucra-
BIATI'YKa, 10 MiATBEPDKYIOTH HOr0 BUKOHAHHS.

* ITio ananozivnum 002080pom po3ymiemobest 00206ip nodibHUIl
3a npeomemom 3akynieni 3a nepioo 3 2014 poxy no menepiuinii
yac. Akwo 6 006i0yi y4acHUK BKA3YE OEKilbKA AHANO2IYHUX
002060pi6, Mo 6Ci OOKyMeHmu w000 NiOMEePOICeH S
BUKOHAHHA MAKUX 0020680pi6 HAOAIOMbCSL WO0O0 KONCHO20 I3
| BKA3AHUX 6 00610yl 002080DI8.

2. | Indpopmaniss npo Ttexmiumi, | 11 MIATBEp/UKEHHS BIAMOBIIHOCTI TEHAEPHOI MPOIO3MILI

sIKiCcHI Ta KiJIbKIiCHI | TEXHIYHUM, SKICHUM Ta KIUTBKICHUM  XapaKTEePHUCTHKAM
XApAKTePUCTHKH MpeaMeTa | (BUMOraM) 3aMOBHHKA YYacHHK y CKIagl TEHIEPHOI
3aKymiBJIi IIPOIIO3UIIIT TOBIHHEH HAJATH:

JIns  ImiATBEpIOKEHHS  BIIIOBIHOCTI  TEHAEPHOI POMO3MIL]
TEXHIYHUM, SIKICHUM Ta KiJIbKICHAM XapaKTepUCTHKaM (BUMOTAM)
3aMOBHHKA YYacHUK y CKJIaJi TEHJEPHOI IPOIO3MUIi IIOBHUHEH!
HaJ[aTH:

1) mopiBHsUIBHY TaOaMINO 13 3a3HAYCHHSM HaMEHyBAHHI,
BUPOOHUKA Ta TEXHIYHUX XapaKTePUCTHK 3aIPOITOHOBAHOIO
YIaCHHKOM TOBapy JUIS MIATBEP/KEHHS BIATOBIIIHOCTI BUMOTaM
3aMOBHUKA,;

2) asTopu3auiiHuii auct (aBTOpM3auiiHa ¢dopma Towo) Big
BMPOOHMKa ToBapy abo Horo ogiuiiHOro npeacTaBHMKA,
AMCTpub’toTopa B YKpaiHi, AKUI NigTBEpPAMKYE HAABHICTb V
YyacHMKa cTaTycy napTHepa Ta npaBa Ha 34iMCHEHHA Npoaaxy
3anponoHOBaHOro Y4YaCHMKOM TOBapy, BUAAHWN Ha agpecy
3aMOBHMKA i3 MOCUIAHHAM Ha Npoueaypy 3aKkynisi.

Y pasi yuacmi 06’eonannn yuacnuxie niomeepoicenus 6i0n06ionocmi Keanighikayiinum Kpumepisim
30IUCHIOEMbCA 3 YPAXYBAHHAM Y3A2aNbHeHUX 00 €OHAHUX NOKA3HUKIE KOJICHO20 YUACHUKA MAKO20
00 ’eonanns Ha niocmaegi HAOAHOT 00 €OHAHHAM IHGoOpMayil.

IniniaTop 3akyniBJxi ML.A. Kypbenko
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CrieuianizoBaHe KOMYHalbHe
nianpuemcreo «KuiBrenecepsic»

KomMepuitHa nponosuuis

ToBapucTeo 3 0OMEXEHOI0 BiAMOBIAANBHICTIO «AMaina», BianoBiAHO Ao Baworo sanuty
LWOAO NoCTa4aHHs nporpaMHoro 3abesneveHHs onepauiitHoro LeHTpy Kibepbearieku, Hanae cBO
Mpono3unuito:

No K- |Lina 6es NAB, |Cyma 6e3 NAB,
3/n Hawea TasApy CTh rpH. rpH.
KoMnnieKT nilueHsinHoro nporpaMHoro 3a6eaneyerHs
CUCTEMU MOHITOPUHTY MoAil kibepbesnekw, y cknaai:

CDN - Total Data Transfer - 80 TB - 12 wTyk

Advanced Certificates Manager - Domains - 10 Zones -
12 wryk

Application Security Core - Included - 12 wryk
Application Security Core - MM Requests - 500 MM
Requests - 12 wTyk

CDN - Data Transfer (Europe) - 77.6 TB - 12 wTyK
CDN - Data Transfer (North America) - 2.4 TB - 12 wtyK
CDN - Requests - 500 MM Requests - 12 wTyk

1 Advanced DDoS - Included - 12 wTyk

Argo - Included - 12 wTyk

Bot Management - Bot Management Requests - 300 MM
Requests - 12 wTyK

Enterprise - Primary - Domains - 8 Zones - 12 wTyK
Enterprise - Secondary - Domains - 2 Zones - 12 wryK
Image Resizing (Up to 10 Megapixels) - Uncached
Images - 1 MM Uncached Images - 12 wrtyk

Managed DNS - DNS queries 100 MM DNS Queries - 12
WTYK

Zero Trust Enterprise - User - 50 Seats - 12 wryk
Standard Success Offering ~ Included - 12 wtyk
Premium Success - Included - 12 wTyk

Data Localization Suite (DLS) - Included - 12 wTtyk

1 8 582 061,60 | 8 582 061,60

BCbOI'O 6es MNAB, rpH. 8 582 061,60
naB, rpH. 1716 412,32
BCbOI'O 3 NAB, rpH. 10 298 473,92

3aranbHa cyMma nponosuuii: 10 298 473 (pecsTb MiNbHoHIB ABICTI AEB'SHOCTO BICIM TUCAY
4OTUPUCTA CIMAECAT TpU) rpuBHI 92 KONIMKK 3 ypaxXyBaHHAM MOAATKY Ha A0AaHY BapTiCTb.

YMOBW onnaTtu: nepeannara.

LiHa npono3uuii aincHa Ha AaTy HafaHHs | Moxe ByTu 3MiHeHa Npu 3MiHi Kypcy rpusHi A0 gonapa
CLUA,

3 rosaro,

3actynHuk aupekTopa TOB «Amaing>» Aprem KAPMEHKO

Kuiechka Mickka OepKaEHa anMiHicTpauis
CneujanisoBaHe KoMyHanbHe NiAnNPUEMCTBO

"KUIBTE ECEPBIC"
Bxighuit No_ ol 'fl fd-ADdH
| oin 04 7L 2043 ;.
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TOBAPUCTBO 3 OBMEXEHOIO
BIAMNOBIAANBHICTIO
«METEOP AWTI»

04080, Ykpaina, m. Kuis,
BY/1. HOBOKOCTAHTUHIBCLKa 2A,

BL, «HB» odic 503
+380 44 33394 13

N® BuxigHoro nucra - 196

KOMEPLINHA NPOMO3MLIS
ans KUIBTENECEPBIC

MNMpepmer 3akynieni: JliueHsiliHe nporpaMHe 3abe3nevyeHHs A5 3abe3neyeHHs LeHTpy

MOHITOPUHTY Ta Kibepbesnekn MicbkUX cepBiciB

(48730000-4 - MakeTn nporpaMHoro 3abesneyeHHs 415 3a6e3nevyeHHs 6e3neku 3a K

021:2015 €a1HOT0 3aKyniBENbHOrO C/IOBHNUKA)

ACOpPTUMEHT, KOMMIEKTHICTb, AKICTb

LiiHa 6e3

Kinbkictb |OA4. BUM. nae

CymMa 6e3
nas

Komnnekr niueHsinHoro nporpamMHoOro

3abesneyeHHs cCUCTEMM MOHITOPUHIY Nnogii ki6epbeanekw, y
cknagi:

MporpamHa npoaykuis Cloudflare (CDN - Total Data Transfer - 80
TB, Advanced Certificates Manager - Domains - 10 Zones,
Appl[catlon Security Core - Included , Application Security Core -
MM Reqguests - 500 MM Requests, CDN Data Transfer (Europe) -
77.6 TB, CDN - Data Transfer (North America) - 2.4 TB, CDN -
Requests - 500 MM Requests, Advanced DDoS - Included , Argo -
Included , Bot Management - Bot Management Requests - 300 MM
Requests Enterprise - Primary - Domains - 8 Zones, Enterprise -
Secondary - Domains - 2 Zones, Image Resizing (Up to 10
Megapixels) - Uncached Images - 1 MM Uncached Images,
Managed DNS - DNS queries 100 MM DNS Queries, Zero Trust
Enterprise - User - 50 Seats, Standard Success Offering - Included
, Premium Success - Included , Data Localization Suite (DLS) -
Included) — 12 wT

1 |koMnnekT 8 569 687,

20 | 8 569 687,20

Bcboro, 6e3 MNAB

8 569 687,20

MoJaToK Ha Ao4aHy BapTiCTb

1713 937,44

3arasibHa cyma 3 M4B

10 283 624,64

3aranbHa cyma 3 [/B: 10 283 624,64 ([decatb MinbiioHiB ABicTi Bi
TMCAYI WICTCOT ABAALUSATb YHOTUPU FPUBHI 64 KONIAKN)

3 nosaroto,
Oupektop TOB «METEOP ATI»

"ayecnas MEJTEXUK

ciMmagecaT Tpm

Kviecbka Micbka aepxasHa
CneuianisoBare komyHansbHe

i BxigHuit Ne 3/0

anMiHicTpauis
niANPUEMCTBO

"KUIBTE ECEPB!C"
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INPOTOKOJI Ne 102
3acilaHis poboyol rpyIH 3 po3pOOKHM Ta IOTOKEHHS TEXHIYHIX BIMOT
J10 3aKyIiBeJb pobiT, ToBapiB i mocyr npu BukoHaHH] 3ax0/1iB KOMILIEKCHOT MICHKOT
1ib0B0i porpamu «Enekrporna cromuisiy Ha 2019 - 2023 pOKHU

M. Kuis «01» rpyznns 2023 poky
ITPUCYTHI:

Unenu pobouoi epynu:

A. BoBHIOK

M. KypOeHko
B. XKyukoB

B. InixoBuu

O. Iomimyxk

J. Ps6iuenko
T. CamoiineHko
M. Crriuka

J. 1Biryn
MOPSITOK JJEHHUI:

1. Pospobxa Ta orokeHHs NPOEKTIB TEXHIYHUX BUMOT JI0 3aKyHiBeNb Y MEXKax
BUKOHaHHsA 3axoliB KomiuiekcHoi Micekol miboBoi mporpamu «EnekTponHa
cToymiut» Ha 2019-2023 pokwu, 3aTBepkeHol pimmentsm Kuiscbkoi Michkoi pau Bix
18.12.2018 Ne 461/6512 (31 3minamu) (gani — [Tporpama), y 2023 porti, a came:

1.1. MPOEKT TEXHIYHUX BUMOT /10 3aKymiBii «[TaKeTH MporpaMHOro 3abe3neyeHust
JULSL MIJICKCTEM 3aXUMCTy MiChKoI cepBicHOT MepeskeBoi iHdpacTpykTyp» (myHKT 16.9
«CTBOpEHHS, PO3BUTOK, MOJEPHI3allisl Ta CYNPOBOUKEHHsS CEPBICHOT Mepe:KeBol
IH(PACTPYKTYpPU T2 MEPEK TOCTYILY»);

1.2. noomnpaiboBaHu#i NPOEKT TeXHIYHMX BUMOr 10 3akymiBimi «Jlinensiitne
MporpamMHe 3a0e3neveHns Ui 3a0e3NedeH s LeHTPY MOHITOPHHIY Ta Kibepbesneku
MICBKHX cepBiciBy (MyHKT 16.22 « CTBOPEHHS Ta BIPOBAKEHHS LIEHTPY MOHITOPUHTY
Ta KiGepOe3neKu MiChKUX CepBiciB Horo TexHiuHe 00CITyroByBaHHs, MOHITOPHHT Ta
MiATPUMKA CEPBiCiB, PO3LIMPEHHS Ta JOOCHALIEHHS» IEPeiKy 3aBIaHb | 3aXOJIiB
[Tporpamm).

2. Pizne.

o nionyuxkmy 1.1. numanns 1

CIYXAJIA:

M. XKypbenka, sxuil noinGopMyBaB Npo HeOOXiIHICTH NPHAGAHHS NAKETIB
IPOrpaMHOro 3abesnedeHHs s MiJCHCTeM 3aXMCTy MIChKOI CepBiCHOI Mepe:KeBol
iHbpacTpyKTypH, a came MOoJ0 3abe3MeUeH s JOCTYIy J0 OHOBJIEHb IIPOrPAMHOTO
3a0e3IIeUeHH s, CUTHATyp Ta MiATPUMKH BUpoOHUKOM cucteM Fortinet FortiManager



VM rta Fortinet FortiAuthenticator VM Ta npejcTaBuB IpoeKT TEXHIYHUX BHMOT JI0
3aKymiBii «llaketw nporpamHoro 3aesnedeHHs Ul TMJICHCTEM 3aXUCTY MiCBKOL
cepBicHOI MepexeBoi iHdpacTpykTypu» (IyHKT 16.9 mepesiky 3aBIaHb i 3aX0jiB
[Iporpamn).

B o6rosopensi 6panu yuacts: O. [Tosimyk.

YXBAJIUJIN:

Pexomennysaru CIIeLiali30BaHOMY KOMYHaJILHOMY I ATPUEMCTBY
«KuiBrenecepsicy mig dvac mpomexypu 3akymisii  «Ilaketd  mporpamMHOro
3a0e3MeYeHHs  JUld  TACHCTEM — 3aXHCTy  MICBKOT  cepBicHOT  MepeskeBol
iHdpacTpykTypu» (myHKT 16.9 mepeniky 3aBmamb 1 3axomis  Ilporpamn)
BUKOPHUCTOBYBATH TIPOEKT TEXHIYHUX BUMOT, PO3MJITHYTUN Ha 3acigaHHi po6odoi
IpYIIH.

I'OJIOCYBAJIU: «3A» - 9, «ITPOTU» - 0, « YTPUMAJIOCh» - 0.

o nionyuxmy 1.2. numanns 1

CIYXAJIA:

M. )KypGenxa, axkuii moiHpopMyBaB Ipo HEOOXIIHICTb MPUAOAHHS KOMILIEKTY
MPOrPaMHOT MPOJIYKIIIT CHCTEMU MOHITOPHHIY MOAiH KiGepOesrneku st po3IINpPEHHs
¢yHKIioHay Ta KimbkocTi KoMmmoneHTiB [T-cucreMm, 10 KOHTPOJIOIOTHCS, 03
BHECEHHS CYTTEBMX 3MIH g0 icHytouol IT-iHdpacTpykrypun Ta mpeacraBus
J0O0MpalbOBaHWK MPOEKT TEXHIYHUX BUMOI N0 3aKymiBii «JlileHsiiiHe mporpamme
3a0e3reyeHHs I 3a0e3MeUeHHs IIEHTPY MOHITOPHHIY Ta KibepOesnekm MiChbKHX
CEpPBICIB» 1010 YTOYHEHHs 00CATIB JilleH3yBaHHs (IyHKT 16.22 nepeniky 3aBaaHs i
3axoniB [Iporpamn).

B obroBopenni 6panu y4yacts: /1. Pss6iuenko.

YXBAJIWJIN:

PexomeHnyBatu creriaiaizoBaHOMY KOMYHJIBHOMY i ITPUEMCTBY
«KwuisTeneceppic» mix d9ac mpouenypu 3akymimi «JlinensifiHe mporpamue
3a0e3leueH s 1Jisi 3a0e3MeUeHHs] LEHTPY MOHITOPHMHIY Ta KiGepOes3lnekn MiChKuX
cepsiciBy (IyHKT 16.22 nepeniky 3aBaaHb i 3axojiB IIporpamu) BUKOPHCTOBYBATH
JI00IIpalbOBaHUN TIPOEKT TEXHIYHUX BUMOI, PO3MIISIHYTHH Ha 3acilaHHi po6odYol

IpyHH.

['OJIOCYBAJIN: «3A» -9, «ITPOTU» - 0, «K YTPIMAJIOCH» - 0.

ITpoToxou Bena Tamapa CAMOMJIEHKO



Tngopmanisi mpo esexrponni migmucu (EIT)

Ne rokymenra 075-2650
JloKyMeHT 3apeecTpoBano y KapToTeli:

Bup noxymenra:
Crucini 3micr:

Marepianu 3acinanss 01.12.2023 (ITpotoxon Ne 102 Bin 01.12.2023)

Kinekicts paitnin: 3

HOKYMEHT CEJl ACKOJI ITC €IIIK

Kinbxkicrs EIL: 27

HMara peecrpanii 01.12.2023
Buxinna
Jlucr

HenapramenT iHdopmaniitHo-

KOMYHIKal[iHUX TeXHOJIOTii

Ilepenix enexTponnux nigmucis

01.12.2023 Ne 075-2650

Yac ocTaHHbOTO

I11b Jatu i yac nanecenns EIT [Toromxenns
HaHeceHHs ElT
BOBHIOK 04.12.2023 14:13:30 ; 04.12.2023 14:13:32 04.12.2023 14:13:32
AHATOJIHN 04.12.2023 14:13:31 ; [Toroaus; [Toronus
BITAJITAOBUY 04.12.2023 14:13:32 ;

KiabkicTs EIL: 3

Kyukos Bacuib
AmnaronilioBuy
KinbkicTs EIL: 3

04.12.2023 13:38:44 ;
04.12.2023 13:38:46 ;
04.12.2023 13:38:48 ;

04.12.2023 13:38:48
[loronus;

[Toronug

PABIYEHKO
JAMUTPO
BOJIOJMMUHUPOBHUY
KinbkicTs EIL: 3

04.12.2023 11:00:02 ;
04.12.2023 11:00:21 ;
04.12.2023 11:00:40 ;

04.12.2023 11:00:41
[loroaus;

Cniuka Makcum
Onerosuy
Kinekicre EII: 3

04.12.2023 10:37:59 ;
04.12.2023 10:38:00 ;
04.12.2023 10:38:18 ;

04.12.2023 10:38:21
Tloroaus;

04.12.2023 10:38:18




S

LBII'YH IMUTPO
BIKTOPOBMY
Kinskicrs EIT: 3

04.12.2023 10:06:56 ;
04.12.2023 10:06:57 ;
04.12.2023 10:06:58 ;

04.12.2023 10:06:58
[Toronus;

04.12.2023 10:06:58
ITorogus
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Camoitnenxo Tamapa
AHartoniiBHa
Kinexicrs EII: 3

04.12.2023 09:39:14 ;
04.12.2023 09:39:14 ;
04.12.2023 09:39:14 ;

04.12.2023 09:39:14
[Toronus;

04.12.2023 09:39:14
[Toroaus
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Camolinenko Tamapa
AmnaroniiBHa
KinbxkicTe EIT: 3

04.12.2023 09:39:14 ;
04.12.2023 09:39:14 ;
04.12.2023 09:39:14 ;

04.12.2023 09:39:14
Tloronus;

04.12.2023 09:39:14
[loromgus

Camoiinenxo Tamapa
AmnarouniiBHa
KinbxicTs EIL: 3

04.12.2023 09:39:14 ;
04.12.2023 09:39:14 ;
04.12.2023 09:39:14 ;

04.12.2023 09:39:14
[Toronus;

04.12.2023 09:39:14
TToromgus
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[Momingyk Oner
DenopoBuy
Kinskicts EIT: 3

04.12.2023 09:02:16 ;
04.12.2023 09:02:17 ;
04.12.2023 09:02:18 ;

04.12.2023 09:02:18
Iloroaus;

04.12.2023 09:02:18
IToronus
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Kypbenko Makcum
AmnaromniioBuy
Kinekicers EIL: 3

04.12.2023 08:40:54 ;
04.12.2023 08:40:55 ;
04.12.2023 08:40:56 ;

04.12.2023 08:40:56
[Toroaus;

04.12.2023 08:40:56
IToromus
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IuxoBuu BikTopis
€BreniBaa
Kinbxicts EIL: 3

04.12.2023 08:31:05 ;
04.12.2023 08:31:05 ;
04.12.2023 08:31:05 ;

04.12.2023 08:31:05
IToroaus;

Iloronus

InkoBuy Bikropis
€Brenisna
Kinekicrs EIL: 3

04.12.2023 08:31:05 ;
04.12.2023 08:31:05 ;
04.12.2023 08:31:05 ;

04.12.2023 08:31:05
[Toronus;

[Toromuns

[ukosuy Bikropist
€Brenisga
KinbkicTs EIL: 3

04.12.2023 08:31:05 ;
04.12.2023 08:31:05 ;
04.12.2023 08:31:05 ;

04.12.2023 08:31:05
[Toroaus;

04.12.2023 08:31:05
[Torogus
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