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Konkperna Ha3Ba mpeamera 3akymiBii — IIporpamue 3ae3nedeHHs: CHCTEM 3aXHCTY MichbKoi
MepexkeBol ingpacrpykrypu; 48210000-3 — IMakeru MepPE/KeBOro NMporpaMHoro 3atesneyeHHs 3a
AK 021:2015 €qunoro 3akymiBeJILHOTO CJI0BHHKA

Obrpynmysanns doyinbHocmi 3aKynieii:

Jloist 3a0e3neuen s KOPEKTHOT Npame3faTHOCTI, 3a6e3MeyeHHs JIOCTYITy 10 OHOBJIEHB IPOrPaMHOIO
3abe3leuen s, CHIHATYp Ta IiATPHMKH BHPOOHHKOM 3a3HAYCHHX BHIIE cHCTeM Micbkoi MepexkeBoi
indpactpykrypn Mae OyrH mepexbaueHo NOCTAYAHHS IIporpamMHol  npoxaykuii (oHoBmenus I13,
nojopxkeHus TepMiny fii I13 Ta miarpuMkn BUpOGHHMKOM) [uisi cucTeM 3axucty Micbkoi MepesxeBoi
1H(pAcTPyKTYpH, BiANOBiAHO 10 myHKTY 16.22. «CTBOpEHHS Ta BHPOBADKCHHS ONEPAifHOrO LEHTpY
KibepGesneku, Horo Texuiue oGCayroByBaHHS, CepBiCHA MIATPUMKA, PO3IIMPEHHA TA JOOCHAIICHHS»
HaNPAMIB TiAMLHOCTI Ta 3axoie KoMIutekcHO! MichKoi MilTbOBOT nporpaMu «EJIEKTpoHHA CTONMMIA» Ha
2019 — 2022 poxu, 3arsepikenol pimennsM Kuichbkoi MichKoi pamt Bin 18 rpymus 2018 poky
Ne 461/6512, BBaxkato 3a JOIIbHE IPOBECTH 3aKYIBIIIO.

Qbrpynmyeanns 00cszie 3axynisni:

[Iposesenns pobit 3a6e3neueHns KOPeKTHOT pale3faTHOCTI, 3a6e3meueHHs JOCTYIY JIO OHOBJIEHB
IIPOTPaMHOr0 3a0C3MEYEHHs, CHIHATYP Ta IiATPEMKHM BUPOOHHKOM 3a3HAYEHHX BHILE cucTeM Michkol
MepekeBoi IHppacTpyKTypH Mae GyTu Hepedadeto nocTaganHs IporpaMHoi npoaykuii (oHoBnenHs 113,
nojoBxeHHs TepMidy Aii I13 Ta miarpumkun BUpOGHHKOM) Uit cucTeM 3axXHCTy Micbkoi MepexkeBoi
IH(PacTPYKTYpH Mo6yJ0BaHUX BiAMOBIAHO 10 JIOTOBOPIB:

Ne T/KTC-BT/16.1 Bix 01 rpyxus 2016 poky;

Ne P/KTC-BT/17cyi6 Bin 18 cepmms 2017 poxy;

Ne T/KTC-bT/cyi6 Bix 01 mucromama 2017 POKY;

Ne T/KTC-BI/bI IV/18 Bix 12 uepsrs 2018 poxky;

Ne BM/KTC-18 Bix 08 sxoBTHS 2018 poky;

No TLS/01 Bin 23 xortHs 2018 poky;

Ne 151018 Big 24 »ostHs 2018 POKY;

Ne 3AK-12/062 Bix 18 rpyaust 2019 poxy.

ObIpynmy6anns AKicHux Xapakmepucmux 3aKynieni:

[Mpeamet 3akymiBii MOBUHEH BiqmOBiIaTH TEXHIYHHUM, AKiCHHM Ta KiTbKiICHIM BHMOTaM, Ha[aHIM y
Honarky 1.

Texuiuni BUMOrH 10 TpeiMeTa 3aKymieii pexoMeHnoBani npotokonom Ne 2 sacimanns poGouoi
TPYTIH 3 PO3POOKH Ta MOTOKEHHS TEXHIYHMX BEMOT JI0 3aKYIIBETh pobit, TOBapiB i OCIYT IPH BUKOHAHHI
3axo/ie KomruiexcHoi MickKoi 1inboBoi mporpamu «Enextponna cromuns» va 2019 — 2022 poxu y 2021 —
2022 pokax Bix 09 Gepesus 2021 poxy.

OuikyBana BapricTe npeamera 3aKymiBm, 3rigHO npopezneHoro Inimiaropom  3akymisni
(BIAMOBITAJIBHEM 3@ PO3POOKY TeXHIUHMX BUMOT) MOHITOPHHTY IiH, cTaHOBHTH 22 999473.00 rpu
(IBaJUATh JIBA MINBHOHH JEB’STCOT IEB’SHOCTO MEB’SITH THCAY YOTHUPHCTA CiMAecAT Tpu rpuBHi 00
Komiitok) 3 IT/IB.
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[Ukepeno QinancyBanHs 3aKkymiBai — MicreBmit Gromxer, KEKB 2610 CyOcunii Ta morouni
TpaHchepTH NiIMpueEMCTBaM (YCTaHOBaM, OpraHi3alisam).

IIpouemypa 3akymiBii — BigKpuTi TOPru 3 my6IiKaniero aHrIiHCHEKOI0 MOBOIO.

Bun npenmery 3akymisii — Tosap.

Kinekicts ToBapis — 16 (IicTHAaAUATS) MTYK.

Micue nocrasku ToBapis — 03113, Vipaina, Kuisceka o6macts, micto Kuis, BynHIg Jlertapieceka,
Oymusok 37 (IO KMJIA).

Ctpok nocrasku ToBapis — 1o 24 rpymaus 2021 poxky.

HomaTku:

1. Homatok 1. Indopmanis npo HeoOximmi TexHiuHi, AKicHI Ta KinbKicHi XapaKTEPUCTHKU IIpeIMeTa
saxyniBii (Texui4ui BuMorn) ua 4 apk.

2. Jomarox 2. Kpamidixani#iuni kpurepii 10 y4acHukis Ha 2 apk.

3. Moparox 3. [linTBep/keHHs 04iKyBaHOT BapTOCTi Ipe/iMeTa 3aKyIiBII (MOHITOPHHT LiH) Ha 6 apK.

IniniaTop 3axkynis.i B. €. Iukosuyu

R

«IIOT'OKEHO»:

e
a 4 /‘ -
I'onoeuuii 6yxraarep ){Jé‘" il I'. A. Bykma

HavanbHuk 3araasHo-mpaBoBoro Bimaiy B. B. Tuxonosn

3acTynHHK JUPEKTOPA 3 TeXHIYHHX MUTAHb O. @. ITomimyk

3acTylnHHK JHPEKTOPA 3 3arajibHUX MUTAHb O. JI. Onapiu




Hopatok 1

Ingopmanist npo HeoGXigui Texniumi, sxicni Ta KiabKicHi XapaKTePHCTHKH MpeaMeTa 3aKyIiB.Ii
(TexHiuni BUMOrH)

IIporpamue 3abe3ne4eHHs CHCTEM 3AXHCTY MiCEKOT Mepeskeroi indpacTpyrrypu;
48210000-3 — ITakeTH MepeKeBOro MPOrpaMHOro 3abe3medeHHs
3a JIK 021:2015 €aunoro 3aKkyniBeJbHOro CJIOBHHKA

Ha BUKOHAHH:A MYHKTY 16.22 « CTBOpEHHS Ta BIPOBA/DKEHHS OMEpALiffHOro LEeHTpY KibepOesneku, Horo
TEXHIYHE 00CITYroByBaHHs, CEPBiCHA MiATPUMKA, PO3IIMPEHHS Ta 0OCHAIICHHS HaNpsMIB AiTBHOCTI
Ta 3ax0iB KommiexcHoi Michkoi 1ib0BOT mporpam «Enextponna cromausy Ha 2019-2022 poxu,
3aTBep/KeHOT pimenHsM KuiBcskoi Mickkoi pamu Bix 18.12.2018 Ne 461/6512.

IcHyioua cucrema 3axucTy MichKoi MepexeBoi iH(pacTpyKTypH Y CBOEMY CKJIaJli Ma€ Taki CHCTEMH
BHpOOHMITBA KommaHii Fortinet:

. Cuctema DDoS Protection Appliance-1200B;

. Mepe:xesuii expan FortiGate FG-1000D;

. Cucrema MOHITOpHHTY Ta KOHTpoIO Gesnekn FortiAnalyzer FAZ-400E;

. Biptyanbuuit npuctpiii FortiAuthenticator-VM with 1100 user license;

. Cucrema ynpasninas FortiManager-VM;

. Cucrema 3axucry FortiSandbox-VM;

. Cucrema 3axucty FortiMail-VM;

. Cucrema 3axucty FortiWeb-VM Web Application Firewall;

. Cuctema FAD-100F Application Delivery Controller.

3 Meroro 3abesNeyeHHA TpPAlE3[aTHOCTI, 3a0e3NMeYeHHs JOCTYIy 10 OHOBIEH IIPOrPaMHOTO
3a0€3IICUCHHs, CHTHATYP Ta MIATPUMKH BHPOGHMKOM 3a3HAYEHMX BHIE cucTeM Mickkol MepexKeBol
iHQpacTpykTypH Mae OyTH IepeabayeHo MOCTAYAHHS nporpaMHol npoaykuii (omosnenss [13,
MOJIOBXKEHHA TepMiHy nii I13 Ta minTpuMku BHpOGHHKOM) MUIS CHCTEM 3axucTy Micskoi MepeskeBol
iH(pacTpykTypH 3rigao 3 Tabmumero 1.

1. Cucrema DDoS Protection Appliance-1200B

Ilporpamua npogykmist juist icmylouoi cmcremu DDoS Protection Appliance-1200B nosunHa
BKIIFOYATH B ceOe MITPHMKY BiJl BUPOOHHKA y peskuMi 24x7 cTpoxoM iii Bimmosimso no Ta6mimi 1 Ta
3a0e31evuyBaTH HACTYIIHE:
*  OrpumaHHs aKTyalbHHX peryTauiiinux 6a3 Ta iHIIHX OHOBICHD /TS CepBiciB Oe3nexu.
e OTpuMaHHA OCHOBHHX Ta NMPOMINKHHX pEi3iB IIPOrpaMHOro 3a0e3MeyYeHH s Yepe3 callT BUpOOHHKa,
MITPUMKY TIPOTPAMHHX KOJiB y aKTyalbHOMY CTaHi BiMOBiIHO /10 peKOMEH1alllif BUpOOHHKA.
*  Orpumanns HeoOXiTHUX OHOBJIEHD CIHCKY BiOMHX KOMITPOMETOBAHUX, MIAO3PIIHX Ta IIKIUTHRHX [P
aznpec.
*  OrpuMaHHs HEOOXiJHHX OHOBIICHb CHMCKY BiZOMHX LIKi[UTHRHX ITOBHHX nomeHHux iMeH (FQDN).
* llocriiinnii (24 romuau X 7 JHIB HA THXKICHE) aBTOPH30BAHWH JOCTYII [0 CATy BUPOOHHUKA.

2.  Mepexesnii ekpan FortiGate FG-1000D

TIporpaMua NpoAyKIist JUist iCHYIOHOro MepeKeBOro eKpaHy, 10 CKIANAeThes 3 ABOX IiIcHCTEM
FortiGate FG-1000D, noBunHa BKIIOYaTH B cebe MATPHMKY BiJl BUPOOHHKaA y peskumMi 24x7 cTpokom i
Bi/pnoBimHo 10 Tabnuui 1 Ta 3a6e3neuysarn HaCTYITHE:
*  OTpuManHs akTyaTbHHUX pelyTalifHiX 6a3, CHTHATYD 3aXHCTy BeG-TONaTKIB Ta IHIIHX OHOBJIEHE JUIS
cepBiciB OesmexH.
*  OrpuMaHHs OCHOBHHX Ta IPOMIXHHX DEIi3iB IPOrPaMHOro 3abe3nedeHHs 4yepe3 CcaiiT, miATpuMKa
IPOrpaMHHUX KOJIB y aKTyalbHOMY CTaH{ BIANIOBIIHO 10 peKOMeH (alii BHPOOHHKA.,
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e Iligrpumka QyHKLid MepexeBoro expany, a came, KOHTPOJIO JI0JIaTKiB, 3ano0iraHHs BTOPrHEHHSM,
aHTHBipycy, BeO-(ibTpanii, anTicrnamy.

e JlocTym 0 cuCTeMH 3aXHCTy Mepexi Bil po3LIMpeHHX 3arpo3, o0 pO3ropHyTa y XMapHOMY cepBici
BUPOOHHKA.

e  Pexum BusBienns [oT.

¢  Pexum Industrial Security.

*  MoxumsicTe npoBo/MTH OuiHKY Security Rating.

* Ilocriiinuit (24 romuu X 7 HIB Ha THYKICHB) ABTOPH30BaHHIT JIOCTYTI [0 CaiiTy BUPOOHHMKA.

3. Cucreva MOHITOPHHIY Ta KOHTPOJIIO Ge3nexu FortiAnalyzer FAZ-400E

[TporpaMHa npoayKIList [Uisk icHyI0uoi cHCTEMH MOHITOPHHTI'Y Ta KOHTpoIo Gesneku FortiAnalyzer
FAZ-400E noeunHa Bkmoyati B cebe MiATPUMKY Bit BAPOGHHKA y peskumi 24x7 CTPOKOM Jii BiIIIOBIHO
no Tabmuni 1 Ta 3abe3neyyBaTy HacTyIHE:
*  OTpuMaHHS OCHOBHHMX Ta IPOMIKHHX PENi3iB MPOrPaMHOrO 3a6e3reueH s 4yepe3 CaT, MiATpHMKa
IPOTPaMHUX KOAIB Y aKTyalbHOMY CTaHi BIAIOBIZHO IO peKOMeHIaLiil BApoGHUKa.
e Ilocriiinuit (24 roaunu X 7 AHIB HA THX/IEHD) aBTOPH30BAHMIIL JIOCTYII 10 CAlTy BUPOOHHMKA.
*  OnosieHHs 6a3u KOMIPOMETOBAHMX, TTiI03PINNX Ta MIKi/UIHBUX JDKEpeIt 3arpos.

4. Bipryanbnuii npucrpiii FortiAuthenticator-VM with 1100 user license

IIporpamna npoxayKiis 1uist icHYr040ro BipTyamsHOro npuctporo FortiAuthenticator-VM with 1100
user license (3a0e3nedenus cepsicy He Menmre Hix s 1100 KOPHCTYBaYiB) IIOBHHHA BKJIFOYATH B cebe
MIATPUMKY BiJl BUPOOHHKA y peskumi 24x7 cTpoKOM il BiATOBiIHO 1O Tabmumi 1 ta 3a6e3meuysaru
HaCTYITHE:
e  OrpuManHs OCHOBHMX Ta IPOMDKHHX DENi3iB MPOrpaMHOro 3a6e3neycHHs uepes cailT, miATpUMKa
MPOrpaMHUX KOAIB Y aKTYalbHOMY CTaHi BiZIIOBIIHO 10 peKOMEH 1aLiif BUPOOHUKA.
* llocriiinnii (24 romuau X 7 JHIB HA THXIEHE) aBTOPH30BAHHIL JOCTYII 10 CaiiTy BUPOOHHKA.

5.  Cucrema ynpasainas FortiManager-VM

IIporpamna npoyKuist ULt ICHYIOHOT CHCTEMH YIIpaBIIiHHS FortiManager-VM (kepyBanHs He MeHII
HiK 100 mpHCTPOSIME) MOBHHHA BKIIIOYATH B cebe MiATPUMKY Bill BUPOGHUKA Y pesxumi 24X7 cTpoKoM fii
BLIOBI/HO 10 Tabmumi 1 Ta 3aGe3neuysaru HacTymHe:
*  OrpuMaHHA OCHOBHHX Ta MPOMDKHUX Deli3iB IPOrPaMHOTO 3abe3redeHs yepe3 calT, MiATpUMKA
TIPOrpaMHUX KOJIB y aKTyaJbHOMY CTaHi BiIOBIAHO 0 peKOMeH allil BUPOGHHKA.
o Ilocriitnuit (24 rosmuu X 7 IHIB Ha THXKIEHb) ABTOPH30BAHHIL JIOCTYII IO caiiTy BUpOOHHKA.

6.  Cucrema zaxucty FortiSandbox-VM

[lporpaMua npomykuis s mBox miacucrem FortiSandbox-VM ICHyrouoi CcHCTeMH 3axHcTy
FortiSandbox moBuHHa BKmIOWaTH B ceGe MiATPHMKY Bix BUPOOHHKA y peskuMi 24x7 crpokoMm il
BiznoBizHo 1o Tabmuui 1 Ta 3aGe3neuysaru HacTymHE:
e  OrpuMaHHS aKkTyalbHHX peryTauifinux 6a3, cHTHATYp AHTIBIPYCHOI0 3aXHCTY Ta iHIIMX OHOBJIEHb
IUIs CEPRICIB Ge3nexu.
*  OTpHMaHHS OCHOBHHMX Ta MPOMIKHEX pei3iB NPOrpaMHOro 3abe3leyeHHs Yepes caifT, miaTpuMKa
NPOrPaMHUX KOAIB y aKTyaJbHOMY CTaHi BiMOBIHO 0 peKoMeH ariii BUpOOHHKA.
* Tlocrifianit (24 romunn X 7 AHIB Ha THKIIEHE) aBTOPU30BAHHIL JOCTYI JI0 CalTy BUPOOHHKA.
o [lintpumky ¢yHKIi aHTHBIPYCHOTO 3aXHCTy, CHCTEMH 3anoGiraHHsS BTOPTHEHHAM, CHCTEMH
1epeBipKH (aiiB.

7. Cucrema 3axucry FortiMail-VM

[Iporpamua mpoxykiis ams icHyrouoi chcTemMu 3axmery FortiMail-VM, sixa ckiaamaeTbes 3 aBox
nincucrem FortiMail-VM, nosunma Bxitouaty B cebe HiATPEMKY BiJl BHPOOHHKA y pesxuMi 24X7 CTPOKOM
aii Biznosiguo 1o Tabmumi 1 Ta 3abe3neyyBaTH HACTYIIHE:
¢  OTpuMaHHS aKTyaJIbHHX penyTaliliHux 6as, CUTHATYp 3aXMCTY BeO-101aTKIB Ta IHIIMX OHOBJIEHb IS
cepBIciB Oe3IeKH.
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* OTprMaHHs OCHOBHHX Ta HPOMIKHHX Pelli3iB IPOTpaMHOro 3a6e3reueH s 4yepes calT, MmiATpuMKa
IIPOTPAMHHX KOZIB ¥ aKTyaJbHOMY CTaHi BIANOBIZAHO /10 peKoMeHaNiil BHpoGHHKA;

* IlixTpumky QyHKuil aHTHBIpYCHOTO 3aXMCTy, aHTHCHAMY, CITy’OH 3aXHCTY Bijl BIpyCHHX eImijemiit,
CHCTEMH BUJIAJIEHHS 3aIPO3U B IOBIIOMJICHH], CHCTEMH 3aXMCTY BiJl «HATHCKAHHS HA TIOCHIIAHHS .

* JlocTym 10 CHCTEMM 3aXMCTy MEpexi Bl PO3LIMPEHUX 3arpo3, O POTOPHYTA Y XMAPHOMY cepaici
BHpPOOHMKA,

8. Cucrema 3axucry FortiWeb-VM Web Application Firewall

IIporpamua mpomyxmis mis oxmiel migcucremu FortiWeb-VM icryrouoi cuctemu 3axucty FortiWeb
Web Application Firewall mosunna Brmouatn B cebe miaTpuMKy Bix BUpoGHIKA y pexxumi 24x7 ctpokom
il Bigmosigmo o TaGmumi 1 Ta 3aGesnevypatu HacTymHe:
e OrpuMaHHS aKTyalbHHX PeIlyTaliiHUX 6a3, CATHATYp 3aXHCTY BE6-/0/ATKIB Ta IHIINX OHOBJICHS IS
cepgiciB Oe3mekH.
e OTpuMaHHS OCHOBHHX Ta IPOMIXKHHX DEINi3iB MPOrpaMHOro 3aGe3mneueHHs yepes caiT, miaTpuMKa
IPOrpaMHMX KOAIB y aKTyalbHOMY CTaHi Bi/IOBIZHO 0 PeKOMEH 1allili BUPOGHHKA.
e Ilocriitumit (24 roguHy X 7 AHIB HA THXKICHD) aBTOPH30BAHHIL JIOCTYII 10 CAliTy BUPOOHUKA.
* Ilintpumky dynkuii anTHBIpyCYy Ta Ge3neku BeG-10aaTKIB (MeXaHI3MIB BUABICHHS Bpa3/IMBOCTEH Ta
Gotis, mabnonie URL-aapec, THip fanux).
*  OrpuMaHHs OHOBJIEHb CIICKY BiZIOMHX KOMIIPOMETOBAHHX, HiJO3PLIMX T4 WIKiAmHBHX [P ajipec.

9.  Cucrema FAD-100F Application Delivery Controller

IIporpamua mpoxyxuis s icHyrouoi cucremun FAD-100F Application Delivery Controller, sixa
CKamaeThes 3 jBox mincucteM FAD-100F Application Delivery Controller, moBrHHa BKTIOYATH B ceOe
MiATPUMKY BiXl BUpOOHMKaA y pexumi 24x7 cTpokoM Aii Bimmosizao mo TaGmumi 1 Ta 3a0e3nevyyBaTu
HACTYIIHE:
*  OrpumaHHs aKTYalIbHUX PEIyTalifHuX (a3, CATHATYp 3aXUCTy BeG-0IaTKIB T {HIINX OHOBJICHD I
cepBiciB Ge3nekn.
e  OrpuMaHHs OCHOBHHX Ta HPOMDKHHX PENi3iB MPOrpaMHOTrO 3aGe3redeHHs 4yepe3 caifT, miaTpuMKa
TNPOrPaMHIX KOJIB y akTyaqbHOMY CTaHi BiAOBIAHO 10 peKOMeHallil BHPOGHHKA.
* llocriiinni (24 romman X 7 JHIB Ha THK/IEHb) aBTOPH30BAHMIL JOCTYII JI0 CaiiTy BUPOOHHKA.
*  OnoBieHHs 6231 KOMIPOMETOBAHUX, Mi03PLIMX Ta MIKiLmBUX [P azapec.
e IlinTpuMKy MeXaHi3MiB BUSBIEHHS Bpa3sIMBOCTel Ta 6OTIB, mabaoHIB URL-anpec, THIiB janux.

Tabunug 1. [Tporpamua mpoayKuis ast cucteM 3axucty MichKkoi MepexeBoi iHbpacTpyKTypH

Ne " On. Kinb- Tepmin
HaiimenyBanns . . ;
BHMipy KiCTh MATPHMKH

Cucrema DDoS Protection Appliance-1200B

. ' HE MEHIII HiX 110
1 FortiDDo0S-1200B 24x7 FortiCare Contract IIIT. 1 31.12.2022

' ] ] HE MEHII HiX 10
2 | FortiDDoS-1200B IP Reputation Service LIIT. 1 31.12.2022

. _ ] . HE MEHII HIK 10
3 | FortiDDoS-1200B Domain Reputation Service LLIT. 1 31.12.2022

Mepe:xeuii expan FortiGate FG-1000D

HE MCHIII HiX 10

4 | FortiGate-1000D Enterprise Protection IIIT. 2 31.12.2022

Cucrema MOHITOPHHIY Ta KOHTPOJIIO Ge3mexu FortiAnalyzer FAZ-400E

HE MEHII HIX 10

5 | FortiAnalyzer-400E 24x7 FortiCare Contract LT, 1 31.12.0022
6 FortiAnalyzer-400E  Subscription license for the - 1 HE MEHII HDXK 10

FortiGuard Indicator of Compromise (I0C) ) 31.12.2022




Ne ” On. Kiap- Tepmin
HajiimenyBannsn p v :
n/n BUMIpy KiCTh HiATPHUMKH
Bipryansnuii npucrpiii FortiAuthenticator-VM with 1100 user license
7 FortiAuthenticator — VM License 24x7 FortiCare - 1 HE MEHII HiX JI0
Contract (1 — 1100 users) ' 31.12.2022
Cucrema ynpasainas FortiManager-VM
8 FortiManager — VM Support 24x7 FortiCare Contract i 1 HE MEHII HIX 10
(1 —110 devices/Virtual Domains) ‘ 31.12.2022
Cucrema 3axucry FortiSandbox-VM
FortiSandbox VMO0 24x7 FortiCare plus FortiGuard
9 Threat Intelligence (AV, IPS, Web Filtering, File e ’ HE MEHII HiX 0
Query and SandBox Engine Updates) for (up to) 8 ' 31.12.2022
VMs
Cucrema 3axucry FortiMail-VM
10 FortiMail — VM02 24x7 FortiCare and FortiGuard - 5 HE MEHII HiX JI0
Enterprise ATP Bundle Contract ' 31.12.2022
Cucrema saxucry FortiWeb-VM Web Application Firewall
FortiWeb — VM08 Standard Bundle (24x7 FortiCare T a—
11 |plus AV, FortiWeb Security Service, and IP T, 1 31.12.2022
Reputation) e
Cucrema FAD-100F Application Delivery Controlle
FortiADC-100F Standard Bundle (24x7 FortiCare :
12 | plus IP Reputation and FortiADC WAF Security IIT. 2 Lt L FE 0

Service)

31.12.2022

V pasi euxopucmanns ¢ menoepuiii OOKyMenmayii NOCUNanHs Ha cMandapmui Xapakmepucmuki,
MEeXHIYHI pealiavenmu ma ymogu, UMY, YMOGHI HOSHAYEHHS md MepMinonozit, noe a3aui 3 mosapamu,
pobomamu wu nocry2amu, wjo 3aKynoeyiomuca, nepedayeni ICHYIOHUMU MIDICHAPOOHUMU, €8PONELICLKUMLL
CManoapmamy, HWUMY CRITbHUMU  MEXHIYHUMU  €6DONETICLKUMU HOPMAMU, THUWUMU MEXHTYHUMU
CMANOHHUMI CUCEMAMU, GUSHAHUMU €6PONEUCLKUMU Op2aHamu 3i cmanoapmusayii abo HayionansHumMu
CMAaHOapmamu, HOpMamu md Npasuiamu, Ricis MaKo20 NOCUNAHHA CIi0  yumamu supasz «abo

eKgiganermy.

Y pasi euxopucmanna ¢ mendepniii doxymenmayii nocunanns na KOHKpemHi Mapky yu UpoOHUKA
abo Ha KoHKpemHuuil npoyec, wo Xapakmepusye npooyKm uu nocnyzy neenozo cyb exma 20cnodapioéanis,
U HA MOP206I MAPKYU, RAMEHML, MUNYU AbO KOHKpemHe Micye HOX0ONCEHHS Yil CROCiO 8UPOOHUYMEA, nicis

MAK020 NOCUNAHHSL CAIO YUMAamu upas «abo exeisaienmsy.

Ininiarop 3akymisi

B. €. IukoBuu




Homarok 2

Ksanidikaniiini kpurepii npouexypu 3akynisii Ta mepesik 10KyMeHTiB, 10 MiATBEPIKYIOTH
iHpopMauio yuacHuKIB Npo BiAMOBiAHICTL iX TAKHM KpHTEpigM

Ksanipixaniiinuit kpurepiii

Ilepenik ToKyMeHTIB HA miATRepP/KeHHs BiAMOBiAHOCTI
YYaCHHKA BCTAHOBJICHHM KBaJidikaniiiHuM Kpurepism

HasisgicTe 001aHAHHA Ta
MaTepiaJabHO-TeXHiYHOT 6a3H

HoBinka B joBUIBHINA QopMmi 3a miamHMcoM yHOBHOBaXKEHOT
ocobu ydyacHMKa Ta 3aBipeHa medatkoo (y pasi i
BHKOPHCTaHHs) PO HasBHICTh 0ONMaIHAHHS Ta MaTepialbHO-
TEXHIYHOI 6a3u, 1o OY/yTh BHKOPHCTOBYBATUCK JUIS IOCTABKH
TOBapy, IO € IPeJMETOM 3aKymiBii, i3 3a3HAaYeHHIM
HaliMeHyBaHHs 0OJaJHAHHS Ta MarepialbHO-TeXHIYHOI 0a3m,
KIUIBKOCTI Ta iH(opmanii mpo BIacHicTh (Bl1acHe/OpeH/I0BaHe).
Jlnst miaTBEepKEHHS HAsBHOCTI MaTepialbHO-TEXHIYHOI 0asu
HEOOXi/IHO HAJaTH CKaHOBaHI JOKYMEHTH HA IIPaBoO
BIIACHOCTI/KOPHCTYBaHHs OQIiCy, TEXHIYHOrOo IPHUMiIICHHS,
CKIMaJy 4YM IHIIOrO TpPUMIlUeHHs (DOKyMEHTAaLis Mae
nepenasarucs B PDF-Qopmari, ckanoBama 3 opurinany
JOKYMEHTY).

HasiBricTb npagiBHUKIB
BiImoBizHOT  KBamigikamii,
AKI MAXOTh He0OXiTHI 3HAHHS
Ta A0CBia

JloBinka B MOBiNbHIA (opmi 3a HiAMKCOM YHOBHOBAXKEHOI
ocobu yuacHMKa Ta 3aBipeHa meyatkoro (y pasi Ii
BHKOPHCTaHHs), IO IMiATBEPIKYE HAsABHICTh B yYacHHKA
HpaliBHUKIB BiAMOBiAHOT KBamidikanii, sxi MarTs HeobXimHi
3HAHHA (BHILY OCBITY) i3 3a3HAYEHHSAM: IOCA[H, IIPi3BHIIA,
iM’s1, 10 GaThKOBi, OCBITH Ta 3arajlbHOrO CTaXy POOOTH.

HasBHicTs J0KyMeHTaABLHO

MiATBEPAKEHOT 0 AocBixy
BHKOHAHHA  aHAJOrIYHOIO
(ananoriunmx) JI0roBOpy
(morosopis)

JloBinka B JOBiIBHIA (opMmi 3a MmiNIHCOM YIOBHOBaKEHOT
ocobu yyacHHKa, 3aBipeHa eqarkoro (y pasi if BAKOPHCTAHHS),
Ha (ipMoBoMy OnaHKy (y pasi HasBHOCTI) NPO HASBHICTS
JOCBIly BHKOHAHHS aHAJOTIYHOrO (@HAJOTIYHMX) JOTOBOPY
(moroBopiB)* 13 3a3HAYCHHAM: HaliMEHYBAaHHsS KOHTPAareHTa,
NpeaMETy J0roBOPY, JaTh YKIaJdaHHs.

Ha mixrsep/skeHHs BHKOHAHHS aHAIOrIYHOTO (aHAJIOTiYHMX)
JOTOBOPY (I0roBopiB), skuil (siKi) 3asHasenuil (3a3HadeHi) B
JOBI/I, HANAKOTCA KOIil: BHKOHAHOTO JOrOBOPY, BHAATKOBO
(BuIaTKoBUX) HakmamHOl (HAKNAAHMX), IMCTa-BiATYKa BiX
3aMOBHHKA a0 iHINI NOKYMEHTH, LIO IiATBEPIKYIOTH HOTO
BUKOHAHHS.

* I1io ananoziunum 002060pom posymiemucs 00206ip noioHudl
3a npedmemom 3axynieni 3a nepioo 3 2014 poxy no menepiumniii
uge. Axyo 6 006i0yi yyacHux exasye Oexilbka anHanozivnux
do2o6opie, mo 6ci  OOKyMeHmu W00 RIOMEEPONHCEHHS
BUKOHAHHS MAKUX 002080PI6 HAOAIOMbCS U000 KOMCHOZ20 i3
8Kazanux 6 006i0Yyi 002060pIs.

Indopmaniss npo rexmiuni,
sKicHi Ta KiibKicHi
XapaKTEePHCTHKH IpeIMeTa
3aKymiBJIi

Hnst mifTBep/UKEHHSA BiNMOBIAHOCTI TeHIEpHOI MPONMO3MIL]
TCXHIYHUM, SAKICHHM Ta KUIBKICHHM — XapaKTepHCTHKAaM
(BuMoOram) 3aMOBHHMKAa Y4YacHHK Yy CKJIai TeH/epHOT
MIPOITO3UIIIT TOBHHEH HAJIATH:

1) inpopmamito 1mpo MOMNIMBICTE IIOCTaBKHM TOBapy 3
ypaxyBaHHSIM TEXHIYHHX BHMOT;

2) inQopmauiio y moBinbHIH ¢opmi mog0 3acTocyBamHs
V9acHHKOM 3aXOJiB i3 3aXHUCTY JIOBKIJLIS;

3) aBropusaniitrmit et (aBTopusaniiina dopma TOWIO) Bix
BHpOOHMKA ToBapy abo iforo odimiitHoro mnpejcraBHuKa,




Ne| Keamidikaiiismii kpurepiit Ilepenik noxymenTiB Ha ﬂiIITBe.pL.(}KeH-I-‘IJﬂ Bi,IIHOBi,I[HO'CTi
Y9ACHHKA BCTAHOBJIEHHM KBaJTidikauiiiaumM KpuTepisam
AuCTpHO’foTOpa B YKpaiHi, AKWH IIiTBEPIKYE HASBHICTH y
YyacHHKa CTaTycy mapTHepa Ta [IpaBa Ha 3iHCHeHHS IPOAXKY
3aMPONIOHOBAHOTO YUYAaCHHKOM TOBapy, BHAAHOTO HA ajpecy
|

3aMOBHYKA i3 MOCHUIAHHSM HA PONEYPY 3aKYIiBIIi.

Y pasi yuacmi 06’ eonanns yuacnuxie niomeepdocenns sionosionocmi Keanigixayitinum xpumepiam
301UCHIOEMbCA 3 YPAXYSaHHAM Y3A2anbHeHUX 06 €OHAHUX NOKAZHUKIE KOMNCHO20 VUACHUKA MAK020
00 coHanns na niocmasi nadanoi 06 cdnanmnam ingpopmayii.

IniniaTop sakymnisJri B. €. InxoBuu
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56 Valeriia Lobanovskoho ave.,
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Bux. Ne 11/03-1 Big 11.03.2021

KuiBCbKa MiCbKa AepXaBHa afamiHiCTDauis

CRMGIIIRANG " ES A TR R B.o. AHPEKTOpa

KU BIC” S :
i R CKIT “KAIBTEJIECEPBIC’
‘rin AR I 2024 I1. YepHikoBy

Loo0 npozpamnozo sabesnevenns
cucmem saxucmy

IlanosHuii nane I1asie!

Ha Bam samar iz 10.03.2021 poky 3a Ne 53-03/2021 IOJO NPHAOAHHA MPOTPAMHOrO
3abe3neyeHns cucTeM 3axHcTy Mickkoi MepexeBoi inppactpyxrypn TOB «BUIIHTEX YKPAIHA»
IOBI/IOMIISE PO HACTYIIHE.

3rifHO HA/IAHEX TEXHIYHMX BHMOT PO3PAXOBAHO BApTICTh NPOrpaMHOro 3abe3leueHHs IUIa
ICHYIOYHX CHCTeM 3axucTy BHpOGHULTBa KoMmanii Fortinet:

- cucrema DDoS Protection Appliance-1200B;

- MepexeBHii expan FortiGate FG-1000D;

- CHCTEMa MOHITOPHHTY Ta KOHTpOIo 6esmeku FortiAnalyzer FAZ- 400E;

- BipTyaneruit npuctpiit FortiAuthenticator-VM with 1100 user license;

- cucreMa ynpasninas FortiManager-VM;

- cucreMa 3axucty FortiSandbox-VM;

- cucreMa 3axuery FortiMail-VM;

- cucreMa 3axuery FortiWeb-VM Web Application Firewall;

- cucreMa FAD-100F Application Delivery Controller.

BapricTe mporpaMHOro 3a0e3NEUeHHs CHCTEM 3axucTy Micskoi MepesxeBoi indpacrpyxrypu
cknanae 22 980 745 rpu. (JBafusTh ABa MiNBHOHH IEB'STCOT BiCIMIECAT THCHY ciMcoT COPOK I'STE
rpuseb 00 komitiok) 6e3 ITJIB. Bixnoriamo mo mymxry 26! ninposainy 2 posaimy XX Ilepexigmux
nonoxenb IloxatkoBoro xomexcy Ykpaiam TuMuacoBo, 3 1 ciwas 2013 poky mo 1 ciuss 2023 poxy,
3BUTBHSIOTECA Bifl OLOJATKYBAHHS TIOJATKOM HA JIONIaHy BapTiCTH onepanii 3 DOCTaYaHHs MPOrpaMHO]

IPOMyKIIii.

Pospaxynok Baprocti nonaerses.

3 moBaroxo
I'enepaannuii nupexrop B.B. Illaxos
CELlE AONZEY

TOB «BJIIHTEX YKPATHA» SR ETIPTIOY 37962954
¥Op. anpeca: 03037, m. Kuis, IITH 379629526571
Hpocnekr Banepia Jlo6anoscrkoro, 6ya. 56 Cs-Bo ITIJIB Ne 200046963
Ten: (044) 222 82 93 1/p UA623006140000026009500220903
www.bitech.com.ua B AT "KPEJl ATPIKOJIL FAHK"

sales@bitech.com.ua M®O Ne 300614



LLC BELINTECH UKRAINE
56 Valeriia Lobanovskoho ave.,

Mpocnexr Banepis Jlo6asoscskoro, Gy, 56
Teu: (044) 222 82 93

www.bitech.com.ua

sales@bitech.com.ua

7 @ UA Kyiv, 03037, Ukraine
0 e I n ec Tel: (044) 222 82 93
www.bitech.com.ua
Pospaxynox eapmocmi npozpamnozo 3abesnevenna
3araanHa
Ne Oux. ;
HalimenyBanns ; Kinukicrs BaPTiCTh,
nfn BUMipY rpu Ge3 [1B
Cucrema DDoS Protection Appliance-1200B
1 | FortiDDoS-1200B 24x7 FortiCare Contract . 1 S TATOL100
2 | FortiDDoS-1200B IP Reputation Service wr. 1 5556 682,00
3 | FortiDDoS-1200B Domain Reputation Service wr. 1 5556 682,00
Mepeskebuii expan FortiGate FG-1000D
4 | FortiGate-1000D Enterprise Protection LT, 2 2 378 692,00
Cucrema MOHITOPHHTY Ta KOHTPOI0 Ge3nercu FortiAnalyzer FAZ- 400E
5 | FortiAnalyzer-400E 24x7 FortiCare Contract wr, 1 148 708,00
6 a%rté'?nalyzer-ilﬂ()}i Subscription license for the FortiGuard Indicator of Compromise i, 1 143 782,00
Bipryansunii npucrpiii FortiAuthenticator-VM with 1100 user license
7 l FortiAuthenticator - VM License 24x7 FortiCare Contract (1 - 1100 USERS) l . l 1 43 295,00
Cucrema ynpasainns FortiManager-VM
8 | FortiManager - VM Support 24x7 FortiCare Contract (1 - 110 devices/Virtual Domains) LT, 1 192 332,00
Cucrema 3axucry FortiSandbox-VM
g | FortiSandbox VMO0 24x7 FortiCare plus FortiGuard Threat Intelligence (AV, IPS, Web i 2 1 445 771.00
Filtering, File Query and SandBox Engine Updates) for (up to) 8 VMs ' A
Cucrema 3axucry FortiMail-VM
10 | FortiMail-VMO02 24x7 FortiCare and FortiGuard Enterprise ATP Bundle Contract l . J 2 924 586,00
Cucrema saxucry Web Application Firewall
1 Fortich-VMt_)S Standard Bundle (24x7 FortiCare plus AV, FortiWeb Security Service, — 1 501 866,00
and IP Reputation)
Cucrema FAD-100F Application Delivery Controller
12 FortiADC-Ilﬂ()F St@dmd Bundle (24x7 FortiCare plus IP Reputation and ForiADC i 2 251 332,00
WAF Security Service)
Besoro: 22 980 745,00
Ienepanuumii AupexTop B.B. lllaxos
TOB «BLIIHTEX YKPAIHA» E€JIPIIOY 37962954
IOp. aapeca: 03037, M. Kuis, IITH 379629526571

Ce-po I1JIB Ne 200046963

/p UA623006140000026009500220903
B AT "KPEJII ATPIKOJIE BAHK"
M®@O Ne 300614



Kuiscoka mickka
Crevuianizosane ko

"KWIBTENECEPBIC"
b Byinuup NQ__ { ) 4 - 40 B‘flc

Opti 1 0»
Data "

Enforce your
security

Bux. 03122021/1

Big 12.03.2021
Ha Ne i

Bl

AepxasHa anMinicTpauis .
MyHanbHe nignpueMcTag l

ALy

TOB «OMNTIAATA»
04071, m. Kuis, Byn. Koym'aubka, 10a,
p/p UA103226690000026004300941299
Y ¢inii Iy no m. Kuesy Ta Kuiscokoi o6nacri,
AT «Owan6aHk» TBEB 10026/020, M$O: 322669,
EAPMOY: 39693067

B.o. mupexropa
CKII “KUIBTEJIECEPBIC”
IT. Yepnikory

TOB «OITIIATAy, posrasuysmm Bam sanut eig 10.03.2021 poky 3a Ne 54-03/2021,
Hajae KOMEpLIHHY MPOMO3MIII0 HAa IOCTAYaHHA MaKeTiB IIPOrPAMHOTO 3a0e3MEYEHHS CHCTEM

3axucty Micekoi MepexeBoi inppactpykTypu:

Ne S Oﬂ: Kinebki | 3araabna
HaiimenyBanus BHMIp 5
n/n y CTh BapTicTh
Cucrema DDoS Protection Appliance-1200B
1 | FortiDDoS-1200B 24x7 FortiCare Contract 1T, 1 5768 045
2 | FortiDDoS-1200B IP Reputation Service IIT, 1 5577013
3 | FortiDDoS-1200B Domain Reputation Service IIT. 1 5577013
Mepexepuii ekpan FortiGate FG-1000D
4 | FortiGate-1000D Enterprise Protection . 2 | 2387395
Cucrema MOHITOPHHTY Ta KoHTPOJI0 Ge3neku FortiAnalyzer FAZ- 400E
5 | FortiAnalyzer-400E 24x7 FortiCare Contract HIT. 1 149 252
FortiAnalyzer-400E = Subscription license for the
& FortiGuard Indicator of Compromise (I0C). H ) b, 308
Bipryansnuii npucrpiii FortiAuthenticator-VM with 1100 user license
7 FortiAuthenticator - VM License 24x7 FortiCare _— 1 43 453
Contract (1 - 1100 USERS) )
Cucrema ynpasainns FortiManager-VM
FortiManager - VM Support 24x7 FortiCare Contract (1
s 110 devices/Virtual Domains) HT- ; Pl
Cucrema 3axucry FortiSandbox-VM
FortiSandbox VMO0 24x7 FortiCare plus FortiGuard
9 | Threat Intelligence (AV, IPS, Web Filtering, File Query |  wr. 2 1451 061
and SandBox Engine Updates) for (up to) 8 VMs
Cucrema 3axucty FortiMail-VM
FortiMail-VMO02 24x7 FortiCare and FortiGuard
D Enterprise ATP Bundle Contract Hr 2 S
Cucrema 3axucty Web Application Firewall
FortiWeb-VMO08 Standard Bundle (24x7 FortiCare plus
14 AV, FortiWeb Security Service, and IP Reputation) PRk ! 254 032
Cucrema FAD-100F Application Delivery Controller
FortiADC-100F Standard Bundle (24x7 FortiCare plus
- IP Reputation and FortiADC WAF Security Service) = . S A0




t ] TOB «ONTIAATA»
0 P I 04071, m. Kuis, Byn. Koxym'aybka, 10a,

p/p UA103226690000026004300941299
D ata Y $inii Y no m. Kuesy Ta Kuiscbkoi o6nacri,
AT «Owap6ank» TBEB 10026/020, M®O: 322669,
Enforce your €APMOY: 39693067
security
| Beboro: | 23064 829 |
3aranpHa BapTicTh MPOMO3KLIi cTaHOBUTH 23 064 8§ [[BafLATE TPH MUTBHOHE

3 roRraroio,

Ienepaneuuii nupextop TOB «OIITIIATA» M.A.Binuk
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Bux. Ne L-120321 B.o. gupeKTopa
Big «12» 6epe3ns 2021 poky cneyianisoBaHoro KOMyHanbHOro
nignpuemcraa

“KWIBTENECEPBIC”

Kuiscbka mickka nepxasqa agmiHicTpauis n. ‘lePHIKOBV

CneujanizoBaHe KOMyHansHe NiANpUEMCTEO
"KWIBTE/IECEPBIC"
dimaii No_ 43 /0%~ 2084 |

12 03 245!

KOMEPLIAHA NPONO3ULIA

Y signosigb Ha 3anut CneuianisoBaHOro KOMYHa/IbHOTO MiANPUEMCTBA
«Kuistenecepsic» 8ig 10.03.2021 poky Ne 55-03/2021, TOB «PMP® CEPBICE3»
MPOMOHYE PO3MIAHYTU MPONO3ULIKD Ha NOCTaYaHHA nporpamHoro 3abesnevyeHHs
cuctem 3axucty MicbKol Mepeskesoi iHQPacTpyKTypu y BignoBigHOCTI A0 HagaHuX
TEXHIYHUX BUMOT.

3anponoHoBaHa BapTicTb NporpamHoro 3abesneyeHHA cuctem 3axmcty MicbKoi
MepexeBoi iHPpacTpyKTypu cTaHoBUTb 22 952 845 rpH. (4BaAuATb ABa MIiNbWOHM
AEB'ATCOT N'ATAECAT /Bi TUCAYI BiCIMCOT COPOK N'ATb rpuseHb 00 KOMilioK) pa3om 3 nas.

Cneundirauia nporpamHoro 3abe3neyeHHs HaseaeHa y loaaTtky 1.

Hoaarku:
1. Cneyudikauia nporpamHoro 3abesnevyeHHs.

3 nosaroo, LPECT
] P
AvpekTop /7
TOB «PMP® CEPBICE3» N
M
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Dopatok 1
Cneuudikauia nporpamHoro 3abesneyeHHs
Ne % Oa. Ki- y
HalmenyBaHHA - Bapricrb
n/n BUMIpY | Tb
Cucrema DDoS Protection Appliance-1200B
1 | FortiDDoS-1200B 24x7 FortiCare Contract wr. -1 | 5740041,00
2 | FortiDDoS-1200B IP Reputation Service . 1 | 5549936,00
3 | FortiDD0S-1200B Domain Reputation Service . 1 | 5549936,00
Mepexesuid ekpaH FortiGate FG-1000D
4 | FortiGate-1000D Enterprise Protection T, 2 2 375 804,00
CucTemMa MOHITOPHHIY Ta KoHTpoato 6eaneku FortiAnalyzer FAZ- 400
5 | FortiAnalyzer-400E 24x7 FortiCare Contract LwT. 1 148 527,00
6 For'tlAnaEyzer-!lOOE Supscrlptlon license for the FortiGuard o 1 143 607,00
indicator of Compromise (10C).
BiptyanbHuii npucrpiit FortiAuthenticator-VM with 1100 user license
FortiAuthenticator - VM License 24x7 FortiCare Contract (1 -
: 43 242,00
7| 1100 USERS) et I .
Cucrema ynpasaniHHa FortiManager-VM
8 Fort.lMane?ger -VM Su‘pport 24x7 FortiCare Contract (1- 110 - 1 192 098,00
devices/Virtual Domains)
Cucrema saxucry FortiSandbox-VIM
FortiSandbox VMOO 24x7 FortiCare plus FortiGuard Threat
9 | intelligence (AV, IPS, Web Filtering, File Query and SandBox WwrT. 2 | 1444016,00
Engine Updates) for {up to) 8 VMs
Cucrema saxucry FortiMail-VM
FortiMail-VMO2 24x7 FortiCare and FortiGuard Enterprise
10 ATP Bundle Contract Al . i
Cuctema saxucrty Web Application Firewall
FortiWeb-VMO8 Standard Bundle (24x7 FortiCare plus AV
11 . ;
FortiWeb Security Service, and IP Reputation) =l L e, deid
Cucrema FAD-100F Application Delivery Controller
FortiADC-100F Standard Bundle (24x7 FortiCare plus IP
= Reputation and FortiADC WAF Security Service) e . G
Bcworo: 22 952 845,00




